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PyKkoBoZAcTBO Mo pa3paboTke naaHoB obecneyeHus besonacHocTn ans dpesepanbHbix UC

OT4yeTbl N0 TEXHONOrNAM KOMMbIOTEPHbIX CUCTEM

NabopaTtopuma MHPOPMaLIMOHHbIX TexHoormi (ITL) B HauyMoHanbHOM MHCTUTYTE CTaHAAPTOB U TEXHONOTUM
(NIST) npogBuraeT amepmUKaHCKY0 SKOHOMUKY U 0b6LLLee baarococtonHue, obecneynBan TeXHUYECKoe
NIMAEPCTBO ANA HALMOHANbHON MHOPACTPYKTYPbI U3MEPEHUI U cTaHaapToB. ITL pa3pabaTbiBaeT TeCTbI,
MeTOoAbl UCMbITAHWUI, CNIPaBOYHbIE AaHHbIE, OCYLLECTBAAET NOATBEPKAEHUS KOHUEMLUIA peannsaumm u
TEXHWYECKMI aHaNM3, YTOObI NPOABUHYTL Pa3pPaboTKy U NPOAYKTMBHOE UCMOAb30BaHNE MHPOPMALMOHHbIX
TexHonornin. 06sa3aHHOCTM ITL BKAKOYAIOT pa3paboTKy ynpaBaeHYECKUX, aAMUHUCTPATUBHDBIX, TEXHUYECKUX U
dU13MYECKMX CTaHAAPTOB U PYKOBOACTB ANa obecneyeHma peHTabenbHOM 6€30MacHOCTM U NPUBATHOCTH
MHGOPMALNM He CBA3AHHOM C HALMOHAbHOM 6e30nacHOCTbIO B peaepasibHbIX MHPOPMALLMOHHbIX
cuctemax. CneumanbHole Mybankaumnm 800-cepmm cogepkaTt MHGOPMaLMIO OTHOCUTENbHO UCCAeL0BaHU
ITL, pykoBOACTB U YCUNNIA, HAaNPaBNEHHbIX Ha NOBbILEeHNe 6€30MNacHOCTM MHGOPMALMOHHBIX CUCTEM, U ee
COBMECTHbIX paboT ¢ 0TpacAAMM, NPaBUTENBCTBOM U aKaAEMUYECKMMM OPraHMU3aLUAMK.
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MonHomouuna

ITOT AOKYMeHT bbin paspaboTaH NIST B COOTBETCTBMM C ero 0683aHHOCTAMM, YCTAaHOB/IEHHbIMM COT1aCHO

3aKoHy 06 ynpaBneHMn besonacHOCTbio peaepanbHOn MHopmMaLumm oT 2002r., ObLLecTBEHHbIN 3aKoH (P.L).
107-347.

NIST oTBeTcTBEHEH 3a pPa3paboTKy CTaHAAPTOB MHOPMALMOHHOM 6e30MacHOCTU U PYKOBOACTB, BK/KOYas
MWHUMabHble TPeboBaHUS gns obecneyeHMa COOTBETCTBYOLWEN MHPOPMALMOHHOWM 6e30MacHOCTM ans
OEeATEeNbHOCTU U aKTUBOB BCEX AareHTCTB, HO TaKMe CTaHAAPTbl M PYKOBOACTBA HE A0/KHbI MPUMEHATLCA K
CUCTEMAM HaLMOHa/bHOM 6€30NacHOCTU. ITO PYKOBOACTBO HEMPOTUBOPEUMBO C TpeboBaHnAMM LiMpKynapa
A-130 MuHuctepcTea ynpasneHus u 6rogxketa (OMB), Pasgen 8b (3), ObecneyeHme 6e3onacHoOCTH
MHOOPMALMOHHbBIX CUCTEM areHTCTB, Kak yKasaHo B A-130, MpunoxkeHune IV: AHaNMU3 KNOYEBbIX Pa3nesos.
JononHuTenbHaa MHpopmauma npegoctasneHa B A-130, MNMpunoxkexue lll.

9TO pyKOBOACTBO 6bINI0 NOATOTOBAEHO ANA UCNO/b30BaHUA deaepanbHbiMK areHTcTBammn OHO MOKeT BbITb
NCMNOab30BaHO Ha A0BPOBO/ILHOW OCHOBE HEMPABUTE/IbCTBEHHBIMM OPraHM3aLMAMM U 3TO He NonagaeT no
OelcTBMe aBTOPCKOro npaBga. (YnomuHaHue npueeTcTsosanock 6b1 NIST).

HwyTo B 3TOM NY6AMKAUMK HE JO/TKHO UCMO/Ib30BATLCA B MPOTMBOPEYME CO CTAaHAAPTAMM U PYKOBOACTBaMM,
onpezaenieHHbIMM MUHUCTPOM TOPTroB/IY B COOTBETCTBUE C €0 3aKOHHBIMM MOJTHOMOYMSAMM KaK
ob6s3aTenibHble gNa deaepanbHbiX areHTCTB. TakkKe, 3TO PYKOBOACTBO He AO/IKHO 6biTb MHTEPMNPETUPOBAHO
KaK U3MEHEHWE UM 3aMEHA CYLLECTBYIOWMX NOAHOMOUYNI MuHKUCTpa Toprosau, Anpektopa OMB nam
Kakoro-nn6o gpyroro ¢enepanbHOro 40AKHOCTHOMO LA

HeKoTopble KOMMepPYECKMe CyLLLHOCTU, 060pyA0BaHNE UM MaTepuasbl MOTYT BbiTb
NaeHTUOULUMPOBAHbI B 3STOM AOKYMEHTE, YTOBbl ONUCaTb SKCNEPMMEHTAIbHYIO NpoLUeaypy Uam
KOHLLeNUMI0 COOTBETCTBEHHO. Takasa naeHTudMKauma He npeaHasHaveHa, YTobbl 03HavaTb
pekomeHaaumio nan ogobpeHme HauMoHaAbHOTO MHCTUTYTA CTaHAAPTOB M TEXHONOMMIA, @ TAaK¥Ke 3TO
He npegHasHa4YeHo, YyTobbl 03Ha4YaTb, YTO CYLLHOCTM, MaTepuanbl Uan obopyaoBaHue - 06s3aTesIbHO
Hauydllee MMeloLLEeeca No npeaHasHayYeHuto.
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bnaropapHocTu

HauMoHanbHbI MHCTUTYT CTAaHAAPTOB M TEXHOOIMIA XoTeN H6bl nobaaroaapuTb aBTOPoB UcxoaHoM NIST
CneumanbHol Nybnamkaumm 800-18, Pykosodcmeo no paspabomeke naaHos obecneyeHus 6e3onacHocmu
0718 cucmem UHGOPMAYUOHHbIX mexHoao2uli. OpUrMHan OKYMEHTA UCNO/b30BAJICS B Ka4eCcTBe OCHOBbI A/1A
31Ol Bepcmn. lononHuTenbHo, cnacnbo Bcemy nepcoHany NIST, KOTopbii IpocMoTpen u
NPOKOMMEHTUPOBAS SOKYMEHT.
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Pe3siome

Lenb nnaHmpoBaHus obecneyeHms 6€30NacHOCTM CUCTEMbI COCTOUT B TOM, YTOObI YNyYLINUTD 3aLLUTY
pecypcoB MHPOPMALMOHHOW cucTembl. Bce denepanbHbie CUCTEMbI MMEHOT HEKOTOPbIM YPOBEHD
YYBCTBUTENIBHOCTM M TPEOYIOT 3aLLMTbl, KaK YacTb XOPOLLEN NPAKTUKKM YNPaBAEHNUA. 3allmMTa CUCTEMbI JO/IKHA
6bITb 3340KYMEHTUPOBAHA B NJ1aH obecneyeHnsa besonacHocT cuctemol. Hannume nnaHos 6e3onacHoCTM
cuctembl - TpeboBaHue Linpkynsapa A-130 MuHucTepcTBa ynpasnaeHua u 6rogxketa (OMB), "YnpasneHue
pecypcamu deaepanbHoi nHbopmaumm,” Mpunorkerue lll, "BesonacHocTb denepasbHbIX aBTOMATU3UPOBAHHbIX
MHPOpPMaLMOHHBIX pecypcos," n Pasgena lll 3akoHa 06 D1eKTPOHHOM MPaBUTENLCTBE, HA3BaHHOTO 3aKOH 06
ynpaBsneHumn 6esonacHocTbio PeaepansHoit nHdopmaumm (FISMA).

HasHaueHue nnaHa obecneyeHns 6€30NacHOCTY CUCTEMBI COCTOUT B TOM, YTOBbI 0b6ecneunts 0630p
TpeboBaHuMli 6€30MacHOCTM CUCTEMBI M OMUCATb CYLLLECTBYIOWME Mepbl 6€30MacHOCTU UK NAaHUpyemMble As
YAOBETBOPEHNA NpeabaBAeHHbIM TpeboBaHMAM. M1aH obecneyeHns 6€30MacHOCTM CUCTEMDI TaKKe
oyepunBaeT 0643aHHOCTM U OXKUZAEMOE NOBEeAEHME BCEX JIOAEN KTO MMeeT J0CTyn K cucteme. MaaH
obecneyeHnsa 6e30MNacHOCTM CUCTEMbI AONKEH PACCMATPUBATLCA KaK AOKYMEHTUPOBaHUE
CTPYKTYPMPOBaHHOrO NpoLecca NAaHNPoBaHMA aAeKBaTHOro, peHTabenbHoro obecneveHmsa 6esonacHoOCTM
cuctembl. OH OIKEH OTPaXKaTb y4acTUe Pas/iMyHbIX MeHeaKepoB ¢ 06A3aHHOCTAMM B OTHOLLEHWN CUCTEMBI,
BK/lOYaA BAagenbues nHdopmaunm, Blaaesnblia CUCTEMbI U BbICLIEro COTPYAHUKA Mo MHGOPMALMOHHOM
6e3onacHocTu areHTcTBa (SAISO). JononHuTeNbHan MHGOPMALMA MOKET BbITb BK/HOYEHA B OCHOBHOW N/aH B
CTPYKTYpe 1 dopmaTe, COOTBETCTBYIOLLMM NOTPEBHOCTAM areHTCTBa, Koraa OCHOBHbIE pa3aesibl, ONUCaHHbIE B
3TOM AOKYMEHTE, COOTBETCTBEHHO OXBaYeHbI U NOATOTOB/EHI.

B cooTBeTCTBUM C NNaHaMM, aAeKBaTHO OTPaXKaloLWMMM 3aLLUTY PECYypPCoB, Bbicllee pyKosoasallee
AONHOCTHOE /IMLO A0/XKHO CaHKLMOHUPOBaTb NpUMeHeHue cuctembl. CaHKLMOHMPOBaHUE CUCTEMbI Ha
06paboTKy UHPOPMaLMU, NPeAOCTaBAAEMOE PYKOBOAALLMM AO/KHOCTHLIM IULLOM, ABAAETCA BaXKHbIA ANA
ynpasaeHus Kadectsom. CaHKLMOHMPYA 06paboTKy B cMCTEME, PYKOBOAMTE b MPUHMMAET CBA3AHHbIN C 3TUM
PUCK.

CaHKLUMOHMPOBaHME PYKOBOACTBOM AO/KHO BbITb OCHOBAHO Ha OLLEHKE YNPaB/EHYECKUX, SKCMTyaTaLMOHHbIX
M TEXHUYECKUX Mep be3onacHocTU. Tak Kak naaH obecrneyeHus 6e30nacHOCTU CUCTEMbI YCTaHAB/IMBAET U
OOKYMEHTMpPYET mepbl 6@30MacHOCTU, OH A0/IKeH chOPMUPOBaATb OCHOBAHME AJ18 CAaHKLMOHUPOBaHWUA,
[0MNoSIHEHHOE OTYETOM 06 OLEeHKe M NaHOM AeNCTBMIA U BeX. Kpome Toro 6yayLiemy CaHKLMOHMPOBaHMUIO
[OOJIKEH TaK»Ke cnocobCcTBOBaTb NEPUOANYECKOE PACCMOTPEHNE mep 6e30nacHoOCTH.
MepecaHKUMOHNPOBaHUE AOKHO NPOUCXOANTb BCAKMIA pas, KOrga ecTb CyLecTBeHHbIE U3MEHEHUS B
npouecce 06paboTKK, HO, MO KpaMHEN Mepe, KaxKable TPy roaa.

Vi



PyKkoBoZAcTBO Mo pa3paboTke naaHoB obecneyeHus besonacHocTn ans dpeaepanbHbix UC

1. BBegeHue

CerogHAwWwHAA BbICTPO M3MEHAOLLAACA TEXHMYECKAA cpeaa TpebyeT, uTobbl desepanbHble areHTCTBa
NPUHAAN MUHUMANbHbIN Habop Mep 6e30MacHOCTH, YTOObI 3aWUTUTL UX MHOOPMALUIO U MHGOPMALMOH-
Hble cuctembl. PegepanbHblii cTaHAapT 06paboTkm MHopmaumm (FIPS) 200, MuHumansHelie mpebosa-
Husa 6e3onacHocmu 04 ¢hedepanbHOl UHGOPMAYUU U UHGPOPMAYUOHHbIX CUCmem, onpeaenaeT MUHK-
MasibHble TpeboBaHMA besonacHocTn ans depepanbHON MHPOPMaLMK U MHPOPMALMOHHbIX CUCTEM B
CEMHAALUATU CBA3AHHbIX C 6€30MacHOCTbI0 06nacTAX. PesepasibHble areHTCTBa AOMKHbI BbINOJAHUTD
MWHUMabHble TpeboBaHUA 6esonacHocTu, onpegeneHHble B FIPS 200 ¢ nomoLbio mep 6e30nacHocTM B
CneumanbHoli Nybamkaumm NIST 800-53, PekomeHOyemblie mepbl be3onacHocmu 0415 pedepasibHbiIxX
UHopmayuoHHbix cucmem. NIST SP 800-53 coaepKUT ynpaBaeHYecKne, sKCnayaTaunoHHble U TEXHU-
YyecKume mMmepbl 3aWMTbl UM KOHTPMEPDI, NPeAnucaHHble 418 MHGOPMALMOHHBIX cUcTeM. BbiBpaHHble nan
nAaHMpyemble Mepbl 6€30MaCHOCTM AOKHbI ObITb 3340KYMEHTMPOBAHbI B NJ1aH obecneyeHus
6e30nacHOCT cucTeMbl. HacToalwmiA AOKYMEHT AaeT npeacTaBneHune deaepanbHbIM areHTCTBAm O TOM,
KaK pa3pabaTtbiBaTb NnaHbl obecneyeHns 6eszonacHocTn ana deaepanbHbiX MHGOPMALMOHHBIX CUCTEM.

1.1 ®oH

Pasgen Il 3aKoHa 06 DNEKTPOHHOM NPaBUTENLCTBE, Ha3BaHHbIN 3aKOHOM 06 ynpaBaeHuu
6esonacHocTbio PeaepanbHont MHPopmaumm (FISMA), TpebyeT, uTobbl Kaxkgoe deaepanbHOe areHTCTBO
pa3paboTano, 3a40KYMEHTUPOBAIO U peanr3oBaso obLLyo A8 areHTCTBa Nporpammy MHPOpMaLMOH-
HoI 6e3onacHOCTM No obecneyeHno MHPOPMaLIMOHHOM Be3onacHOCTM MHpOoPMaLUK U MHOOPMALMOH-
HbIX CUCTEM, KOTOpPblE NOAAEPKUBAIOT AeATE/IbHOCTb U aKTUBbI areHTCTBa, BK/toYan obecrneynBaemble
WX yNpaBAsieMble APYrMM areHTCTBOM, NoAPAAYMKOM UK APYTMM UCTOYHUKOM. MnaHnpoBaHue
obecneyeHns 6€30MacHOCTU CUCTEM ABAAETCS BaXKHOM paboTol, KOTOpas NOAAEPKMBAET KMU3HEHHbIM
UMKA pa3paboTku cuctem (SDLC) n A0MKHO KOPPEKTUPOBATLCA, MO MEPE TOTo, KaK cobbITMA B cucTeme
MHULMUPYIOT NOTPEeBbHOCTb B HOBOM pegakumu, YTobbl TOYHO OTPA3MTb aKTyaslbHOE COCTOAHUE CUCTEMBI.
MnaH obecneveHma 6e30NacHOCTN CUCTEMbI MPEeAOCTaBASET CBOAKY TpeboBaHM 6esonacHoCTN Ans
MHPOPMALMOHHOM CUCTEMBI M OMUCHIBAET CYLLECTBYIOLLME UM NAaHMpPYeMble Mepbl 6e30MacHOCTM A
YO0BNETBOPEHUA 3TUM TpeboBaHMAM. [1aH MOXKET TaKKe CCbIIaTbCA Ha APYrue KAo4yeBble, CBA3aHHbIE C
6€30MacHOCTbIO AOKYMEHTbI AN MHGOPMAUMOHHOM CUCTEMBI, TaKME KaK OLEHKa CTENEHW PUCKa, NaaH
OENCTBUI N BEX, LOKYMEHT C pelleHMeM No aTTecTaumnm, oLeHKa Bo3AencTBMA Ha NPUBATHOCTb, NaH
AeNCTBMIN NPU HenpeaBUAEHHbIX 0OCTOATENbCTBAX, M/1aH YNPaBAeHUA KOHOUrypaLumen, KOHTPOIbHbIE
CNUCKN KOHPUTypauum 6€30nacHOCTM M COrnalleHMa 0 B3aMMOCBA3N CUCTEM, KaK COOTBETCTBYIOLLE.

1.2 LleneBasa aygutopua

PykoBOAMTENM NPOrPamMM, BaAe bLibl CUCTEM M NMEPCOHAN CNyKbbl 6e30NacHOCTU B OpraHmn3aumm
O0J/IKHbI MOHMMaTb NpoLecc NJaHNpPoBaHMA obecnedeHns 6e3onacHOCTN cucTemMbl. Kpome Toro,
nonb3oBaTe M MUHGOPMALMOHHOW CUCTEMbI M OTBETCTBEHHbIE 3a onpeaesieHne TpeboBaHUI K cucteme
[0J1KHbl BbITb 3HAKOMbI C MPOLLECCOM MJIaHUPOBaHWUA obecneyeHns 6e30MacHOCTU CUCTEMDbI.
OTBeTCcTBEHHbIE 33 peannsauunto n ynpasneHume VIHd)OpmaLI,VIOHHbIMVI CcncremMamm A01XKHbl y4aCTBOBaThb B
onpeaeneHnUn mep 6e30MacHOCTU, KOTopble ByayT NPUMEHEHbI K UX CUCTEMAM. DTO PYKOBO/CTBO
npeaocTaB/seT OCHOBHYIO MHGOPMaLMIO O TOM, KaK NOAroTOBUTbL NaaH obecneyeHns 6e3onacHOCTH
CUCTEMbI U pa3paboTaHo, YTobbI HbITb NPUMEHNUMbIM BO MHOMKECTBE OPraHM3aLMOHHbIX CTPYKTYP U
MCNONb30BaTbCA B KAYECTBE CNPaBOYHOM MHOOPMALUM TEMKN, KOTOPbIE HECYT OTBETCTBEHHOCTb 33
[eATeNbHOCTb, CBA3aHHYIO C NaHMpoBaHMeM obecrnevyeHma 6e30nacHoOCTU.

1.3 OpraHusauua fOKyMmeHTa

3Ta nybaMKauma npeacTasnneT pag AeUCcTBUM U KOHUEeNnuuin, 4Tobbl pa3paboTaTtb NaaH obecnevyeHmn
6e3onacHocTM MHPOPMALUMOHHOM cucTeMbl. KpaTKkoe onucaHue cogeprkaHua nybankaymm:
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e [naea 1 coaepKUT BBOAHYH MHPOPMALLMIO, OTHOCALLYHOCA K MpoLLeccy NJaHMpPOoBaHUs
obecneyeHns 6e30MacHOCTN CUCTEMDbI, LLE/IEBYIO ayaUTOPUS, MHPOPMALLMIO OTHOCUTE/IbHO
FIPS 199, CmaHdapmel no kamezopuposaHutro besonacHocmu gedepansHol uHghopmayuu u
UHPOPMAYUOHHbIX cCUCMeM, 06CyKAEeHNEe Pas/IMYHbIX KaTeropuin MHPOPMALMOHHBIX CUCTEM,
naeHTMdumKaumio ceasaHHbIx nybamkaumit NIST n onmcaHue ponen u ob6ssaHHOCTEN,
MUMEIOLLMX OTHOLLEHWE K pa3paboTKe nnaHoB obecrneyeHns 6e30nacHOCTU CUCTEMDI.

e Brlnase 2 obcyaaeTca, Kak areHTCTBa AO/KHbI NPOaHaIM3NMPoBaTh 060pyA0BaHNE CBOEN
MHPOPMALMOHHOM CUCTEMbI B MPOLLECCE YCTAHOBIEHUA FPAHUL, CUCTEMDI. B Hell TakxKe
obcyaaeTca naeHTMPUKauma obwmx mep obecneyeHns 6€30nNacHOCTU U PYKOBOACTBO NO
YUYETY rpaHuLL.

e [naea 3 NpoBOAMT UATaTENA NO Laram paspaboTku nnaHa obecnedveHns 6esonacHocTH
CUCTEMBbI.

o [IpunoxceHue A coaeput WabnoH nnaHa obecneyeHna 6e30nacHOCTU CUCTEMDI.
o [IpunoxceHue B coaepsKuT rnoccapuii TEPMUHOB 1 onpeaeneHus.

o [IpunoxceHue C coaepnT CCbIIKU, KOTOPble NOAAEPKMBAIOT 3Ty Ny6AMKaUMIO.

1.4 PeecTp cuctem u ctaHAapTbl 06paboTku pegepanbHon nHpopmaumm (FIPS 199)

FISMA TpebyeT, uTobbl y areHTCTB 6b1/1 peecTp MHPOPMALIMOHHBIX cucTemM. Bce MHGOpMaUMOHHbIe
CUCTEMbI B peecTpe A0/IKHbl ObITb NPOKaTeropmMpoBaHbl, ncnonbya FIPS 199, Kak nepBbii Wwar B
OeATeNIbHOCTU Mo NaHWpoBaHMIO obecneyeHms 6e30MacHOCTM CUCTEM.

FIPS 199 aBnaeTtca 06A3aTenbHbIM CTaHAAPTOM, KOTOPbIM MCNOAb3yeTcA Bcemu denepasibHbIMU
areHTCTBaMm, 4tTobbl KaTEropPUPOBaTL BCIO MHPOPMALMIO U MHPOPMALMOHHbIE CUCTEMDI,
NPUHaANEeKaLLMe UM COMPOBOKAAEMbIE HENOCPEACTBEHHO UM OT UMEHM KaXKAOr0 areHTCTBa,
OCHOBbIBAACH Ha Lies1AX obecneyeHns COOTBETCTBYIOLWMX YPOBHEN MHPOPMaALMOHHOM 6e30nacHoOCTH
cornacHo so3aencTenam. CTaHaapTbl KaTeropuposaHua 6e3onacHOCTM Ans MHopMaLuu u
MHPOPMALMOHHBIX cMcTeM obecrneymBatoT obLMe OCHOBbI M MOHUMaHWe Ans onpeaeneHuns
6e30nacHOCTH, KoTopble, ans deaepasibHOro NPaBUTENbCTBA, cnocobeTaytoT: (i) adpdeKTMBHOMY
ynpaBAeHMIO U HaA30pYy 3a NporpaMmmamm MHGOPMaLMOHHON 6€30MacCHOCTH, BKKOUAs KOOPAMHALMIO
ycunamii no nHpopmaLMoHHo M 6e3onacHOCTU B cOODLLECTBAX IPaXKAAHCKOrO CEKTOPa, HAaLMOHaAbHOM
6€e30nNacHOCTM, NOATOTOBAEHHOCTU K Ype3Bbl4alHbIM CUTyaLmMAm, be3onacHoCTK oTevecTBa 1
obecneyeHuns npaBonopaaka; v (i) cosgaHnio HENPOTUBOPEYUMBLIX OTYETOB MUHUCTEPCTBY YNPABAEHNA U
6roaketa (OMB) 1 KoHrpeccy no cooTBETCTBUIO U 3GPEKTUBHOCTM NOAUTUK, NPOLEAYP U METOA0B
obecneyeHna MHGOPMaLMOHHON He30nacHOCTU.

1.5 TnaBHble NPUNOKEHUA, CUCTEMDI O5I.I.l,€ﬁ noaaep>XKu U BTopocrteneHHble NpuioXxeHua
Bce VIHd)OpMaLI,MOHHbIe CUCTEMDI OO0JTXKHbI 6bITb OXBayeHbl NaHaMM obecneyeHnsa 6€30MacHOCTM CUCTEM
nonpeaeneHbl, Kak rnaBHble I'I[:)VU'IO)'KEHI/‘IFI:l NN CUCTEMDI 06LLI,EI7I I'lOﬂ,EI,ep)l‘(Kl/l.2 KOHerTHbIe naaHbl

! Unpkrynapa OMB A-130, MpunoxkeHue lll, onpeaenseT rnaBHoe NpUAOKeEHMe Kak NPUIoKeHUe, KoTopoe TpebyeT ocoboro
BHMMaHWA K 6@30NacHOCTU BCNeACTBUE BEIMUUHBI PUCKA U Bpeaa, Ceayowero 3 notepu, HenpasuabHOro ynotpebneHms nam
HECAHKLMOHUPOBAHHOIO A0CTYNa K UAn moandUKaumm MHGopMaLmMm B NPUNOKEHUN.

2 Uupkynsapa OMB A-130, MpunoxkeHue lll, onpegenser cuctemy obuiein noanepKKu, Kak obbegMHeHHbI Habop
MHPOPMaLMOHHBIX PECYpcoB Noz o6WmUm ynpasieHrem, KOTopble COBMECTHO NPeAoCTaBAAIOT 06y GYHKLMOHANBHOCTb. 3TO
06bI4HO BK/tOYAET annapaTHble CPeacTBa, NporpaMmmHoe obecnedeHune, MHGOPMaUMIO, AaHHbIE, NPUIOKEHUA, KOMMYHUKaLUK
n noaen.
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o6ecneyeHns 6e30MacHOCTU CUCTEM BTOPOCTEMEHHDIX MPUIOKEHWIA® He TPebyIoTCA, NOTOMY YTO Mepbl
6e30nacHOCTU ANA 3TUX NPUNOXKEHWI, KaK NPaBKIo, obecneuynBatoTca CUCTEMOM 0bOLLEN NOAAEPHKKN NN
rNaBHbIM NPUIOXKEHNEM, B KOTOPOM OHM paboTatoT. B Tex cnyyasx, Koraa BTOpocTeneHHoe NPUIoMXKeHue
He COeIMHEHO C rMaBHbIM NPUIOXKEHUEM UM CUCTEMOI 0bLLEl NoAAEePIKKN, BTOPOCTENEHHOE
NPUIOXKEHNE A0KHO BbITb KPAaTKO OMUCAHO B NaaHe CUCTEMbI 06LIEN NOAAEPIKKN, KOTOPas MMEeT UK
obuiee dpu3MYecKoe PacnooXKeHne Uan NoAAePHMBAETCA TOM e caMo opraHM3aume.
JdononHutenbHasa nHpopmauma npmuseaeHa 8 [nase 2.

1.6 [Apyrue cBasaHHble ny6auKauum NIST

YT106bI pa3paboTatb NiaH obecneveHnsa 6e3onacHOCTU CUCTEMBI, HE0HXOAMMO ObITb 3HAKOMbIM CO
CTaHgapTamm obecneveHna 6esonacHocTn n pykosoacteamm NIST. BaxkHo, 4Tobbl Nosib30BaTeNIN STOW
ny6anKaumm noHnmanu TpeboBaHMA U METOA0/I0MMI0 KAaTEFOPUPOBAHUA MHPOPMALLMOHHBIX CUCTEM,
KoTopble onuncaHbl B NIST FIPS 199, TaK e Kak U TpeboBaHMA N0 MUHMMA/IbHbIM Mepam 6e3onacHoCTH
AN KOHKPETHOM cncTemMsl, KoTopble onucaHbl B NIST SP 800-53, PekomeHOyemble mepsbl obecrneyeHus
6e3onacHocmu 014 (pedepasbHbIX UHOPMAUUOHHbIX cucmem, u FIPS 200, MuHumasibHbie mpebosaHus
no 6ezonacHocmu 041 hedepasnbHol UHGOPMAYUU U UHPOPMAYUOHHBIX CUCMEM.

Opyrumun KntouesbiMm nyb6ankaumamm NIST, HenocpeacTBEHHO NOAAEPKMBAIOLLMMM NOATOTOBKY MNiaHa
obecneveHuns 6esonacHocTn, asnatotca NIST SP 800-30, Pykoeodcmeo no yrpassaeHuto puckamu 05
cucmem UHpopmayuoHHbIx mexHosoauli n NIST SP 800-37, Pykosodcmeo 1o oyeHKe bezonacHocmu u
ammecmauyuu ¢edepasnbHbiX UHPOPMAYUOHHbIX cucmem. Bce AOKYMEHTbI MOTYT 6bITb MOYY€EHbl Ha
BebcaiiTe PecypcHoro LeHTpa KomnbloTepHolt 6esonacHoctv NIST B: http://csrc.nist.gov/.

1.7 O6a3aHHOCTM No NaaHy obecneueHnsa 6€30NacHOCTU CUCTEMDI

AreHTCTBa A0NXHbI pa3paboTaTb NOAUTUKY MO NPOLLECCY NNaHUPOBaHUA 6e30NacHOCTM cucTeMbl. MaaHbl
obecneyeHns 6e30NaCHOCTU CUCTEM ABAAIOTCA XKUBbIMU AOKYMEHTAaMW, KOTOPble TpebytoT
nepruoamyecKoro nepecmoTpa, moamdukaLumm n NNaHUPOBaHUA AENCTBUIA U BeX A4 TOro, YTobbI
peanu3oBaTb Mepbl obecnevyeHna 6esonacHocTu. Mpoueaypbl A0NKHbI KOHKPETHO ONpeaenaTh, KTo
paccmaTpuBaeT NaaHbl, NoAAeP*KMBaET NaHbl akTyaslbHbIMU U Pa3BUBaET 3anaaHMpPOBaHHbIe Mepbl
6e3onacHocTU. Kpome Toro, npoueaypbl A0NXKHbI TPe6oBaTh, YTObbI NAaHbl obecneyeHma 6esonacHoCTH
cuctem b6bian paspaboTaHbl U paccMoTpeHbl 40 Hadvana npougecca oueHKN 6e3onacHoCcTM 1 aTTecTauum
cuctem.

Bo Bpems npouiecca oueHKM 6e30nacHOCTM U aTTecTaumm nnaH 6e3onacHoCTM cucTeMbl aHAAN3UpPYeTCA,
YTOYHAETCA N NPUHMMAETCA. UICNONHUTENb OLEHKM NOATBEPKAAET, YTO Mepbl 6€30MacHOCTU, ONMUCAHHbIE
B N/1laHe 6e30NacHOCTM CUCTEMBI, HEMPOTMBOPEUMBDI C KaTeropuelt 6esonacHoctu FIPS 199,
onpeaeneHHom ana MHGOPMALLMOHHOMN CUCTEMBI, U YTO Yrpo3bl U YASBUMOCTU UAEHTUOULMPOBAHDI U
onpegeneHne Ha4anbHOro PMCKa NPOBEAEHO M 334 0KYMEHTMPOBAHO B N1aH obecnevyeHna 6e3onacHOCTH
CUCTEMBI, OLLEHKY CTENEHW PUCKA W/IM SKBMBANIEHTHbIN LOKYMEHT. Pe3yabTaTtbl oLeHKM 6e3onacHoCcTH
MCMOb3YOTCA, YTOObI NEPEOLLEHNUTL PUCKK, pa3paboTaTb NaaH aencteunii n sex (POA&Ms), KoTopble
06A3aHbl OTCNEXNBATb BOCCTAHOBUTE/IbHbIE AEUCTBUA M 0O6HOBAATL NaH obecneveHns 6e3onacHOCTH
cucTembl, obecneymBasn, TakMm 06pa3om, pakTMyeckoe ocHoBaHMeE Anst 0pULMAJIbHOTO
CaHKLMOHNPOBaHUA, YTOObI NPEeACTAaBUTL peLleHme No aTTecTaumm 6esonacHocTu. A8 AONOAHUTENBHOM
MHbOpMaLMM 0 NpoLecce oLEeHKM besonacHocTu 1 attectaumm cm. NIST SP 800-37. PucyHok 1

? CneumanbHas NMy6ankauus NIST 800-37 onpeaensieT BTOPOCTENEHHOE NPUOKEHWNE KaK NPUIOKEHWE, OTINYHOE OT MABHOTO
NPUNOXKeHUs, KoTopoe TpebyeT BHMMaHWA K 6€30MacHOCTU BCIEACTBME PUCK M BeIMUMHA BPeaa, CAeayioLLero U3 notepu,
HenpasWAbHOIo ynoTpe6eHMsa NAN HECAHKLMOHWPOBAHHOIO AOCTyNa K AN MOgUdUKaLMK MHGOPMaLUM B MPUNOKEHUN.
BTopocTeneHHble MPUIOXKEHUA, KaK NMPaBKUIO, BKIKOYAIOTCA KaK YacTb CUCTEMbI 06LLEN NOAAEPIKKN.
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n306parkaeT KtoueBble UCXOAHbIE MONOXKeHUA/pe3ynbTaThl NpoLiecca NaaHMpoBaHUa obecneyeHms
6e3onacHocTu.

FIPS 199
FIPS 200
SP 800-53

1

MnaH <_»ynpaBneHme )
KOHUrypaumen

POA&MSs ==—>

OueHKa pucka = 0ObecneyeHuns

6e3onacHocTH
TeKyLWMA MOHUTOPUHT s =——p[pouecc C& A

FISMA
SP 800-18

PucyHoK 1: UcxoaHble nonoxeHua/pesynbTatbl NpoLecca NaaHMpPoBaHUA obecneyeHna 6esonacHoCcTu

Ponun n o6asaHHOCTM B 3TOM pasgene cneumduyHbl Ana NaaHMPoBaHUA obecnedyeHns 6e3onacHoCTH
MHPOPMALMOHHDBIX CUCTEM. YUET TOTO, YTO Y areHTCTB eCTb 3HAUMTE/IbHO Pa3nYatoLLnecs
npegHasHaYeHusa U OpraHM3auUMOHHbIE CTPYKTYPbI, MOXKET OTPAXKaTbCA B PA3/IMYMAX B HAMMEHOBAHNM
ponei, CBA3aHHbIX C NJaHUPOBaHWeM obecrneyeHnn 6e30NacHOCTH, U B pacnpeaeeHNn CBA3aHHbIX
0653aHHOCTU Cpeam NepcoHana areHTCTBa (Hanpumep, HECKObKO N0AEN, BbINOAHAOLWMX O4HY PO/b,
WV OIVH YeNOBEK, BbINOJHAOLLMI HECKO/ILKO posieit”).

1.7.1  Jupexkmop no uHgpopmayuu
[npekTop no nHdopmaumm (CI0)° aBnseTca 0dULMANbHBIM JOMKHOCTHBIM JIULLOM areHTCTBa,
OTBETCTBEHHbIM 3a Pa3paboTKy U NogaepaHue obLuieareHTCTKOM Nporpammbl MHGOPMALMOHHOM
6e30MacHOCTH, U UMeeT crieaytowme 064a3aHHOCTU NO NAAHMPOBAHUIO obecneyeHMa HesonacHocTH
cucTeMm:
e HasHayaeT cTapLuero coTpyaHuKa MHPOPMaLMOHHOM BesonacHOCTM areHTCcTBa (SAISO),
KOTOPbIN A0/KEH BbINOAHATL 0653aHHOCTM ClO No naaHMpoBaHKUIO obecneyeHus
6e30NacHOCTM cUCTEM,

¢ HeobxoaMMOo NpoABAATL OCTOPOKHOCTb, KOFAa OAMH YeNOBEK UCMONHAET MHOMXECTBEHHbIE POAN B NpoLEecce NJ1aHMPOBaHUA
obecneyeHna 6esonacHOCTH, YTOObI FrAPAaHTUPOBATb, YTO YE/IOBEK COXPAHAET COOTBETCTBYIOLWMI YPOBEHb HE3AaBUCUMOCTU U
ocTtaeTcA n3basneHHbIM OT KOHPNMKTOB UHTEPECOB.

> Koraa areHTcTBO He onpegenseT dopmanbHyto nosuumto CIO, FISMA TpebyeT, uTobbl cooTBETCTBYOWME 06A3aHHOCTH
BbIMONHANNCL CONOCTaBUMbIM ODULMANBHBIM JOMKHOCTHBIM JIULLOM areHTCTBa.
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e PaspabaTbiBaeT 1 CONPOBOXKAAET NOAMUTUKM MHGOPMALMOHHON 6e30nacHOCTH, Npoueayps! 1
MeToAb! yNpaBieHus, NpeaHasHauYeHHble A1A NaaH1poBaHUa obecneyeHms 6e30MacHOCTb

CUCTembl,

e Ynpasnser ngeHTuduMKaumen, peannsaumen 1 oueHKom obLumx mep obecneyeHms
6e3onacHocTH,

L I'apaHTMpyeT, YTO NepcCoHan C cyweCTtBeHHbIMU 0653aHHOCTAMM NO NAaHNPOBAHUIO
obecneyeHuss 6€30NacHOCTM CUCTEM ABAETCA noAroToB/EHHbIM,

L NMomoraeT BbICLUMM A0/I}KHOCTHBIM INLLAM areHTCTBa No MUx 0b6sA3aHHOCTAM Mo NAaHNPOBAHUIO
obecneyeHus 6esonacHOCTU cncTem, n

e OnpegenseT U KOOPAMHUPYET 0bLMe mepbl obecneveHnn 6€30MacHOCTM A5 areHTCTBa.

1.7.2 Bnadeney UHgpopmayuoHHOL cucmembl
Bnagenen® MHbopmaLMOHHanA cUcTeMa ABNAETCA ODULMANBHBIM IMLOM areHTCTBa, OTBETCTBEHHbIM B

Luenom 3a npuobpeteHune, pa3paboTKy, MHTErpaLmio, MOAUPUKALMIO, UAN NPUMEHEHME U NOAAEPHKKY
nHPopMaLMOHHOM cucTemMbl. Bnageneu MHGOPMALMOHHOM CUCTEMbBI MMEET cneaytowme 06a3aHHOCTY,
CBA3aHHbIe C N1aHMpPOoBaHMEM obecneyeHms 6e30NacHOCTN CUCTEMDI:

e PaspabaTbiBaeT nnaH obecneyeHns 6e30MNacHOCTU CUCTEMBI B KOOPANHALMU C BRAAebLAMM
MHPOPMaLMKM, CUCTEMHBIM aAMUHUCTPATOPOM, COTPYAHMKOM Be3onacHocTu
MHPOPMALMOHHOM CUCTEMbI, BbICLLMM COTPYAHUKOM MHOPMALIMOHHOM 6e30nacHoOCTM
areHTCTBa U PYHKUMOHANbHBbIMU "KOHEYHbIMM NONb30BaTeENAMM,"

e ConpoBoxaaeT nnaH obecneyeHns 6e30nacHOCTU CUCTEMBI U rapaHTUPYET, YTO CUCTEMA
pa3BepHyTa U NPUMEHAETCA COrN1aCHO COrNMacoBaHHbIM TpE6OBaHMHM 6e3OI'IaCHOCTM,

e [apaHTMpYyeT, YTo NOJIb30BATENIN CUCTEMbI M MEPCOHAN NOAAEPHKKM MONYYaAOT HeobXxoanmoe
obyuyeHKne no 6e30nacHOCTM (HanpMmep, MHCTPYKTaX No npasuiam AeUCTBUiM),

e (O6HoBAAET N/laH obecneyeHMa 6e30MacHOCTM CUCTEMBI BCAKMIA pas, Koraa nponcxoaat
CYLLLECTBEHHbIE U3MEHEHUSA, U

e [lomoraeT B onpeaesieHnun, peannsaumm n oueHke obumx mep obecneveHns 6e3onacHoOCTL.

1.7.3 Bnadeney uHghopmayuu

Bnageneu MHGOPMaL MK ABNSETCA AONKHOCTHBIM JIMLLOM areHTCTBa C YCTaHOB/IEHHbIMW 3aKOHOM WU
AOMKHOCTHLIMU NMOJTHOMOYMAMM MO KOHKPETHON MHPOPMALMKN M OTBETCTBEHHOCTbIO 3a YCTaHOB/IEHUE
mep obecneyeHna b6esonacHocTu no eé dopmmnpoBaHuto, cbopy, 06paboTKe, pacnpocTpaHeHUIo U
NMKBMAaummn. Bnageneu nHGopmMaLmm nmeeT ciegytolime 06A3aHHOCTH, CBA3aHHbIE C
nnaHnpoBaHMem obecnedyeHna 6€30MacHOCTM CUCTEM:

® Ponb BNagenbLa MHPOPMALMOHHOM CUCTEMbI MOXKET BbITb MHTEPTPETUPOBAHA BO MHOXECTBE MyTell B 3aBUCUMOCTH OT
onpeaeneHHoe areHTCTBo M $Gasa }KU3HEHHOTO LKA Pa3paboTku cuctem MHGOPMALLMOHHOM cUcTeMbl. HekoTopble
areHTCTBa MOTyT UMEeHOBaTb BAaAeNblieB MHGOPMALMOHHOM CUCTEMbI KaK BAALe/bLLEeB
[AeATeNbHOCTU/aKTMBa/NpeaHasHauYeHns UM AucneTdepbl Nporpamm.
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e YcTaHaB/iMBaeT NpaBMAa A/ COOTBETCTBYIOLLErO UCMO/b30BaHUA U 3aLLMUTbI
7
AaHHbIX/MHPOpMaLMKM cybbeKToB (MpaBuaa noseaeHus),

e [lpeaocrasndaeT Bnagenbluam MHGOPMaLMOHHOM CUCTEMbI UCXOAHbIE AaHHblE OTHOCUTENbHO
TpeboBaHMIN 6€30MacHOCTM U Mep 6e30MacHOCTM AN MHPOPMALMOHHOM cucTeMbI (cuUcTem),
roe HaxoamuTtca MHbopmaums,

e PewaerT, KTO UmeeT A0CTyn K VIHd)OpMaLI,VIOHHOﬁ CUCTEME U C KaKUMM TUMaMM NOSIHOMOY M
v npaBamu AoCtyna, n

e [lomoraeT B aeHTUPUKaLMM U OLEHKe 0bLLMX Mmep obecneveHna 6e3onacHOCTU Tam, rae
HaxoauTca MHbopMaLus.

1.7.4 Boicwulii compyOdHuKk uHopmayuoHHoii 6eaonacHocmu azeHmcmea (SAISO)

BbicWwKnii COTPYAHMK MHPOPMALIMOHHOM 6e30MaCcHOCTM areHTCTBa ABAAETCS, 0dULMANbHbBIM
OOJIKHOCTHbIM JIMLLOM areHTCTBa, OTBETCTBEHHbIM 3@ TO, YTODbI ABAATLCA OCHOBHOWM cBA3bto ClO ¢
BAagebLaMn MHGOPMALMOHHBIX CUCTEM areHTCTBa M C COTPYAHUKaMKM 6e3onacHoCTU
MHPOPMALMOHHbIX cucTem. SAISO nmeeT cneaytowme 0683aHHOCTM B OTHOLLEHUE M1IAHOB
obecneyeHna 6e30MacHOCTU CUCTEM:

e BbinonHset o6s3aHHocTy CIO no naaHupoBsaHuio obecneyeHns 6e@30nacHOCT CUCTEM,

o KoopauHupyeT pa3paboTKy, pacCMOTPEHME U NPUHATUE NaaHoB obecneyeHnsa 6esonacHoOCTH
cucTem € BnagenbLuamm MHGOPMaLMOHHbIX CUCTEM, COTPYAHMKaMmM 6e3onacHocTH
NHGOPMALMOHHBIX CUCTEM Y CAHKLIMOHWUPYHIOLLMMM AOKHOCTHLIMWU NLLAMM,

e KoopauHupyeT onpeaeneHue, peaansaumio U oLeHKy obLmMxX mepbl obecneyeHums
b6e3onacHocTH, U

e Ob6nagaet npodeccroHanbHOM KBanmduKaumen, BKaoYas obydyeHue 1 onbIT, Tpebyemoin ana
pa3paboTKKM U PacCMOTPEHMA NAaHOB obecneyeHnn 6€30MacHOCTU CUCTEM.

1.7.5 CompydHuk 6e3onacHocmu UHgopMayUoHHoli cucmemol

CoTpyAHUK 6e30nacHOCTM MHDOPMALIMOHHOM CUCTEMBI - 0dULMaIbHOE AONKHOCTHOE IULO areHTCTBa C
0653aHHOCTAMM, BO3/IOXKEHHBIMM SAISO, CAHKLMOHMPYIOLWMUM AOMKHOCTHBIM JINLLOM, JO/IKHOCTHBIM
JIMUOM PYKOBOZCTBA WM BNlageNbLieM MHPOPMALIMOHHOM CUCTEMbI A/18 FapaHTUM TOTO, YTO
noAAepKMBaeTCs COOTBETCTBYHOLLEE COCTOAHNE 6e30MacHOCTM A1 MHGOPMALMOHHOM CUCTEMBI MU
nporpammbl. COTpyZAHMK 6e30NacHOCTM MHGOPMALMOHHOM CUCTEMBI UMEET cneayrowme 0bs3aHHOCTH
OTHOLIeHWe NaaHoB obecneyeHns 6e30NacHOCTU CUCTEMBI:

e [lomoraer BbiCLIEMY COTPYAHUKY MHPOPMALMOHHOM 6€30MacHOCTM areHTCTBa B
onpeaeneHvn, peannsaumsa u oueHke obwmx mep obecneyeHus 6esonacHoCcTH, U

7
Bnagenew, MHGOPMaLMKN COXPaHAET 3Ty OTBETCTBEHHOCTb [laKe KOrAa AaHHble/MHPOPMaLLMA UCNONb3YHOTCA COBMECTHO C
APYrMM OpraHusaLmm.
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L MFPBET dKTUBHYIO POJ1b B paapa60TKe 1 06HOBNEHMM NNaHa 6e3onacHOCTH CNCTEMDI, a TaK XKe
KOOPAUHUNPYET C BAadeNbLUeEM MHd)OpMaLLMOHHOVI CUCTEMbI NH0OblE USMEHEHUA K cUcTeme U
oueHnBaeT BOSAEVICTBMG 3TUX U3MEHEHW 1 Ha 6e30NacHOCTb.

1.7.6 CaHKyuoHupyouwjee 00MHHOCMHOe AUYO

CaHKUMOHUPYIOLLEE A0MKHOCTHOE MU0 (MM Ha3HaYeHHbI 0406PAIOLWMIA/aTTeCTOBbIBAOLWMIA OpraH,
KaK YNOMSAHYTO HEKOTOPbIMM areHTCTBaMM) AB/IAETCA BbICLUMM A0/IKHOCTHBIM JIMLLOM PYKOBOACTBA UK
NCMNONHUTENbHBIM OPraHOM C MOJHOMOYMAMM NO GOPMANBLHOMY NPUHATUIO HA cebA OTBETCTBEHHOCTY 3a
3KcnAyaTaumio MHGOPMALMOHHOM CUCTEMBI Ha AOMYCTUMOM YPOBHE PUCKA K AeATENIbHOCTM areHTCTea,
aKTUBaM areHTcTBa an NoAaM.? CaHKLMOHMPYIOLLEe JOMKHOCTHOE /ML UMEET CieAytolLye
0653aHHOCTU OTHOLLEHME NAAHOB 0b6ecneyeHns 6e30MacHOCTU CUCTEMBI:

e OpobpseT naaHbl 6e30MaCHOCTU CUCTEMBI,
e CaHKUMOHMPYET 3KCNyaTaLmio MHPOPMALMOHHOM CUCTEMDI,

o [1aéT BPEMEHHYIO CaHKLMIO Ha SKCMJTyaTaumio MHPOPMALMOHHON CUCTEMBI C Y4ETOM
KOHKPETHbIX MNOJIOXEHWUN U YCIOBUN, NN

e OTKasblBaeT B CaHKLMOHMPOBAHMM IKCMAYyaTaLMN MHPOPMALMOHHOM CUCTEMbI (MK
OCTaHaB/IMBAET IKCM/yaTaLMIO, €C/IM CUCTEMA Y3Ke SKCMIYaTUPYETCA), eC/IU CYLLECTBYHOT
HeaonyCTMMble pUCKM 6e3onacHoCTy.

1.8 MNpasuna NoseaeHuA

Mpasnna noBeaeHUA, KoTopble onpeaeneHsl B Linpkynape OMB A-130, Mpunoxenue lll, n apnarotca
mepoi 6esonacHocTu, cogeprkatenca B NIST SP 800-53, 40/1XKHbI ACHO 04YepyYMBaTb 06A3aHHOCTU U
oXuZaemoe nosegeHne Bcex Nogen ¢ 4oCTynom K cucteme. Mpasuaa A0NKHbI ONUCLIBaTb NOCAEACTBUSA
HecoobpasHoro noseAeHUA UK HecoboAeHUA M ObITb A0BEAEHbI A0 KaXKA0ro nosib3oBaTtensa Ao
Nony4YeHUs CaHKUMOHNPOBaHMA ANA AOCTYNa K cucteme. TpebyeTtca, YTo NpaBuaa CoOAepKaam CTpaHULy
NOAMNUCK KaxKaoro Nonb3osatena oA NMMCbMEHHOro NOATBEPKAEHMA, YUTO OHU YNTANIU, MOHMMAIOT U
cornawatoTcsa cobntogatb npaBuna nosegeHuns. Ona noaTsepKaAeHMM NpaBu NoBeaeHMa NpuemMiemMbl
3/IEKTPOHHbIE NOANMUCH.

PucyHoK 2 cogeput npumepbl u3 Mpuaoxenua lll Unprynapa OMB A-130 Toro, 4To A0/ KHO
COAEepPKaTbCA B TUMMYHBIX MPaBUaax NOBeAEHMA. ITO TONBbKO NPUMEPDI, U Y areHTCTB MmeeTcA rMbKoCTb B
UX AeTanax n cogeprkaHnn. PazpabatbiBaa npaBuaa NoBeAeHUA UMeNTe B BUAY, YTO HAMEPEHME COCTOUT B
TOM, YTObbI CAENaThb BCEX MOJIb30BaTE/1Iel OTBETCTBEHHBIMM 3@ UX AEUCTBUA C NOATBEPKAEHNEM, YTO OHU
YuTann, NOHMMAIOT U cornallatoTca cobntoaaTe NpaBmna noseaeHus. MNpasmna He f0MKHbI ObITb NONHOM
Konwuel NoAnTUKK 6e30NacHOCTU UM PYKOBOACTBA MO NpoLeaypam, a CKOpee OXBaTOM, Ha BbICOKOM
YPOBHE, HEKOTOPbIX 3 Mep 6e30MacHOCTU, ONMMCAHHbIX Ha CeAYIOLLLEM PUCYHKE.

3
B HEKOTOPbIX areHTCTBaX, BbICLLEE AOMKHOCTHOE ML M JUpeKTop no MHGOPMALLUMKM, MOTYT BbITb CO-YNOJHOMOYMBA MMM
AO/IKHOCTHBIMM IMLaMMU. B 3Ta cuTyaLms, BbiCLLee AOMKHOCTHOE ML 0406pAeT aKCnAyaTaumio MHPOPMALLMOHHOM CUCTEMbI L0

[unpekTtopa no nHdbopmaumu.
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Mpumepbl mep 6€30MaCHOCTU, COAEPIKABLUMXCA B NPaBUIAX NOBeAeHUA

e QOyepTuTe 06A3aHHOCTU, OXKMAAEMOE WUCMONb30BaHWE CUCTEMbI, U NoBeAeHUe BCeX
no/sb3oBaTenen.

e  OnuwuTe COOTBETCTBYIOLLME OrPaHNYEHUNA MO B3aUMOLENCTBUIO.

e Onpegenute NpMopuUTETHI NPEAOCTaBAEHNA N BOCCTAHOBIEHUA YCAYT.
e OnuwuTe NocneacTsMA NoBeAeHUA He cOOBPA3HOro C NpaBMIaMM.

e 3aTpoHbTE cneayloLme Tembl:

0 Pabota poma

0 KommyTupyembiii 4ocCTyn

0 CoeguHeHue c MHTepHETOM

0 Mcnonb3oBaHMe NPoU3BELEHMI, OXPAHAEMbIX aBTOPCKMM NPABOM

0 HeoduumanbHOe UCNONb30BaHME NPABUTENLCTBEHHOTO 060pPYA0BaAHMA
(0]

NMpucsoeHne u orpaHUYeHne CUCTEMHbIX NONHOMOYUA U VIH,LI,VIBVI,EI,yaﬂbHOVI
NOAKOHTPO/ZIbHOCTHU

o

Ucnonb3osaHue Mapona

O [owuckK B 6a3ax AaHHbIX U pasriaweHne MHPopmauuu.

PucyHok 2: NMpasuna MNpumepos NoseaeHuns

1.9 YrBepKaeHue naaHa 6e30MacHOCTU CUCTEMDI

MonnTMKa opraHnsaLmMmn JoMKHaA ACHO ONPenenaTb, KTO OTBETCTBEHEH 3a YTBEPKAEHME NAaHa
6€e30nNacHOCTM cUCTEMbI U NpoLeaypbl, pa3pabaTbiBaemble ANA AOBEAEHMA NAAHA, BKAOYas Atoboi
cneumanbHbIi MEMOPaHAYMa UK APYTYI0 AOKYMEHTALMIO, Tpebyemyto areHTCTBOM. HasHaueHHoe
CaHKUMOHMpYIOLLEee AOMKHOCTHOE /INLLO, He3aBUCMMOE OT CUCTEMHOTO Blafesbla, 0800pAET NaaH, Kak
npasuo, 0 NPOBeAEHMA NpoLecca aTTecTaumm.
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2. AHanu3 rpaHuL, cucTembl U mep 6esonacHoCcTU

Mpexae, yem nnaH obecneyeHma 6€30MNaCHOCTM cUCTEMbI MOKeET HbiTb paspaboTaH, MHPOPMALIMOHHASA
cUcTeMa 1 pesnaeHTHasa MHPOPMaLLMA B 3TOM cUCTEME A0/KHbI BbITb KATEFOPMPOBAHbI, OCHOBbLIBAACH Ha
aHanuse BosaencTeuii no FIPS 199. 3atem MoKeT ObITb CAENAHO ONpeaeneHne Toro, Kakne CUCTeEMbI
MOTYT ObITb IOTMYECKM OTHECEHbI B PEECTPE B INaBHbIE NPU/IOKEHUSA, @ KaKMe B CMCTeMbI 0bLel
noanepKku. Korga onpeaenatoTca rpaHuLLbl CUCTEMBI U BbIBMpPAeTca HavasbHbI Habop mep
6e3onacHOCTH (To ecTb, 6a30Bbili Habop mep be3onacHOCTM) HeobX0AUMO paccMaTpPUBaTb YPOBHU
Bo3gaelicteuma no FIPS 199. Mepbl 6a30Boro ypoBHs 6e3onacHOCT1 MoryT BbITb TOr4a aganTMpPOBaHbI,
OCHOBbIBAACH HA OLEHKE PUCKA M JIOKAbHbIX YCNOBUAX, BKAOYAA cneumduyHble ANA OpraHM3aumnm
TpeboBaHMA 6€30MaCHOCTU, KOHKPETHYO MHPOPMALMIO YrPo3, aHann3 3pPEKTUBHOCTU — CTOUMOCTH,
AOCTYNHOCTb KOMMNEHCAUMOHHbIX Mep 6e30macHOCTM MAn ocobble obcToaTenbctea. Obwue mepbl
6€e30nNacHOCTM, KOTOPbIE ABASIOTCA OAHWMM U3 PacCMaTPMBaAEMbIX NP aganTaumm, A0KHbI ObITb
NaeHTMOULMPOBaAHbI 40 NOAFOTOBKM NiaHa obecneyeHmsa 6€30NacHOCTM CUCTEMBI, YTOObI
naeHTMdMUMpPOBaTb Te Mepbl 6€30NacHOCTU, KOTopble He cneumdUUHbI 418 CUCTEMBI M 3aKPbIBAIOTCA Ha
YPOBHe areHTCcTBa. 3TN 06LLMe Mmepbl 6€30NAaCHOCTM MOTYT TorAa ObITb BK/OYEHbI B NAaH obecneyeHus
6€e30NacHOCTM CUCTEMBI CCbITKOW.

2.1 I'paHunLpbI cuctembl

MpoLecc Ha3HaYeHWA YHUKabHbIX MHGOPMALMOHHbIX pecypcos’ AN MHOPMALMOHHON CUCTEMDI
onpeaenneT rpaHnLbl 6e30nacHOCTN ANA 3TON cUCTEMBI. Y areHTCTB ecTb 60/1bluasn rMbKoCTb B
onpeaeneHnn Toro, YTo nNpeacTaBseT cobor MHGOPMaLMOHHAA cUCTeMA (TO eCTb, F1aBHOE NPUIOKEHUe
nnu cuctema obuieit noaaepxku). Ecnn Habop MHPOPMaLMOHHBIX PecypcoB NAeHTUGULMPOBAH KaK
MHPOPMaLMOHHAA cUCTEMA, PECYPCbI AOMKHbI 0ObIMHO HAXOAUTLCA NOA, O4HUM U TEM XKe NPAMbIM
afMUHUCTPATUBHBIM ynpasaeHuem. MpAmMoe agMUHUCTPaTUBHOE ynpasaeHue'® He o6a3aTenbHO
noApasymMeBaeT, YTO TaM OTCYTCTBYET NPOMENKYTOUYHOe ynpasaeHne. MHGoOpmaLMOHHaAA cucTeMa MOXKET
TAK)Ke CoAepPKaTb MHOMKECTBEHHbIE Modcucmemsl.

Moacuctema - rnaBHas coCTaBHaA YacTb UAN KOMMNOHEHT MHGOPMALMOHHOM CUCTEMBbI, COCTOALLMIA N3
nHPopmaumnn, MHOOPMaLMOHHOMN TEXHONOTUMN N NEPCOHaNa, KOTOPbIE BbINO/HAIT OAHY MAK 6o/blie
KOHKPETHbIX GYHKLUMIA. MoacncTEMbI, Kak NPaBUIO, HAXOAATCA MO TEM e CaMbIM A0NXHOCTHBIM IMLLOM
ynpaBAeHUaA 1 BKIOYAIOTCA B 0AMH NiaHa obecnevyeHuns 6e30nacHOCTM cnuctembl. PUcyHOK 3 n3obpaxkaet
cucTemy obLLei NoaaepXKKM ¢ TpeMs NoAcUCTEMaMMU.

EcnM MHPOPMALMOHHBIE Pecypcbl MAEHTUOULMPOBAHLI KaK MHPOPMALMOHHAA CUCTEMA, MOXKET BbITb
NoJIe3HO A1 areHTCTB, YTOObl PACCMOTPETL, B JOMO/IHEHME K PACCMOTPEHMUIO MPAMOTO
aAMMHUCTPATUBHOIO YNpaBieHnA:

e MMmetoT N Ty e camyto GYHKLMIO UK LeNb AeATENbHOCTU U, MO CYLLECTBY, Te ¥Ke CamMble
paboune XapaKTepUCTMKM 1 NoTpebHOCTM 6e30NacHOCTH, U

® YIHOPMaLMOHHBIE PeCypPChbl COCTOAT M3 MHPOPMALLMK 1 CBA3AHHBIX PECYPCOB, TaKUX Kak NepcoHan, 060pyaoBaHue, GoHAS! 1
MHOOPMaLMOHHAA TEXHOIOTUA.

1% Mpsamoe aAMUHUCTPaTUBHOE YNpaBAEHME BKAIOYAET, KaK NPABUAO, BIOAXKETHBIE, NPOrPAMMHbBIE UM SKCMAYATaLMOHHbIE
NOHOMOUYMA U CBA3AHHYIO OTBETCTBEHHOCTb. [/19 HOBbIX MHGOPMALIMOHHBIX CUCTEM aAMUHUCTPATUBHOE YIpaBaAeHWe MOXKET
6bITb MHTEPNPETUPOBAHO KaK Hannume 6rHoAKETHbIX/NPOrPaMMHBbIX MOJHOMOUYUIA U OTBETCTBEHHOCTM 33 Pa3paboTKy u
pa3BepTbiBaHWE MHPOPMALMOHHBIX cUCTEM. 115 MHGOPMALLMOHHbIX CUCTEM HaxoaAwmxcA B desepanbHOM peecTtpe,
aAMMHUCTPATUBHOE YrpaB/ieHNe MOXKET BbITb MHTEPNPETUPOBAHO KaK Hannumne 61oasKeTHbIX/3KCMyaTaumoHHbIX MOJHOMOUMIA
AN NOBCeAHEeBHOW AeATENbHOCTM M NOAAEPHKKN MHPOPMALMOHHBIX CUCTEM.
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e HaxopgATtcs fiv B TOM e camol obLei onepalMoHHOM cpege (Man B cnyyae
pacnpeaeneHHoi MHGOPMaLMOHHOM CUCTEMbI, HAXOAATCA /1N B PA3/IMYHbIX
pacnonoXKeHuax ¢ Nogo6HbIMM ONepaLNOHHbIMK Cpeaamm).

CUCTEMA OBLLIEM NOAAEPKU ATEHTCTBA
Bbicokoe Bo3geiicteue no FIPS 199

[ ——————— - ————————— - - -

lpaHULbl cUCTEMbI OBLLLEN NOAAEPHKKM

I
: I I 1 : il
|| MOKA/IbHAS CETb || || 3ALMTA CHCTEMBI | | | IOKANIHAS CETb | | |

|
1 1 | 11
| ALFA I ' ) E Bbicokoe ¢ 'i i )
| : BbicoKoe : I Bo3aeiicTene I I CpeaHee : I
| : Bo3peicTBue : : Mo FIPS 199 i : Bo3aeicTBue : I

1 1

: i|  nompsige ! P | moFpsiss |}
I 1 I 1
[ PO ——— [PaHULLbI MOACUCTEMBI -
: TPaHULLbI NOACUCTEMBI MpaHuupl noacuctemsl |
I
| |
l |

e OanH nnaH obecneyeHms 6€30NaCHOCTM CUCTEMbI OTPAXKAET pas3ioxKeHne MHPOPMaLMOHHOM
CUCTEMBI C alEKBAaTHbIMW MepaMu 6e30MacHOCTW, Ha3HAaYEeHHbIMM Ha KaXKAyto NoAcucTemy

PucyHoK 3: PasnoxeHue 60bLlUNX U CNOXKHbIX MHPOPMALMOHHDbIX CUCTEM

B TO Bpems KaK BblLeyNOMAHYTble PaCCMOTPEHMA, MOTYT BbITb NONE3HbI A1A areHTCTB B onpeaeneHnm
rpaHuL, MHGOPMALIMOHHOM CUCTEMbI C LieAbio aTTecTaumm 6e30nacHOCTU, OHU He AO0KHbI pacCMaTpMBaTb-
CA KaK OorpaHn4YeHne rmbKoCTM areHTCTBa B YCTaHOB/IEHWUM FPaHUL, KOTOpble CnocobCTBYOT 3GPEeKTUBHOM
NHPOPMaLIMOHHOM 6e30NacHOCTM B paMKax AOCTYMHbIX PecypcoB areHTcTBa. CaHKUMOHMpYoLWme
AOKHOCTHbIE 1ML U BbICLUME COTPYAHMKM MHDOPMaLMOHHOM 6e30NacHOCTM areHTCTBa, ycTaHaBMBan
rPaHULbl MHGOPMALMOHHOM CUCTEMBI, AOJIXKHbI KOHCY/IbTUPOBATLCA C BO3MOMKHbIMM BaAe/1bLaMM
NMHOOPMaLMOHHOM cucTemsl. MpoLecc yCcTaHOBAEHUSA MPaHWL, 419 MHGOPMALMOHHbBIX CUCTEM areHTCTBa U
CBA3aHHbIX NOCNeACTBUI 6@30MacHOCTM, 3TO AeATeNbHOCTb Ha YPOBHE areHTCTBa, KOTopan A0/IXHa
BK/IOYATH TLLATE/IbHOE COT/IacOBaHNE CPeam BCEX K/THOUYEBbIX YH4AaCTHUKOB - NPUHATUSA BO BHUMAHUe
TpeboBaHuWit NpeaHa3HaYeHMe/[eAaTeIbHOCTM areHTCTBa, TEeXHUYECKUX PACCMOTPEHMIM OTHOCUTENBHO
nHbOPMaLMOHHON 6e30MacHOCTU M NPOrPaMMHOM CTOMMOCTM ANA areHTCTBa.

FIPS 199 onpegnenset kaTeropuun 6esonacHocT 1A MHGOPMaLMOHHbIX CUCTEM, OCHOBaHHbIE Ha
NOTEHLMANbHOM BO3AENCTBMM Ha OpraHM3aLMm, akKTUBbI UK I0AEN, KOTOPOe A0KHO UMETb
CNeACTBMEM HapyLleHWe 6e30NacHOCTU - TO eCTb, NOTePHo KOHPUAEHLMANBHOCTHU, LLENOCTHOCTU UAN
AocTynHocTn. Kateropmuu 6esonacHoctu FIPS 199 moryT urpaTb BaXKHYO po/b B onpeaeneHnu rpaHum,
NHPOPMALMOHHOM cncTeMbI, Aenst UHGOPMALMOHHbIE CUCTEMbI areHTCTBa COMMACHO KPUTUUYHOCTM MK
YyBCTBUTENILHOCTU MHOOPMALMM U MHOOPMALIMOHHbBIX CUCTEM M 3HAUMMOCTM STUX CUCTEM B BbINOSHEHWUU
npeAHa3HaA4YeHNA areHTCTBa. 3T0 0COBEHHO BaXKHO, KOTAa MMEIOTCA Pas/inyHbIe YPOBHEN BO34ENCTBUA
no FIPS 199, oTHocALLMeca K oaHoW MHbOopMaLMoHHOM cnucteme. FIPS 199 TpebyeT, uTobbl
obecneynBanacb 6€30nNacHOCTb MUHPOPMALMOHHOM CUCTEMbI MO OTHOLLEHMIO K CAMOMY BbICOKOMY
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NPUMEHMMOMY YPOBHIO BO34ENCTBUA, TPYNNUPYA HE3HAYUTEbHbIE NPUAOKEHNA/NOACUCTEMDI C
pasIMYyHbIM YpOBHen Bo3geicTema no FIPS 199 B oTaenbHYO cucTeMy 0bLLEel NOAAEPKKU UAU TNaBHOE
NPUIOXKEeHNe, eCAn 3TO AaeT a4eKBATHYHO 3aLLMTY rpaHuL, Hanpumep, MeXceTeBoe SKPaHUPOBaHWE U
WwindpoBaHUE, BOKPYF TEX NOACUCTEM UAN NPUNOMKEHUI C CAMbIM BbICOKMM YPOBHEM BO3AENCTBUA.
JononHuTeNnbHO, JOMKHO ObITb LOBEPUE K TOMY, YTO COBMECTHO MCMOJ/Ib3yEMbIe PECYPCbl, TO €CTb, CETH,
KOMMYHWKaLMKN 1 GU3NYECKUIA JOCTYN B LLEJIOM B CUCTEME OOLLE NOAAEPHKKM UAU TIABHOM
NPUNOMKEHUMN, 3aLLMLLEHBI COOTBETCTBEHHO A/1A CAMOIO BbICOKOIO YPOBHA BO3AelcTBMA. Hannune
BO3MOKHOCTM U30IMPOBaTb CUCTEMbI BbICOKOTO BO34ENCTBUA ByAEeT UMETb pe3y/ibTaT He TO/IbKO B bosiee
6e30MnacHbIX CUCTEMAX, HO TaKXKe YMEHbLUMT KOIMYECTBO pecypcos, TpebyemMbix 4Tobbl obecneumnTb
6e30MacHOCTb MHOIO NPUIOXKEHUI/CUCTEM, KOTOPbIE HE TPebYIoT 3TOro ypoBHaA 6esonacHocTu. NIST SP
800-53 obecneunsaeT Tpu Habopa 6a30BbIX Mep 6€30MaCHOCTM, TO ECTb HU3KUI, YMEPEHHDIN U BbICOKUNA,
KOTOpble CBA3aHbl C TPEMA YPOBHAMM BO3aeincTemA no FIPS 199; nostomy caenante MMHUMAAbHbIE
TpeboBaHMA f0BEPUA B COOTBETCTBUM C YBEMUYEHNEM YPOBHSA BO3AeNCTBUA. MpK coobuLeHnn o
Ha3Ha4YeHMUsAX, TO ecTb, B rogosom ot4yeT no FISMA, B cnydae, Korga y MHGOPMALLMOHHOM CUCTEMbBI €CTb
pa3nnyHble YpoBHU Bo3aencTeuA no FIPS 199, Takaa cuctema KaTeropmMpyeTcsa no caMmomy BbICOKOMY
YPOBHIO BO3EMCTBMA U3 OTHOCALMXCA K MHOOPMALLMOHHOM CUCTEME.

2.2 TnasHble MpunoxeHusa

Bce denepanbHble NPUNOKEHUA UMEIOT 3HaYEHWE U TPeOYIOT HEKOTOPOTO YPOBHA 3alUmTbl. HekoTopble
NPUAOXKEHUA, U3-32 MHGOPMALMU, KOTOPYHO OHM coaep KaT, 06pabaTbiBatOT, XPaHAT UK NepesatoT, UK
13-3a UX KPUTUYHOCTU K NpeaHa3HauYeHUIo areHTCTBa, TPebyHoT cneLmanbHOro Haa30pa PYKOBOACTBA.
3TN NPUNONKEHUA ABAAIOTCA MNABHbIMU NPUAOKEHUAMMW. [NaBHOE NPUNONKEHME, KaK OXKuaaeTca, byaer
UMETb YMEPEHHbIN UM BbICOKMI ypoBeHb Bo3aelcTeuaA no FIPS 199. Uupkynapa OMB-130 onpegenset
"rnaBHyt0 MHPOPMALMOHHYIO cUCTEMY" KaK MHPOPMALIMOHHYIO CUCTEMY, KOTOpasA TpebyeT cneunanbHOro
BHMMaHMWA PYKOBOACTBA M3-3a €ro Ba*KHOCTU ANA NpeAHa3HAYeHMA areHTCTBa; BbICOKMX 3aTpaTbl HA ero
pa3paboTKy, SKCNAyaTaLMIo UK 06CAYKMBAHUE; AU €T0 CYLLECTBEHHOM PON B aAMUHUCTPUPOBAHUN
Nporpamm areHTCTea, GMHAHCOB, UMYLLLECTBA UM APYTMX PecypcoB. [NaBHble NPUNOXKEHUA - NO
onpegenieHunto raBHble MHPOPMaLMOHHbIE CUCTEMDBI.

FNaBHble NPUIOKEHUA - CUCTEMBI, KOTOPbIE BbIMONHAOT ACHO onpeaeneHHble YHKUMK, AN KOTOPbIX eCTb
NEerKo onpeaenmble PacCMOTPEHUA 6e30MacHOCTU M NOTPEBHOCTN (HanpUMeEp, CUCTEMA 3/IEKTPOHHOTO
nepesoda cpeacTs). [NaBHOE NPUNONKEHME MOMKET BK/IHOUATb MHOMO OTAE/bHbIX MPOrpamm u
KOMMOHEHTOB annapaTHbIX CPeACTB, NPOrpammHoro obecneyeHmns 1 TeeKOMMYHUKALMOHHbIX CPeaCTs.
3TV KOMMNOHEHTbI MOTYT 6bITb OTAE/IbHBIM NMPOrPaMMHbIM MPUIOKEHNEM UM KOMBUHALUMEN annapaTHbIX
cpeacTs/nporpamMmHoro obecneyeHuns, cocpegoToYeHHOM Ha TOM, YTOGbI MOAAEPKMBATL KOHKPETHY!IO,
CBA3AHHYIO C NpeAHa3HauYeHnem GYHKLMI0. [NaBHOE NPUIOXKEHNE MOXKET TaK}Ke COCTOATb U3 MHOXECTBa
OTAENbHbIX NPUAOKEHUM, EC/IM OHW BCE CBA3AHbI C 0AHOW GYHKLMEN NpeaHasHaveHus (Hanpumep,
3apaboTHanA nnaTa uaM nepcoHan). Ecam cuctema onpegeneHa Kak rnaBHoe NpUAOXKeHUe U NPUNoKeHNe
3anyLLeHo Ha cucTeme 0b6Lei NoAePsKKM APYroi opraHM3aLmK, BAagenew, raBHoro NpuaoKeHus
OTBETCTBEHEH 3a NPUHATME PUCKa N KPOME TOrO:

e YBegomnaeT Bnagenbua CUCTEMbI O6LLI,€I7I noanepkKu, 4To NpunnoxKeHne ABnAeTCcA
KPUTUYECKUM U obecneunsaet KOHKpPETHbIE Tp66OBaHVIFI 6e3OI'IaCHOCTVI;

e [lpegocTaBnseT KONuio NnaHa obecneyeHnn 6€30MacHOCTM FNAaBHOMO NPUIONKEHUSA
onepaTtopy cucTembl 0bLLLE NOAAEPHKKN;
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° 3aI'IpaLLIVIBBET Konwuto nsaHa obecneyeHms 6€30NacHOCTM CUCTEMDI 06LI.I,EI7I noanepXKm mn
rapaHTUPYET, 4TO OH obecneumBaeT Haanexallyro 3allnTy anAa NPpunoeHma 1 I/IH(I)OpMaLI,VIVI,'
n

e Bkawouaer CCbI/IKY Ha nJiaH obecneyeHuns 6€30MNacCHOCTM CUCTEMDI 06LI.I,EI7I noanep»kKu B naaH
obecneyeHnn 6€30MacHOCTM r1aBHOTO NPUNOKEHUA.

2.3 Cuctembl 06Leit Nnoaaep:KKu

Cuctema obLLelt NoAAepKKM ABNAETCA 06beMHEHHBIM HABOPOM MHGOPMALMOHHbIX PECYPCOB MO,
OZHVM NPAMbIM aAMUHUCTPATMBHBIM YTPaBAEHUEM, KOTOPbI COBMECTHO MCMOb3yeT 06LLyIo
GYHKLMOHaNbHOCTL, CUcTeMa 06LLelt NOAAEPKKM 0BbIYHO BKAIOYAET annapaTHble CPeacTBa,
nporpammHoe obecneyeHne, MHGOPMALMIO, AaHHbIE, NPUIOKEHWA, KOMMYHUKALMK, CPeACTBA U Ntoaeit
M OKa3blBaeT NOAJEPKKY A8 MHOXECTBA No/b3oBaTeNel M/UAm NpunoxeHnin. Cuctemolt obLLeil
noAAepKKM1, Hanpumep™, MmoryT 6biTh:

e LAN, BK/tOMaA YMHbIe TEPMUHA/IbI, KOTOPblE NoaaepKusatoT duaman;

e OrnopHas ceTb (Hanpumep, obLieareHTCTKasn);

®  cMCTeMa KOMMYHUKaUWiA;

® LeHTp 06paboTKM AaHHbIX areHTCTBA, BK/OYasA ero onepaLyMoHHYI0 CUCTEMY U
YTUAUTDI,

®  TaKTUYecCKasa pagmoceTb; Uan

®  COBMECTHO MCMOJIb3yeMble BO3MOXKHOCTU cepsuca 06paboTkm nHdpopmaLmm.

Y cuctembl 06Wwen noaaepKmM MoXKeT ObiTb HU3KUIA, yMePEHHbIA UKW BbICOKMIA YPOBEHb BO34EMCTBUSA NO
FIPS 199 npwu ero KaTeropnpoBaHMM 6€30MacHOCTU B 3aBUCUMOCTU OT KPUTUYHOCTU MU
YYBCTBUTE/IBHOCTM CUCTEMbI U Nt0BbIX FNABHbBIX MPUIOKEHWUI, KOTOPbIE NOALEPKMBAET CUCTEMA 0O6LLEN
nogaepxku. Cnuctemy obLuel nogaepKKM CHMTatOT r1aBHOM MHPOPMALMOHHON CUCTEMOM, KOraa
TpebyeTca cneuymanbHOe BHUMaHMe ynpaBaeHUA, UMEOTCA BbICOKME 3aTpaTbl Ha pa3paboTky,
3KCMNAyaTaLmio UAM Ha 06CNYXKUBaAHME; U Y cUCTEMbI/MHGOPMALMK eCTb CYLLECTBEHHAA POAb B
aAMUHUCTPUPOBaHMM Nporpamm areHTcTBa. Koraa cuctema obuyent NoanepKKu ABNAETCA rNaBHOM
MHPOPMALMOHHOMN CUCTEMON, YPOBEHD BO3AENCTBUSA 1A cucTembl no FIPS 199 ycTaHaBaMBaeTca naum
YMEPEHHbIM MW BbICOKMM.

[NaBHOE NPUNOXKEHUE MOKET BbITb pasmelleHo Ha cucTeme obuielt noaaepXKu. NaaH cuctembl obLei
noAAep>KKM AONXKEH CCblNaTbCA Ha NaaH obecneyeHnsa 6€30NacHOCTM M1aBHOMO MPUNONKEHMA.

2.4 He3HauuTeNbHbIE NPUNOXKEHUA

AreHTCTBa, KaK 0XWAAEeTCA, UCNO/b3YIOT YyNpaB/ieHYeCKNe peLleHns B onpeseneHnmn Kakue ns nx
NPUAOKEHUN ABAAIOTCA BTOPOCTENEHHBIMU MPUNONKEHUAMM U FAPAHTUPYIOT, YTO TpeboBaHMA
6€30MNacHOCTM 15 BTOPOCTENEHHbIX NPUIOMKEHUI NPeaCcTaBAAOTCA KaK YacTb NiaHa obecneyeHus
6€30MacHOCTM CUCTEMDI A5 MPUMEHUMbBIX CUCTEM 0OLLEN NOAAEPKKM UAN, B HEKOTOPbIX CAy4YanX,
NPUMEHUMOTO F1IAaBHOTO MPUNONKEHMA. B 6oNbUMHCTBE Cy4aeB 6ONbLWMHCTBO Mep 6e3onacHoOCTN AN
BTOPOCTENEHHOIO NPUIOKEHMA MOXKET ObITb 0BecneyeHo cMcTemomn obLLel NoaAAEePKKM UK TNaBHbBIM
NPUNOXKEHNEM, C KOTOPbIM OHU UCNOAb3YIOTCA. Ecnun 31O BepHO, To Bragenew, MHGOPMaLMOHHON
CUCTEMbI 06LLEN NOAAEPHKKN UAN FIABHOTO NPUIOMKEHUS ABAAETCA BagebLeM MHGOPMALMOHHOM
CUCTEMbI A1 BTOPOCTEMNEHHOTO NPU/IOXKEHUS U OTBETCTBEHEH 33 pa3paboTKy niaHa obecneyeHuns

11 o o
Mpumep npeactasaAaeT MaNeHbKyo BbI60pKy cnucrtem 06LLI,EVI nogaepxkKu,; aTo He ncyepnbiBakoWMM CNUCOK.
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6e30nacHOCTM cucTeMbl. lONONHUTENbHbIE Mepbl 6e30MacHOCTU, cneuuduyHble AN BTOPOCTENEHHOTO
NPUNONKEHURA, LONKHBI BbITb 3340KYMEHTMPOBaHbI B NaH obecrneveHna 6€30NacHOCTU CUCTEMbI KaK
NPUNONKeHNe Unu pasaen. Bnagenew BTOpocTeNeHHOro NPUIOXKEHUA (YaCcTo 3TO TOT e CamMblil Bagenel,
NHPpOPMaLUMK) MOXKET pa3paboTaTb NPUNOKEHWUE UM Pa3aes, ONUCLIBAIOWMIN 40NONHUTEbHbIE MEPbI
6e3onacHocTy. MoaHbIN naaH obecnedyeHns 6e3onacHOCTN cucTeMbl 06LLLEN NOAAEPMHKN AN FNAaBHOIO
MPUNONKEHWNA A0NXKeEH 6bITb 06LIMM COBMECTHO C BiaaenbLiem nHbopmaLmu.

BTopocTeneHHoe NPUAoKEHNE MOXKET MMETb HU3KYIO UM YMEPEHHYI0 KaTeropuio 6esonacHocty no FIPS
199. OagHaKo, eciM BTOpoCTeneHHoe NpuaoxKeHue 6asnpyeTcsa Ha CUCTEMY Y KOTOPOI HeT aaeKBaTHOM
3alLMTbI FPaHML, BTOPOCTEMNEHHOE NPUIOKEHME AO/KHO Peann3oBbiBaTb MUHMMasIbHblEe 6a30Bble Mepbl
6e3onacHOCTU, Tpebyemble y3/10M WM B3aMMOAENCTBYIOLLLEN CUCTEMOIA.

2.5 Mepbl 6e30nacHocTH

FIPS 200 onpeaenseT cemHaauaTb MMHMMAIbHbIX TpeboBaHui 6e3onacHocTy ansa desepanbHol
MHPOPMALUMN U UHOOPMALMOHHbBIX cucTem. TpeboBaHUA NPeACTaBAAIOT BCEOOBEMIOLLYIO,
cbanaHcMpoBaHHY Nporpammy MHGOPMaLMOHHOM 6e3onacHOCTH, KOoTopas onpeaenset
OpPraHU3aLNOHHbIE, SKCNAYAaTALNOHHbIE U TEXHUYECKME aCMEKTbl 3aWmnTbl KOHOUAEHUMANBHOCTH,
LEeNOCTHOCTM M AOCTYNHOCTM denepanbHON MHGopMaALLMKN N MHPOPMALMOHHbLIX CUCTEM. ATEHTCTBO
AOJIKHO BbIMONHUTD MMHUMA/IbHbIE TPe6OBaHWS 6e30NacHOCTU B 3TOM CTaHAAPTE, NPUMEHSAA Mepbl
6e3onacHOCTH, BbibpaHHble B cooTBeTcTBMM ¢ NIST SP 800-53 1 onpegensembie YpOBHAMU BO3AENCTBUS
Ha MHPOPMALMOHHbIE CUCTEMDI. Y areHTCTBa eCcTb rMBKOCTb, YTOObI aAanTMpPoBaTb 6Ha3oBble Mepbl
6€30MNacHOCTM B COOTBETCTBMMU C MONOKEHUAMM U YCNOBUAMM, COOPMYANPOBAHHbIMM B CTaHAApTE.
PaboTbl No aganTaumm BKAOYAIOT: (i) NpMeHeHMe pyKOBOACTBA NO YYETY 06bEKTOBbIX OCOHBEHHOCTEN;
(ii) onpepeneHne komneHcupyroLWmMx Mmep 6esonacHocTK; 1 (iii) onpeaeneHne ycTaHOBAEHHbIX
areHTCTBOM NapaMeTpoB B mepax 6e30nacHOCTH, rae 3To No3BoJsieHo. B nnaHe obecneyeHunn
6€e30MacHOCTN cUCTEMbI A0XKHbI ObITb 3340KYMEHTMPOBAHbI BCe PaboTbl MO aganTaLymu.

2.5.1 Pykosodcmeo no yuémy obvekmoebix ocobeHHocmeli

PyKoBOACTBO MO y4ETY 06BEKTOBbLIX 0COBEHHOCTEN NPEAOCTaBAAET areHTCTBY KOHKPETHbIE MOJIOXKEHUA U
YCN0BUSA MO NPUMEHUMOCTU N peanunsaumm oTaesbHbix mep 6e3onacHocTy B 6a30BbIx Habopax mep
b6e3onacHocTu, onpeaesieHHbIX B NIST SP 800-53. Hecko/1bKO pacCMOTPEHMM, ONMUCAHHBIX HUMKE, MOTYT
NnoTeHUMaNnbHO BO34eNCTBOBaTb Ha TO, Kak Mepbl obecnevyeHma 6a3oBOro ypoBHsA 6e3onacHoCTH
NPUMEHAITCS areHTCTBOM. MiaHbl obecneyeHma 6€30MacHOCTU CUCTEM LO/KHbI ACHO ONpeaenaTb,
KaKune mepbl 6€30NacHOCTM UCMONb3YIOT PYKOBOACTBO MO YY4ETY OOBEKTOBbIX 0CODEHHOCTEN, U BK/IHOYATb
onucaHue BUA0B PaCCMOTPEHUIN, KOTopble Bbinu caenaHbl. NpuMeHeHMe pyKOBOACTBA MO YUYETY
06BbEKTOBbIX 0COHBEHHOCTEN A0MKHO ObITb PACCMOTPEHO N 0A06PEHO CAHKLMOHUPYHOLLUM
[OONKHOCTHBIM IMLOM MHDOPMALIMOHHOM CUCTEMBI.

PaccmompeHus, ceA3aHHbIe ¢ mexHonoeauel -

— Mepbl be3onacHOCTK, KOTOPble 0BPaLLLAOTCA K KOHKPETHbIM TEXHOIOTUAM (Hanpumep,
b6ecnpoBogHas cBsA3b, Kpuntorpadumsa, MHOGPACTPYKTYpa NYBANYHBIX KNHOYE) A0NKHbI
NPUMEHSATBCA TONIbKO ECIN 3TN TEXHOIOTMU UCMONb3YIOTCA AW TPebyroTcA ANA UCNO/Ib30BaHUSA B
MHPOPMALMOHHOI cucTeme.

— Mepbl 6e30NacHOCTM AOMKHbI MPUMEHATHCA TOJIbKO K TEM KOMMOHEHTaM MHGOPMALIMOHHOM
CUCTEMbI, KOTOPbIE, KaK NPaBMo, obecneymBaoT BOSMOXKHOCTM 6€30MacHOCTU, onpeaensemble
MWHUMaNbHbIMKU TpeboBaHUAMM Be30nacHOCTY.
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Mepbl 6e30nNacHOCTH, KOTOPble MOTYT BbITb NN ABHO UAN HEABHO NOAAEPMKAHbI
aBTOMaTU3MPOBAHHbIMU MEXaHW3Mbl He A0/KHbI TPeboBaTb Pa3paboTKM TaKMX MEXaHWU3MOB,
€C/IN MeXaHM3Mbl YIKe CYLLLECTBYIOT WM AOCTYNHbI B KOMMEPYECKUX WU NPaBUTENbCTBEHHBIX
CTaHAAPTHbIX NPOAYKTaX. YTo6b! YA0BAETBOPUTL MUHMMAaNbHbIE TpeboBaHWA 6e3onacHOCTU B
CUTyauMAX, KOr4a aBTOMATU3NPOBAHHbIE MEXaHU3MbI HE AOCTYMHbI UAN TEXHUYECKUN He
BbINOJIHUMbI, LLOIKHbI MCMO/Ib30BATLCS KOMMEHCUPYLoLWMe mepbl 6e30NacHOCTH, peasimsyemble
yepes HeaBTOMATU3MPOBAHHbIE MEXaHM3Mbl UM MpoLeaypbl.

POCCMOmpEHUH, CB8A30HHbIE C O6U.4UMU mepamu b6e3onacHocmu -

Mepbl 6e30MacHOCTH, onpeaenaemble areHTCTBOM KaK obLime mepbl 6e30NacHOCTH, [0/1XKHbI, B
60/1bLLIMHCTBE CyYaeB, YNPaBAATLCA KEM-TO B OpraHU3aLMmM NOMMMO BAagenbla
nHdOpMaLMOHHOM cucTembl. Kaxkaaa mepa 6esonacHocTv B 6a3oBom Habope mep 6e3onacHOCTM
[0KHa ONpeensiTbCa AN areHTCTBOM Yyepes obLime mepbl 6e30nacHOCTU UK BRagebLem
MHGOPMALIMOHHON cucTeMbl. PeleHna o HazHauyeHUn obLmx mep 6€30NacHOCTU He AO0/KHbI,
O/ZIHaKO, BNUATb Ha OTBETCTBEHHOCTb areHTCTBa No obecneyeHno HeobXoaUMbIX Mep
6e3onacHocTn, Tpebyemblix, UTOObl BbINOAHUTL MUHUMabHbIE TPpeboBaHUA 6e3onacHoCTM Ans
MHbOpPMaLMOHHOM cucTemsl. (JononHuTenbHaa nHdopmauma 0b obuimMx mepax 6esonacHoCTH
npeacrasneHa B pasgene 2.5.3.).

PGCCMOI’HPE‘HUH, CB8A30HHbIE C UHd)OpMOL{UOHHbIMU cucmemamu OmkKpbimoezo docmyna -

Mepbl 6e30NacHOCTH, CBA3aHHbIE C MHPOPMALLMOHHBIMM CUCTEMAMM OTKPLITOrO AOCTYNa, A0MKHbI
6bITb TLLATE/ILHO PACCMOTPEHbI M MPUMEHEHHbIV C OCTOPOXKHOCTLIO, TaK Kak HEKOTOpbIE U3 Mep
6e30MacHOCTM M3 yKasaHHbIX 6a30BbIx HAOOPOB Mep B6e30MacHOCTM (Hanpumep, Mepsbl
6e30MacHOCTM NepcoHana, Mepbl MAEHTUGUKALMK N ayTEHTUDUKALMKN) MOTYT BbITb He
NPUMEHMMbI K M0Ab30BaTENAM, MOAYYaOLWMM 4OCTYN K MHGOPMALMOHHbLIM CUCTEMAM Yepes
obwwme nHtepdeiicsl.

PaccmompeHus, ceasaHHbie ¢ UHgpacmpykmypoli -

Mepbl 6e30MacHOCTH, KOTopble 0BPALLAIOTCA K CyKOam areHTCcTBa (Hanpumep, KOHTPO/1b
dU13nYeCcKoro AoCTyna, TaKoM Kak HNOKMPOBKM M OXPaHa, KOHTPO/Ib 3a COCTOAHMEM OKpY*KatoLein
cpezbl No TeMnepaType, BAAXKHOCTU, OCBELLLEHWIO, OTHIO U SHepruKn), byayT NPUMEHUMbI TO/IbKO K
TEM acneKTam C/yXKb, KoTopble HenocpeacTBEHHO 06ecneynBatoT 3aLMTY, MOALEPHKKY UK
CBA3aHbl C MHOOPMALIMOHHOM CUCTEMOM (BKIKOUYAA aKTUBbI MHPOPMALIMOHHbIX TEXHO/IOTUI TaKue,
KaK 9/IeKTPOHHaA No4Ta uan Beb-cepsepbl, Gepmbl cepBepos, MHGOPMALMOHHbIE LIEHTPbI,
ceTeBble y3/bl, 000pPyA0BaHNE KOHTPOA HTepdencoB M 0bopyaoBaHWe CBS3N).

1 Hanpumep, B To Bpems Kak mepbl 6a30BOro ypoBHsa 6e30nacHoCTv TpebyroT naeHTUGUKaLUM 1 ayTeHTUdGUKauum
nepcoHasa opraHM3aLmu, KOTOPbI CONPOBOXAAET U NOAAEPHKUBAET MHPOPMALMOHHbBIE CUCTEMBI, KOTOPblE
NpPeAoCTaBAAOT YCAYIM OTKPLITOFO AOCTYNa, TE e camble Mepbl 6€30MacHOCTH, MOryT He TpeboBaTbea Ans
nosib3oBaTesiel, Nosyyatowmx 4OCTYN K 3TUM CUCTEMAM Yepes OTKPbITbIe MHTepdenchbl, 4ToObI NoayYyaTb Ny6ANYHO
[OCTynHyto MHPopmaumio. C Apyroi CTOPOHbI, MAEHTUPUKAUMA 1 ayTEeHTUDMKALMA AOIKHbI TpeboBaTbcA Ann
nosib3oBaTesiel, Noydatowmx 4OCTyn K MHGOPMALIMOHHBLIM CUCTEMAM Yepes OTKPbITble MHTepdenchl 4OoCTyNna K UX
NpUBaTHbIM/NEPCOHANbHBIM JaHHbIM.
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PGCCMOfanHUﬂ, CB8A30HHbIE C pacWiupAemMocmeoio -

—  Mepbl 6e30MacHOCTM A0NKHbI 6bITb MaclTabupyembl B 3aBUCMMOCTU OT pasmepa U
KOMMJIEKCHOCTM KOHKPETHOTO areHTCTBa, PeansyroLwero mepbl 6€30nacHOCTH, U YPOBHS
BO34eNCTBMA Ha MHPOPMALMOHHbIE CUCTEMBI. PacluMpsAeMOCTb onpeaensieT WUPKUHY U rIyouHy
peanusauumn mep 6esonacHoctn. MacwrtabuposaHue mep 6€30NacHOCTM K onpeaeneHHoMn cpeae
MCNo/1b30BaHNA TPebyeT OCMOTPUTENBHOCTH, YTOBbI rapaHTUPOBATb PeHTabebHbIN, OCHOBaHHbII
Ha PUCKe NOAXOZ K peanusaumm mep 6esonacHocti.

PGCCMOITIpEHUFI, CB8A30HHbIE C PUCKOM -

— Mepbl 6e30nacHOCTU, KOTOPblE NOAAEPHKNUBAIOT UCKNIOUNTENBHO Liean 6e3onacHocTH
KOHOMAEHLMANBHOCTD, LLeNOCTHOCTb MAN AOCTYMHOCTb MOTYT ObITb MOHUMKEHbI A0
COOTBETCTBYIOLMNX Mep 6e3onacHoCcTM B 6oee HM3KOM 6a30BOM Habope(Man coOoTBETCTBEHHO
M3MeHEeHbI UIN YCTPaHEHbl eC/IM He onpeaeneHbl B 6onee HM3Kom 6a3zoBom Habope), ecau, U
TO/IbKO €C/n, AeCTBME NOHUKeHUs: (i) HeNnPOTMBOPEUMBO C KaTeropnposaHMem 6e3onacHoCcTM No
FIPS 199 gns cOOTBETCTBYIOLMX Lesien 6e30naCHolc4TV| KOHOUAEHLUMANBHOCTU, LEeNIOCTHOCTU UK
[AOCTYNHOCTU A0 Nepexoja K HauBbiCLLen oueHKe. (ii) noaaep*kaHo OLEHKOW pUCKa areHTCTBOM;
u (iii) aencTBUTENbHO He BAUAET Ha MHOPMALIMIO, OTHOCALLYHOCA K Be3onacHocTH, B
UHPOPMALMOHHOM cucTeme. ™

2.5.2 KomneHcupyrowjue mepbl 6e3onacHocmu

KomneHcupytoume mepbl 6€30NacHOCTM 3TO yrpaB/eHYecKme, IKCNNyaTauMOHHbIE AN TEXHUYECKMe
Mepbl 6e30MaCHOCTU, UCMO/Ib3YEMbIE areHTCTBOM BMECTO NpeAnucaHHbIX Mep 6e30MacHOCTU B HU3KOM,
yMepeHHOM MM BbICOKOM H6a30Bbix Habopax mep 6e30nacHOCTH, KoTopble obecneynBatoT
3KBMBA/IEHTHYIO MM COMOCTaBUMYIO 3aLUMTY 418 UHPOPMALMOHHON cnucTembl. KomneHcupyoLwme mepbl
6e3onacHoCTM ANA MHPOPMALMOHHON CUCTEMbI A0/IXKHbI MCNO/1b30BaTbCA areHTCTBOM TO/IbKO Npu
cneayolwmx ycnosusx: (i) areHTCTBo BblibMpaeT KomneHcupyowme mepbl 6€30MNacHOCTM U3 KaTanora mep
6esonacHocTm NIST SP 800-53; (ii) areHTcTBO NpeacTaBaseT nonHoe n ybeautensHoe ob6ocHoBaHMeE U
MOTUBMPOBKY TOrO, YTO KOMMEHCUPYIOLLLME MePbl 06ecneymBatoT 3KBUBAIEHTHbIE BO3MOXHOCTU
6e30MacHOCTM UM YPOBEHb 3aLLUTbI A1 MHPOPMALMOHHOM cucTembl; U (iii) areHTCTBO oueHMBaeT n
$opManbHO NPUHUMAET PUCK, CBA3AHHBIN C MCMOAb30BaHUEM KOMMEHCHMPYOWMX Mep 6e3onacHoCTH B
MHPOPMALIMOHHOM cucTeme. Mcnoib3oBaHNe KOMMNEHCUPYIOWMX Mep 6e30NacHOCTM A0NXKHO BbITb

B Hanpumep, nnaH 4elcTBMIN NpU HenpeaBUAEHHbIX 06CTOATENbCTBAX 418 KPYMNHOM M KOMMAEKCHOM OpraHn3aumm ¢
MHOGOPMALMOHHBIMU CUCTEMAMMU YMEPEHHOTO UK BbICOKOTO BO3AEMNCTBUA MOXET 6biTb 40BONbHO 60/1bWMM U COAepXKaTb
CyLLeCTBEHHOE KO/IMYEeCTBO AeTanel peanmsaumn. HanpoTus, niaH 4elCTBUIA NpU HenpeaBUAEHHbIX 06CTOATeNbCTBAX A/1A
Heb0/1bWoM opraHn3aumm ¢ MHGOPMaLMOHHOM CUCTEMOMN HU3KOTO BO34,ENCTBMA MOMKET ObITb 3HAYMUTENIbHO MEHbLLE U
cogepyKaTb HAMHOIO MeHblUe AeTasnein peanusaumu.

4 Koraa ncnonb3yeTcs KoHUenuua "HamebICLLEro 3HayeHuna", HekoTopble 13 uenelt 6e3onacHocTH (To ecTb,
KOHOUAEHUMANBHOCTb, LLeNOCTHOCTb MM AOCTYMHOCTb) MOTYT BbITb YBEANYEHbI 40 60/1ee BbICOKOro YPOBHS BO34ENCTBUA.
Kpome Toro, mepbl 6€30MacHOCTM, KOTOPbIE NOAAEPKMBAIOT UCKNIOUYUTENbHO 3TU Lean 6e30NacHOCTY AOMKHbI BbITh TaKkKe
nosbilweHbl. CregoBaTeIbHO, OPraHM3aLmMmn A0/KHbI YYUTbIBATb, YTO COOTBETCTBYIOLME U AOMYCTUMbIE AENCTBUA NMOHUMKEHUSA
[O0/1XHbl FapaHTUPOBaTh peHTabenbHoe, 6azMpyemoe Ha pUcKke NpuMeHeHne mep 6e3onacHoCTU.

B NHbopmaumio B MHPOPMALMOHHOM cMCTEME, OTHOCALLYIOCA K 6@30MacHOCTM CUCTEMHOIO YPOBHSA (Hanpumep, daiibl napons,
ceTeBble TabAULbl MapLLIPYTU3aLMK, MHGOPMaLLMA YIpaBAeHUA KpunTorpaduieckumm KaoHamm) HeobXo4MMO OTANUUTL OT
MHPOPMaLMM NONb30BATENBCKOTO YPOBHA. HekoTopble Mepbl 6e30nacHoCcT B MHGOPMaLMOHHON CUCTEME UCMO/b3YHOTCA,
yTobbl NOAAEPKaTb Lenn 6e30nNacHOCTM KOHOUAEHUNANBHOCTb U LLeNOCTHOCTb Kak A1A MHOOPMALMN CUCTEMHOTO YPOBHS, TaK U
O1A MHPOPMaLMKM NOMb30BATENbCKOrO YPOBHA. OpraHn3aumm A0MXHbI OTHOCUTBLCA C OCTOPOMKHOCTBIO K MOHMMXEHUIO Mep
6e30MNacHOCTH, CBA3AHHbIX C KOHPUAEHLMANbHOCTBIO UK LEeNOCTHOCTbIO, YTOBbI rapaHTUPOBaTb, YTO AEMCTBME MOHUNKEHMA HET
BAUAET HAa MHOPMaLLMIO, BaXKHYIO Ans 6€30MacHOCTU B MHOPMaLMOHHOMN cucTEMeE.
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PaCCMOTPEHO, 3aA0KYMEHTUPOBAHO B NJ1aH obecneyeHns 6€30MaCcHOCTM CUCTEMBI U O,EI,OGpEH
CaHKUMOHUPYHOWMM O0/1KHOCTHbIM TNMLLOM ONA VIHCI)OpMBLI,VIOHHOVI CUCTtembl.

2.5.3 Obwue mepbi obecnevyeHus besonacHocmu

ObLee ans areHTCTBa NpeAcTaB/ieHMe Nporpammbl obecneyeHns MHGOPMaLMOHHOM 6e3onacHOCTH
obneryaet ngeHTUPUKaLUMo 0bwmnx mep obecrneyeHma 6e30NacHOCTU, KOTOPbIE MOTYT BbITb MPUMEHEHbI
K ogHOW Unm 6onee MHGOPMaLMOHHBIM cUCTEMAM areHTcTBa. O6Lime mepbl obecneyeHns 6esonacHoOCTM
MOTYT NPUMeHUTbCA: (i) KO BcemM MHPOPMaLIMOHHbIM CUCTEMaM areHTCTBa; (i) rpynne nHpopmaLuMOoHHbIX
CMUCTEM Ha KOHKPETHOM 06beKTe MHbopMaTU3aLMM (MHOTAA acCOLMMUPYETCA C NOHATUEM 06bEeKTOBas
ceptuduKauma/atrectauma); uam (iii) K 06LWMM NHGOPMALIMOHHBIM CUCTEMAM, NOACUCTEMAM UM
NPUAOXKEHNAM (TO ecTb, 06LWMM annapaTHbIM CpeacTBam, NPorpaMmHoMy obecnedeHnio u/mam
BCTPOEHHOMY MUKpPOMpPOrpaMmMHoMy obecneyeHunto), pa3sepTbiBaeMbiM Ha MHOTMX 06beKTax
aKcnayaTauum (MHOrAa accouMupyeTca ¢ NoHATUEM TUMoBas cepTudukauma/atrectaums). Obuime mepbl
obecneyeHuns 6e3onacHOCTU, MaeHTUOUUMPYEMbIE, KaK NPaBMIO, BO BPeMs OOLLEero A areHTCTBa
npouecca ¢ yd4actnem ClO, SAISO, CaHKLUNOHUPYIOLWNX AONKHOCTHBIX UL, BlagenbLes
MHDOPMALMNOHHbBIX CUCTEM U COTPYAHMKOB 6€30MacHOCTU MHGOPMALMOHHbBIX CUCTEM (M MeHeaXKepoB
nporpamm paspaboTku B cnyyae obwmx mep obecneyeHns 6esonacHoCcTM Ana obwmx annapaTHbIX
CpeAcTB, NporpaMmHoro obecnedyeHuns 1/Mam BCTPOEHHOrO MMKPOMNPOrpamMMHOro obecneyeHmns), UMeroT
cnepylouwme CBoOmMcTea:

e Pa3paboTKa, peanmsaums 1 oLeHKa obwmx mep obecnedyeHns 6€30MacHOCTU MOXKET bbiTb
nopyyYyeHa OTBETCTBEHHbIM A0/IKHOCTHLIM INLLAM areHTCTBa UAN CTPYKTYPHbIX eaUHUL,
(kpome BnagenbLes MHGOPMALIMOHHbLIX CUCTEM, YbM CUCTEMbBI BYAyT peannsoBaTb Uau
MCMNO0/1b30BaTb 3TW 06LLIME Mepbl obecnevyeHna 6esonacHoCTH); 1

e  Pe3synbTaTbl OLLEHKM 06LWMX mep obecneyeHnsa 6e30nNacHOCTU MOTYT UCMO/1b30BaTbCA A4
noAaepKKn NpoLeccoB cepTUduKaLmMm 1 aTrecTauum 6e3onacHoOCTU MHPOPMALIMOHHBIX
CUCTEeM areHTCTBa, rae 3T Mepbl 6e30MNacHOCTU MPUMEHAIOTCA.

MHoruve 13 ynpasBaeHYeckMxX 1 SKCnayaTalMOHHbIX Mep 6e30nacHOCTU (Hanpumep, mep NaaHUpPOBaHUA
obecneyeHns 6€30MacHOCTM Ha Caydald HenpeasuAeHHbIX CUTyaLnn, mep obecneyeHnsa peakumm Ha
MHLUMAEHTbl 6e3onacHocTi, mep obydyeHMAa n 0cBoeHna 6esonacHOCTM, Mep 6e30MacHOCTM NepcoHana u
Mmep obecneyeHnsa prsmyeckoi 6e3onacHoOCTH), HEOBXOAUMBIX 418 3aWUTbl MHOOPMALMOHHBIX CUCTEM
MOTyT 6bITb NPEBOCXOAHBIMW KaHAMAATaMK Ha cTaTyc o6Lwmx mep obecneveHma 6esonacHocTu. Llenb
COCTOUT B TOM, YTOObI YMEHbLINTb CTOMMOCTb 0becneyeHns 6e30NacHOCTU, LLEHTPANN30BaHHO yrpaBass
pa3paboTKoii, peannsaumnen n oueHKol obumx mep obecnevyeHmns 6€30NacHOCTU, onpeaensembix
areHTCTBOM — U1, BNOCNEACTBMMU, COBMECTHO MCMO/b3ys Pe3yAbTaTbl OLEHKU C BNafe bLamm
MHPOPMALMOHHbBIX CUCTEM, FAe 3T 0bme mepbl obecneveHna 6e3onacHOCTU NpuMeHsatoTcs. Mepbl
6e30nacHoOCTK, He onpeaenaemble Kak obLume mepbl 6e30MacHOCTH, CHUTAIOT Mepamu be3ornacHocmu
cneyuguyHsIMU 045 cUcmeMsl N ABNAOTCA OTBETCTBEHHOCTLIO BAaAe 1bLa MHGOPMALNOHHOMN CUCTEMDI.
MnaHbl ob6ecneyeHma 6€30NaCHOCTM CUCTEM A0KHbI ACHO UAEHTUDULMPOBATL, KAKME Mepbl
6e30MacHOCTM onpeaensannch Kak obwme mepbl obecneveHns 6€30NacHOCTM U Kakne mepbl
6€e30MacHOCTM onpeaensannch Kak mepbl 6esonacHoCcTH, cneumduyHble AN CUCTEMDI.

Ona apdekTMBHOCTU MCNONb30BaHMA B pa3pabaTbiBaemMbix NaaHax obecnevyeHns 6e30NacHOCTU CUCTEM,
o61wwme mepbl obecneyeHna 6€30MacHOCTM AOKHbI ObITb €4MHOXAbI 3aL0KYMEHTMPOBAHbI U 3aTEM
BCTABAATLCA UM UMMOPTUPOBATLCA B KaXKAblM NaaH obecnevyeHns 6€30nacHOCTM MHPOPMALMOHHbIX
cUCTEM B areHTcTBe. Yenosek, OTBETCTBEHHbIV 3a peanm3aumto obLwmx mep 6€30nacHOCTH, A0KeEH ObITb
YKasaH B NiaHe obecneveHuns 6esonacHocTn. MakcmanbHaa 3GGEKTUBHOCTb NPUMEHEHNA 0BLWUX Mep
obecneyeHns 6e3onacHOCTU B NpoLecce NAaHUPOBaHUA 6€30NaCHOCTM CUCTEM 3aBUCUT OT CeAyHoLLUMX
dakTopoB:
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e  AreHTCTBO MMeeT pa3paboTaHHOE, 3a0KYMEHTUPOBAHHOE U PacnpOCTPaHEHHOE cneunanbHoe
PYKOBOACTBO MO naeHTUdMKaLumm obmx mep obecneyeHns 6e3onacHoCTu;

e  AreHTCTBO BO3/10}KM/10 OTBETCTBEHHOCTb 33 KOOPAMHALUMIO NAEHTUDMKALMM M PACCMOTPEHMUA
o6wwmx mep obecneyeHma 6€30MacHOCTU M cOrnacoBaHne 0603HaYeHUs obLLMX Mmep 6esonacHoCcTH
Ha oPUUMANbHBIX AOKHOCTHbIX JINL, PYKOBOACTBA C 0643aHHOCTAMM MO NPOrpaMmmam
obecneyeHna 6esonacHocTH, TakMmm Kak ClO nnm SAISO;

e Bnagenbubl cuctem goMKHbI 6bITb MHGOPMUPOBAHbI O NpoLecce NNaHUPOBaHUA obecneyeHums
6€30MacHOCTM CUCTEM, BK/IOYAA UCMOJIb30BaHME 0bLWwmx mep 6e3onacHoCcTH; u

e KaKuacTb npoLlecca AOKHO OCYLLECTBATLCA KOHCY/IbTUPOBAHWE C SKCNEepTaMKn areHTCcTea B
YCTaHOBJ/IEHHbIX 06nacTax obuwux mep obecneyeHns 6esonacHOCTU.

AreHTCTBO MOXET TaK)Ke Ha3Ha4uTb rmbpuaHbIi cTaTyc Ha mepbl 6e30nacHOCTU B CUTyaLMsaX, rae oaHa
YyacTb Mepbl 6@30NacHOCTM, KaK NnoJsaratoT, ABnAeTca obLei, B TO BpeMa KaK Apyras 4acTb mepbl
6e30nacHOCTH, KaK nosaratoT, cneuuduyHa Ana cMcTembl. Hanpumep, areHTCTBO MOXET paccMaTpmuBaTh
mepy 6e3onacHoctu IR-1 (MoauTmKa 1 Npoueaypbl peakummn Ha UHUMAEHTbI), Kak TMBpUaHYI0 mepy
6e30nacHOCTU, MPUHUMAEMYIO KaK 0BLLYI0 B 4aCTV NOAUTUKMU Mepbl 6@30NacHOCTH, U NPUHUMAEMYIO KaK
cneundUYecKyto Ans CUCTEM B YacTu npoueayp obecneyeHus 6esonacHocTU. TMbpuaHble mepbl
6€e30MacHOCTN MOTYT TaK¥Ke CNYXUTb WabnoHaMu ANs AanbHENLIEro yCOBEpPLLIEHCTBOBaHMA Mep
6e30nacHOCTU. AreHTCTBO MOXET XOTeTb, Hanpumep, peannsosatb mepy 6esonacHoctu CP 2 (MnaH
OEeVCTBUI NpU HenpeaBUAEHHbIX 06CTOATENbCTBAX) KAk OCHOBHOM WabnoH ana obobuieHHOro naaHa
OEeVCTBUI NpU HenpeaBUAEHHbIX 06CTOATENbCTBAX AR BCEX MHPOPMALMOHHbIX CUCTEM areHTCTBa C
KOHKPETHOM afanTalmelt NaaHoB BAagebLuamm MHGOPMALLMOHHbBIX cucTem, rae Tpebyetca, gns
cneumdUUHbIX g8 cUcTeMbI Npobnem.

Bnagenbubl UHGOPMALMOHHbIX CUCTEM OTBETCTBEHHbI 3a /I0bble cneumdUUHble Ans cuctem npobaemsl,
CBfi3aHHbIE C peannsaumnen oblmx mep obecneyeHma 6e€30MNacHOCTN areHTcTBa. T Npobaembl
NAEHTUPUUMPYIOTCA M ONMCbIBAKOTCA B NJ1aHax obecneyeHns 6€30MacHOCTU KOHKPETHbIX
nHpopmaumnoHHbIX cuctem. SAISO, aencrayowmii oT umeHn ClO, A0MKeH KOOPAMHUPOBATL C
OOJ/IKHOCTHBIMU INLL@MK areHTCTBa (Hanpumep, MeHeayKepamm no cpeactsam, HavabHUKaMu OTAE/N0B,
PYKOBOAUTENAMM OTAE/0B KagpoB), OTBETCTBEHHbIMM 33 Pa3paboTKy U peannsaumio yCTaHOBAEHHbIX
obwmx mep obecneyeHnn 6es3onacHOCTH, YTobbI rapaHTUPOBATb, YTO Tpebyemble Mmepbl 6e3onacHOCTH
NCNONb3YOTCA, Mepbl 6€30MaCHOCTM OLEHEHbI, U PEe3YAbTaTbl OLEHKN UCNO/b3YIOTCA COBMECTHO C
COOTBETCTBYOLMMM BNAAENbLAMU MUHGOPMALMNOHHIX CUCTEM.

PasgeneHune mep 6esonacHocTU Ha obLme mepbl obecrnedyeHma 6e3onacHoOCTU 1 cneumudUUHbIX AN
cmMcTem mepbl 6€30MNacHOCTU MOMKET MMETb pe3y/bTaT B CYLL,EeCTBEHHOW SKOHOMUW O/151 areHTCTBa B
CTOMMOCTM pa3paboTKu M peannsaumm mep 6€30MacHOCTU. ITO MOXKET TaKKe UMETb pe3y/bTaT B bosee
HEMpPOTUBOPEYMBOM NPUMEHEHUN Mep BE30MaCHOCTU A1A areHTCTBa B Lie/loM. Kpome Toro, Takas-Ke
3KOHOMMA MOXKET MMETb MECTO B NpoLecce cepTUPUKaLMmM 1 atTrectaumm 6esonacHocTn. BmecTo Toro,
yTOObI OLLEHMBaATb 06LWMe mepbl obecneveHUs 6€30NacHOCTU B KaxKaA0on MHPOPMALIMOHHOM cUcTeME,
aTTecTauma Ucnosib3yeT tobble NPUMEHUMbIE pPe3yabTaTbl aKTyasibHelL el OLueHKM 06Lwmnx mep
obecnevyeHunss 6e€30NacHOCTH, BbINONHEHHbIE Ha YPOBHe areHTcTBa. O6LLMIA ANA areHTCTBa NoAXoa, K
NOBTOPHOMY U COBMECTHOMY UCMO/Ib30BaHMNIO PE3Y/IbTATOB OLIEHKU MOXKET 3HaUYMUTENbHO YAYYLLNTb
AencTBeHHOCTb cepTUdUKaLmMin 1 aTTecTaumin 6e3onacHoOCTM, MPOBOAMMbIX ar€HTCTBOM, U 3HAYUTENIbHO
YMEHbLIUTb CTOMMOCTb NPOrpammbl obecneveHns 6e3onacHoCTy.
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HeCMOTpFI Ha TO, YTO KOHUENUMA pasgeneHna mep 6e30nacHOCTU Ha oGu.me Mepbl 6e3sonacHocTU U
CI'IeLI,Md)VI‘-IHbIe Aana CUcCtembl mepbl 6e3onacHoCTH NpocCTa N UHTYUTUBHA, NPUMEHEHNE 3TOIo NPpUHUMNa B
areHTcree TPEGYET NAaHNPOBaHUA, KOOpOnHauunAa n HaCTOMUYMBOCTU. EC/IM areHTCTBO TONIbKO HaYMHaeT
Peann3oBbIBaTb 3TOT NOAXO4 NN TOJZIbKO YaCTUYHO Peasin3oBasio 3TOT NOAX04, 3TO MOXKET ﬂOTpe6OBaTb
BpeEMEeHMN, yTO6bI U3BNEUYL MaKCMMa/IbHYO NOJ1b3y U3 pa3aeneHna mep 6e30MacHOCTM 1 CBA3AHHOIO
NOBTOPHOIO UCMOJIb30BAHUA CBUAETENbCTB OLLeHKU. M3-3a I'IOTEHLJ,MaﬂbHOﬁ 3aBUCMMOCTHUN OT O6LLI,MX mep
6e30nacHOCTN MHOTMX U3 MHd)OpMaLI,MOHHbIX CNCTeM areHTCTBa, HapyweHune O6UJ,MX mep 6e3onacHocTH
MOXET MMeTb pe3yabTaT B CyLeCTBeHHOM yBe/INYEHUN PUCKA Ha YPOBHE areHTCTBa - pPUCKa ABNAKOLLErOCA
pe3ynbtatom 4eATE/IbHOCTU CUCTEM, KOTOPbIE 3aBUCAT OT 3TUX Mep 6e3sonacHocTy.
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3. Pa3paboTKa nnaHa

OCTaTOK OT 3TOr0 AOKYMEHTa PYKOBOAMWT YMTaTelemM B HanMcaHuu naaHa 6e30nacHOCTU CUCTEMDI,
BKJ/IHOYAS JIOTMYECKME LWarKM, KOTOPbIM HEOHXOAMMO Clef0BaTh B NoaxoAsAWel pa3paboTKe NnaHa,
PEKOMEHO0BAHHYIO CTPYKTYPY U COAEPIKAHMUE, U TO, KaK MaKCMMa/IbHO UCMO/1b30BaTb TEKYLIUE
ny6amkaummn NIST B adpdeKTUBHOM NnogaepKe paboTbl NO NJAaHMPOBaHUIO obecrneyeHnsa 6e3onacHOCTU
cuctembl. o MHUUMUPOBaHUA PaboT A0/KHA ObITb YCTaHOB/IEHA MO/IMTUKA areHTCTBa B OTHOLIEHUM
TOrO, KaK A0JIXKEH OCYLLECTBAATLCA KOHTPO/Ib M AOCTYN K NAaHam obecneyeHns 6e3onacHoCTy
MHGOPMALMOHHbBIX CUCTEM.

3.1 HasBaHue 1 naeHTUPUKaTop CUCTEMDI

MepBbIM 31€MEHTOM, YKa3biBaeMbIM B NiaHe obecnevyeHns 6e30nacHOCTU CUCTEMbI, ABNAETCA Ha3BaHMEe
n ngeHTndukatop cuctemol. Kak tpebyetcs B Liupkynspe OMB A-11, Kaxgoli cucteme HY*KHO HasHaunTb
Ha3BaHWe U YHUKaNbHbIN naeHTudukaTop. MNprUcBoeHne yHNMKanbHOro naeHTMdUKaTopa NoafepKnBaeT
BO3MOXHOCTb areHTCTBa /Ierko cobmpatb MHPOPMALMIO NO areHTCTBY U cneunduyeckne aaa cMcTeMbl
MeTpPUKKM Be30nacHOCTH, a TaK e obneryaeTt NoHYO OTCAEXKMBAEMOCTb N0 BCeM TpeboBaHUAM,
CBA3AHHbIM C peasiM3aumnen n npumeHeHnem cuctembl. MaeHTMOUKATOP AOIKEH OCTAaTbCA OAHUM U TEM
YK€ B TeYEHME KM3HU CUCTEMbI U COXPAHATBCA B KYPHaANAX PErmcTpaLLmMm, CBA3aHHbIX C UCMO/Ib30BaHMEM
CUCTEMDI.

3.2 KareropuposaHue cuctemol

Kaxkpana cuctema, naeHTMrMUMpPOBaHHAA B peecTpe CUCTEM areHTCTBa, A0/IKHO KaTeropupoBsaThbCes, C
ncnonbsosaHmem FIPS 199. NIST CneunanbHasa Mybankaumns 800-60, Pykosodcmeo 0519 omobpaxceHusa
mumnos UHGPOPMayUU U UHGHOPMAYUOHHbIX cucmemM K Kamez2opuam bezonacHocmu, obecneynsaeT
PYKOBOACTBO peasin3aLumm rno BbINOJHEHUIO 3TOM paboTbl. Cm. Tabanuy 1 ans ceogkm Kateropwmin FIPS
199.

3.3 Bnageney cuctembl

B nnaHe 6e30MacHOCTU KaxKaoMn cucTembl A01KeH ObiTb onpeaenéH HasHavyeHHbIN Baagenel, CUCTEMbI.
ITOT YesIoBEK - KNkoUeBas ToYKa KoHTakTa (POC) ana cuctembl M OTBETCTBEHEH 33 KOOPAMHALUMIO paboT
YKM3HEHHOro UMKAa pa3paboTkm cuctem (SDLC), npuMeHUTENbHO K cucteme. BaxkHo, 4yTobbl 3TOT
YesioBEK MMEN COOTBETCTBYIOLLME 3HAHUA BO3MOXKHOCTEN U PYHKLMOHANbHOCTM cucTeMbl. HazHauveHune
B/1la4eNbLA CUCTEMbI 0MKHO ObITb 3aL0KYMEHTUPOBAHO B MMCbMEHHON Gpopme, 1 NAaH LOSIKEH
BK/IIOYATb CNEAYIOLLYO KOHTAKTHYO MHPOpMaLmIo:

o wA

e Jlo/mKHOCTb

e  AreHTCTBO

e Anpec

e Homep TenedoHa

e Azpec 3N1eKTPOHHOM NoYTbl
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NOTEHUWNA/IBHOE BO3AENCTBUE

Llenb 6e3onacHocTH

HU3KO

YMEPEHHO

BbICOKO

KoHghudeHyuanbHocmo

“CoxpaHeHne aBTOPU30BaAHHbIX
OrpaHUYeHuit Ha JOoCTyn U
packpbiTUe nHGopmaumu,
BK/I04AA CPeACTBa Mo 3aluTe
HeMNpPUKOCHOBEHHOCTMN YaCTHOW
YKU3HU U KOHOUAEHLMANBHON
MHpopmaumm ...”

[44 U.S.C. CLLA, Cexupma 3542]

HecaHKuMOHMpOBaHHOE
pasrnaweHune MHGopMaL MK, Kak
oxupaercs, byaeTt umetb
orpaHuYeHHoe oTpuuaTenbHoe
BO34eNCTBME Ha AeATEeNbHOCTb
OpraHn3aLmm, akTUBbI
opraHusauum uan naen.

HecaHKuMOHMpOBaHHOE
pasrnaweHune MHGopMaL MK, Kak
oxupaercs, byaeTt umetb
cepbe3Hoe oTpuuaTesibHoe
BO34eNCTBME Ha AeATEeNbHOCTb
OpraHn3aLmm, akTUBbI
opraHusauum uan naen.

HecaHKuMoHMpOBaHHOE
pasrnaweHune MHGopMaL MK, Kak
oxupaertcs, byaeTt umetb
TAXKenoe unm
KaTactpoduueckoe
oTpULATENbHOE BO3AENCTBUE Ha
0eATeNbHOCTb OpraHu3aumm,
aKTWBbI OpraHM3auum uam
noaen.

LlenocmHocme

“MpUHATME Mep NPOTUB
HecaHKLMOHMPOBAHHOM
MOAUPUKALMM MU Pa3pyLIEHUA
nMHbOopMaLmK, BKAOYan
rapaHTMpoBaHue
HeoTKa3yemocTu OT UHPOPMaLUM
M e€ ayTeHTUYHOCTH ...”

[44 U.S.C. CLLIA, Cekupna 3542]

HecaHKUMOHMPOBaHHas
moandUKaLma UK paspylleHue
MHOOPMaLMK, KaK OXKMaaeTcs,
6yAeT MMeTb OrpaHUYeHHoe
oTpULaTENbHOE BO3AENCTBUE Ha
0eATeNbHOCTb OpraHusaumm,
AKTWBbI OPraHU3aLum unm
noaen.

HecaHKUMOHMPOBaHHasn
moandUKaLma UK paspylieHue
MHOOPMaLMK, KaK OXKMaaeTcs,
byaeT UmeTb cepbesHoe
oTpuLaTeNbHOE BO3AENCTBME Ha
0eATeNbHOCTb OpraHu3aLumm,
AKTWBbI OPraHU3aLuu uam
noaen.

HecaHKUWMOHMPOBaHHas
moamndUKaLma UK paspylieHue
MHOOPMaLMK, KaK OXKMaaeTcs,
6yZAeT UMETb TAXKeN0e unmn
Katactpodpuueckoe
oTpULaTENbHOE BO3AENCTBUE Ha
[eaTeNbHOCTb OpraHu3aumm,
AKTWBbI OPraHU3aLun unm
noaen.

JAocmynHocme

“lapaHTMpoBaHue
CBOEBPEMEHHOr0 U HaZleXKHOro
[0CTyna K U UCTONb30BaHUA
MHpopmaumm ...”

[44 U.S.C. CLLA, Cekupna 3542]

MpekpalieHne focTyna K uam
MCMoNb30BaHNUA MHOPMALK
A HGOPMALMOHHOMN CUCTEMDI,
Kak oxugaetcs, byaer umetb
orpaHuyeHHoe oTpuLaTesibHoe
BO3/EeNCTBME Ha AeATeNbHOCTb
opraHu3aLmm, akTmsbl
opraH13aLmmn Unv noaein.

MpekpalieHne focTyna K unam
MCMoNb30BaHNUA MHOPMALMK
A HGOPMALMOHHOMN CUCTEMDI,
Kak oxugaetcs, byaer umetb
cepbesHoe oTpuLaTeNbHOe
BO3/EeNCTBME Ha AeATeNbHOCTb
opraHu3aLmm, akTmBbl
OpraH13aLmmn Unv noaen.

MpekpalieHne foctyna K unm
MCMoNb30BaHNUA MHOPMALUK
A HGOPMALMOHHOMN CUCTEMDI,
Kak oxugaetcs, byaer umetb
TAXENOoe N
KaTacTpodpuuyeckoe
oTpuuaTenbHoe Bo3aeicTane Ha
[eATeNbHOCTb OpPraHu3aLuy,
AKTMBbI OPraHMU3aLun Uamn
noaen.

Tabauua 1: KateropuposaHue no FIPS 199

3.4 CaHKUMOHMpYIOLLEee A0/KHOCTHOE INL0
B nnaHe obecneyeHna 6€30MNacCHOCTM CUCTEMbI KaXKa0M CUCTEMbI AOMXKHO ObITb ONpeaeneHo
CaHKUMOHMPYOLLLEE AOMKHOCTHOE INL0. ITOT YEeI0BEK - BbICLLEe AO/XKHOCTHOE /INLLO PYKOBOACTBA Y
KOro ecTb NO/IHOMOUYUSA NO CaHKLMOHUPOBAHUIO AeATeNbHOCTU (aTTecTauum) MHGOPMaLIMOHHOM CUCTEMBI
(rnaBHOro NPMNOXKEHUA UM CUCTEMBI 06LLEN NOAAEPIKKU) U NPUHATUIO OCTaTOYHOIO PUCKA, CBA3aHHOIO
€ cucteMoi. HasHayeHne CaHKLUMOHUPYIOLLEro A0/I}KHOCTHOTO /MLLA AONKHO ObITb B MUCbMEHHOM
dopme, 1 NNaH JOMKEH cogepKaTb KOHTaKTHYO MHPOPMaLMIO, KOTopas YKasaHa B pasgene 3.3.

3.5 [lpyrve KOHTaKTbl

JTOT pa3aen AO/IKEH COAEPHKATb MMA APYroro KAKYEBOrOo KOHTAKTHOMO NePCOHana, KOTOPoOMy MOFYT
a4pecoBaTbCA 3anNpocbl OTHOCUTE/IbHO XapaKTEPUCTUK U IKCNyaTaummn cuctemsl. [1na Kaxkaoro
4yenoBeKa, YKa3aHHOro B 3TOM pa3zaesie fo/KHa ObITb YKa3aHa Ta e camas MHPopmaLma, KoTopas
nepeyuncneHa s Pasgene 3.3.
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3.6 HasHaueHue OTBETCTBEHHOCTH 3a obecneyeHus 6esonacHocTu

B areHTcTBE A0/M1KHA ObITb ONpeaeneHa NepcoHa bHaA OTBETCTBEHHOCTb 3@ KaXKAYH CUCTEMY. DTO MOKET
6bITb BbINO/NIHEHO PA3HbIMM CNOCO6aMU. B HEKOTOPbIX areHTCTBaxX, 06LLLan OTBETCTBEHHOCTb MOKET HbITb
aenervpoBaHHasa SAISO. Yacto, SAISO nogaeprKmMBaeTca CTPYKTYPOM cOTpyAHUKOB Be3onacHocTy,
Ha3HAYeHHbIX HA KaXKAbli FNaBHbIA KOMMNOHEHT. 3TU COTPYAHMKM 6€30NaCHOCTM MOFYT UMETb CaHKLMU NO
onpeaeneHuto TpeboBaHMn 6e30MacHOCTM ANA BCEX CUCTEM B Npeaenax UX 4OMeEHA NOSHOMOYMINA.
[pyrve moaenn moryT cerMmeHTMPOBaTb 3Ty OTBETCTBEHHOCTb APpYrMMM cnocobamm, OCHOBaHHbIMM Ha
CTPYKType M OTBETCTBEHHOCTM areHTCTBa. 10 3TUM ntoaAM f0MKHa ObITb NPefOoCTaBNeHa Ta e caMasn
KOHTaKTHaa nHpopmaLma, KoTopaa ykasaHa B pasaene 3.3. OueHb BaXKHO TO, YTObbl 3Ta OTBETCTBEHHOCTb
6blna dopmannsoBaHa B MMCbMEHHON popme UAN B ONMUCAHUU LONKHOCTU COTPYAHMKA UAn
AenerMpoBaHa MemopaHayMOM.

3.7 dKcnNyaTauMOHHbI CTaTyC cUCTEMbI
YKasblBaeT oanH uav 6onee 13 cieayowmx aNa SKCNAyaTaLMOHHbIX CTaTyCOB cucTeMbl. Eciv BbiBpaH

b6onee uem OAUH CTaTyC, YKa3blBaeTCA, KakaA 4aCTb CUCTEMbI HaXOAMUTCA B KaXKAO0M CTaTycCe.

®  JKcnayamayus - cuctema AencTeyer.

® Paspabamesigaemcs - cUCTEMA NPOEKTMPYETCA, pa3pabaTbiBaeTCA AN peannsyeTcs.

e [lodsepeaemcs 3Ha4uMenbHol MoOUGUKAYUU - CUCTEMA NOABEPraeTcs 3HaUYMTEIbHOMY
npeobpasoBaHMIO UM PA3BUTUIO.

Ecnuv cuctema pa3pa6aTb|BaeTcs| U nogsepraerca 3HAYMTENIbHOM MOAI/Id)MKaLI,VIVI, npegoctaBaAaAeTcA
I/IHd)OpMaLI,I/IIO O MeTodax, NCNnoJsiblyembix 4yTOObI rapaHTNpOBaTb, YTO BK/IKOYEHbI COOTBETCTBYOLMNE
Tpe6OBaHMﬂ 6esonacHocTu. B COOTBETCTBYHOLWME pa3aesibl N1aHa BKAKOYAOTCA COOTBETCTBYOWME MepPbI
6e30MacHOCTU B 3aBUCMMOCTHM OT TOro, rae Cuctema HaxoauTca B XM3HEHHOM UUKne 6e3onacHoOCTH.

3.8 Tun UHPOPMALMOHHO cUCTEMDI

ITOT pasaen nnaHa yKasbIBaeT, ABAAETCA I CUCTEMA FNABHbIM NMPUIOXKEHUEM UM CUCTEMOW 00LWEen
noaaep»KKu. Ecim cuctema cogepuT BTOPOCTENEHHbIE MPUJIOXKEHWSA, ONULLNTE UX B pasgese njaHa
Obuiee onncaHne/HasHadyeHune. ECiv y areHTCTBa eCTb AOMO/HUTE/IbHbIE KaTEropumn TUMNOB
NHPOPMALMNOHHbBIX CUCTEM, USMEHUTE LWAB/IOH, YTODbI BKOYATL APYyrne KaTeropun.

3.9 O6wee onucaHne/Ha3HaueHune

CocTaBbTe KpaTKoe onucaHue (oauH - Tpu ab3aua) GpyHKUUI U HazHaYeHUsa cuctembl (Hanpumep,
3KOHOMMYECKMe NoKa3aTen, ceTeBas NOAAEPHKKA AN areHTCTBA, KOMMEPYECKU aHAIM3 JaHHbIX
nepenucu, NoAAepX*Ka Co34aHNA OTYETOB).

Ecnn cuctema ABAAeTCA cMcTeMol obuelt NnoaaepKku, NepedymncinTe Bce NpuioXKeHus,
noanepXmBaembie CUCTEMON 0bLLEN Nogaep:KKkK. Onpeaennte, ABAAETCA /N UIN HET MPUNOXKEHNE
IaBHbIM MPUIOKEHNEM, U BKAIOUUTE YHUKabHOE UMaA / naeHTudukaTop, rae npumeHnumo. Onuwmnrte
DYHKLUMIO KaXkaA0ro NPpuIoKeHus u obpabatbiBaemyto MHGOPMaLMIO. BKtoumTe CnMcok opraHmM3aumim
nosb3oBaTesiei, onpeaennte, ABAAIOTCA I OHU BHYTPEHHUMU UM BHELLHUMU K areHTCTBY Bade/blly
CUCTEMBbI.
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3.10 Cpepa cucrtembl

ObecneuynBaeT pestome (0AuMH - Tpy ab3aLa) 06LIEro onMcaHUsa TeXHUYECKOW cucTembl. BKatovaeT nobble
baKTOpbI Cpeabl MM TEXHUYECKME GaKTOPbI, KOTOPbIE NOBbILAOT CneunanbHble Npobaemsl
6€e30nNacHOCTM, TaKMe, KaK UCNONb30BaHME NEPCOHANbHBIX LMPPOBbIX CEKpeTapen, becnpoBogHbIX
TEXHONOIMI, 1 T.N. OBbIYHO, cpeapbl SKCMNYyaTaUMK ABAAIOTCA CAeAYOWNMMU:

ABTOHOMHbI AKX Manblit opuc / gomawHuii opuc (SOHO) onucbiBaeT HebobLIME,
HedopMabHble KOMMbIOTEPHbIE YCTAaHOBKM, KOTOPbIE UCMONb3YHOTCA 418 AOMALLIHUX UK BUsHec-
uenei. ABTOHOMHbIN 0dUC 0XBaTbIBAET MHOMKECTBO HEGONbLLMX Cpeq U YCTPOICTB, OT HOYTOYKOB,
MOBUABHBIX YCTPOMCTB AN AOMALLHUX KOMMNbIOTEPOB A0 CUCTEM, PAabOTAIOLWMX ANCTAHLMOHHO,
00 npegnpuaTuii manoro busHeca u HebonbLLMX GUAMANOB KOMMAHWIA.

ynpaBneHue unn I'Ipep,npvmme, KaK npaswuno, 60/1blLME CUCTEMbBI areHTCTBA C onpeaeneHHbiMmm,
OpPraHn30BaHHbIMMN KOMN/IEKTAMWM aNNapaTHbIX U NPOrpaMmMHbIX KOHd)MI’ypaLI,Mﬁ, 06bIYHO
cocToAlme 13 LLeHTPa1bHO ynpasaaemblX pa60Lu4x CTaHLI,Mﬁ 1 CcepBepos, 3alNLEHHbIX OT
MHTepHeTa meXKceTeBbIMUM IKPAHAMMN U APYTMMHN yCTpOﬁCTBaMM ceTeBoW 6besonacHoCTU.

Monb3oBaTenbCcKue cpeapl BKAOYAKOT CUCTEMDI, B KOTOprVI d)yHKLI,MOHa}'IbHOCTb N CTeneHb
6e3onacHoCTU He COOTBETCTBYIOT ApYyrnm cpegam. [1se TMNNYHbIX N0/1Ib30BaTeNbCKUX Cpeabl 3TO
Cneu,uanusupoaaHHaﬂ, orpaHn4yeHHasa 6e3onacHOCTbIO ¢yHKLI,MOHa.I'IbHOCTb n Hacnepacrso:

- CneumnanusnMpoBaHHas, orpaHMYeHHas 6e30nacHOCTbI0 GYHKUMOHANbHOCTL. Cpesa
CneunannsmMpoBaHHOM, OrpaHNYeHHOM 6e30MacHOCTbIO PYHKLMOHAABHOCTM BKKOYAET
CUCTEMbI U CETU C BbICOKMM PUCKOM aTaK WAK BO3AENCTBUIA Ha AaHHble, C 6@30MacHOCTbIO,
VMEIOLLLEN NPUOPUTET Hag PYHKLMOHANbHOCTLI0. OHa NpeaAnoaaraeT CMCTEMbI OFPaHUYEHHOW
WM cneuyann3npoBaHHOM (paboure CTaHUMK UK cUCTeMbl He 06LLEero HasHaYeHus)
GYHKUMOHANbHOCTU B cpeae, NOABEPKEHHOM 3HAUMTENbHBIM YIPO3aM, TaKMe KaK BHELHMIM
MEKCETEBOM 3KpaH nam nybanyHoii Web cepsep, nam yei KOHTEHT AaHHbIX UK
npeaHasHavyeHMe UMEIOT TaKOe 3HAYEHWE, YTO 3HAYUTE/IbHbIE KOMMPOMMCCHI B MO/b3Y
6e30MacHOCTM NepeBeLLNBAOT NOTEHLMANbHbIE OTPULATENbHbIE MOCNEACTBMA 418 APYIUX
NONE3HbIX CUCTEMHbBIX aTPUBYTOB, TaKMUX KaK yHACNeA0BaHHbIE MPUAOKEHNA UK
bYHKUMOHaIbHAsA COBMECTUMOCTb C Apyrumu cuctemamu. Cpeaa CneunannsmpoBaHHOMN,
orpaHuyYeHHoin 6e30nNacHOCTbIO PYHKLIMOHANIBHOCTM MOXKET ObITb NOAMHOMKECTBOM APYrol
cpeabl.

- HacnepcrBo. Cpena Hacneactsa coaeput bonee ctapble CUCTEMbI U NPUNOKEHNS,
KOTOpbl€ MOryT UCMOJ1Ib30BaTb Ho/iee cTapble, MeHee - 6e3onacHble KOMMYHMKaLMOHHbIE
MeXaH13Mbl. [Jpyrum malimHam, paboTalolmm B cpege Hacneacrsa, BO3MOXKHO,
HeobxoAMMbl MeHee orpaHMYeHHble YCTaHOBKM 6e30nacHOCTU A8 TOro, YToHbl OHM MOTIU
B3aMMOZENCTBOBATb C YHAC/1e40BaAHHbIMM CUCTEMAMM U NpunoxKeHmamu. Cpeaa Hacneacrsa
MOXKET BbITb MOAMHOXECTBOM aBTOHOMHOI MAM yNpaBasemoii cpeapl.

16

[na nogpobHoro ob6bacHeHUa cuctemHbix cpeg, cm. NIST CneumanbHana Nybavkauma 800-70, [lpoepamma KOHMPOAbHbIX
CMUCKO8 KOHguz2ypayuu besonacHocmu 015 npodykmoe UT - Pyko8odcmeo o KOHMPOAbHbIM CIUCKAM 0415
nose3osamesneli u pa3pPabomM4uKos.
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3.11 Bsaumoces3sb cuctem/ CoBmecTHoe Mcnonb3osaHue nHdopmaumm

B3anmocsasb cuctem npeactasaset coboi npamyto ceAsb ABYX MK BonbLlie IT-cuctem AN COBMECTHOIro
NCMNoOb30BaHNA MHPOPMALMOHHBIX PecypcoB. B3aumocsA3b cUCTEM, EC/IM OHA He 3aLMLLeHa
COOTBETCTBYIOLLMM 06Pa3om, MOXKET UMETb Pe3yIbTaT B KOMNPOMETALLMKN BCEX COEAMHEHHbIX CUCTEM U
OaHHbIX, KOTOPble OHWU XPaHAT, 0bpabaTbiBaloT MM NepesatoT. BaxkHO, 4TOObI BAaAEebLbl CUCTEM,
BnafenbLbl MHOOPMaLMM U PYKOBOACTBO NOMYUUIN KaK MOXKHO 6oblie MHPOPMALIMM OTHOCUTENBHO
YA3BMMOCTEN, CBA3AHHbIX C B3aMMOCBA3AMM CUCTEM U COBMECTHbIM MCMNO/Ib30BaHMEM MHbOPMaL MK, ITO
Ba*KHO A/1A BbI6Opa COOTBETCTBYHOLMX Mep Be3onacHOCTH, Tpebyembix YTOObl CMAMYUTL 3TU YA3BUMOCTH.
CornaweHue o 6e3onacHocTM B3anmocsaAsm (ISA), MemopaHaym o B3aumonoHumaHumu (MOU) nnam
MemopaHaym o cornaweHnn (MOA) HeobxoaMMbl MeXAyY CMCTEMaMU (HE OTHOCUTCA K B3aMMOCBSI3U
MexKay pabounmmm cTaHumAMIK/paboyrmm CTonaMm AN CUCTEMAMM, K KOTOPbIM MOAYYaloT Ny6ANYHbIN
[OCTyn) rae umetoTcsa obLwme AaHHbIe, KOTOpble NPUHAAAEKAT UM YNPABAAIOTCA Pa3IUYHbIMMI
opraHusaumnamu. IS He Tpebyetca AnA BHYTPEHHUX CUCTEM areHTCTBA, eC/IN areHTCTBO PYKOBOACTBYETCA U
NPOBOAUT B KU3Hb TBEPAbIN MKUSHEHHbIN LKA pa3paboTKu cuctem, KOTopbl TpebyeT
CaHKLMOHMPOBaHUA U 040bpeHns obecneyeHua cornacus c TpebosaHnamm 6esonacHocTu. Ans
OONONHUTENbHON MHbOpMaLMKM O B3aumocsaAsax, cm. NIST SP 800-47, Pykosodcmeo o obecneyeHuro
6e3onacHocmu 014 83aumodelicmesyrowux cucmem UHBOPMAYUOHHbBIX MeXHO02u.

B atom pasgene, gna Kaxcooli e3aumocessu mexay cuctemamMmm, KotTopble NpuHagnexXat naun
ynpaBaATCA Pa3/IM4YHbIMU OPraHn3aunamu, npeaocCrtaBnAaeTca cnegyroulan MH(I)OpMaLl,MH OTHOCUTENIbHO
CaHKUMOHMPOBAHUA ANA coeanHeHunAa C Apyrmumm cuctemamm naun obmeHa MHd)OpMaLI,Meﬁ:

HasBaHue cuctemsl;

OpraHusaums;

Tun B3anmocsaAsu (MHTepHeT, KommyTupyemblit aoctyn, 1 1.4.);
CaHKUMOHMpOoBaHMe ana B3aumocsasu (MOU/MOA, ISA);

[aTa cornawenus;

Kateropwun no FIPS 199;

CraTyc cepTdUMKaumm 1 aTTecTaumm CUCTEM; U

MmA 1 ONKHOCTb CAaHKLMOHWUPYIOLLLETO A0KHOCTHOIO Anua (nuu).

[NA areHTCTB C MHOTOYMUCAEHHBIMW B3aMMOCBA3AMM, XOPOLUMM CNOCOBOM NPEACTaBUTb MHPOPMALLMIO
MOXKeT bbITb popmaT Tabanubl, cogeprKallen BbilleynomMaHyTYo MHGopmaumio.

3.12 3aKOHbI, HOPMaTUBHbIE aKTbl U NOIMTUKU, BAUAIOLLIME HA CUCTEMDI

MepeyeHb obbIX 33KOHOB, HOPMATUBHbIX aKTOB W/ MOJIMTUK, KOTOPbIE YCTaHAB/IMBAIOT KOHKPETHbIE
TpeboBaHMA A1 KOHOUAEHLMANBHOCTH, LLeJIOCTHOCTU MW JOCTYNMHOCTM CUCTEMbBI U MHGOPMALLMMY,
XpaHMMOM, nepesaBaemoi uam obpabaTtbiBaemoit cuctemont. Obwme TpeboBaHMA 6e3onacHoOCTU
areHTCTBA He HY)KAAITCA B MePeYNC/IEHUN, TaK KaK OHWU ONpeaenatoT yKasaHusa no 6e3onacHocTu ans
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Bcex cuctem. Kaxaoe areHTCTBO JOMKHO YCTaHOBUTb YPOBEHb 3aKOHOB, HOPMATUBHbIX aKTOB U NOJUTUK
019 BK/IOYEHUA B NaH obecneyeHns 6esonacHOCTU cuctem. MNprmepamm MOryT CYXKUTb 3aKOH O
HEMPMKOCHOBEHHOCTMU YaCTHOM M3HM OoT 1974 roaa UAn KOHKPETHbIM 3aKOHOA4ATEIbHbIN MK
HOPMaTMBHbIN aKT Kacatolminca obpabaTtbiBaemoit MHGOpPMaLUK (Hanpumep, HaIoroBon MHGOpPMaLUK
nnn nHpopmauma nepenucu). Ecnm obpabatbiBaemble CUCTEMOM CBEAEHMA NOAUYMHEHDI 3aKOHY O
HENPUKOCHOBEHHOCTU YaCTHOM KMU3HW, BKIOYaNTe CBEAEHMA O KOIMYECTBE U Ha3BaHMAX CUCTEMbI(M),
NOAYMHEHHbIX 3aKOHY O HEMPUKOCHOBEHHOCTU YaCTHOM KM3HU, U UCNOJIb30BAHUKN cUCTEMBbI(M) AnA
COOTBETCTBYHOLLMX BbIMUCAUTENbHBIX PaboT.

3.13 Bbi6op mep 6e3onacHocTH

Mpyn noAroToBKe K AOKYMEHTUPOBAHMIO TOFO, Kak mepbl 6be3onacHocTn NIST SP 800-53 ana npyumMeHUMbIX
6a30Bbix HA6OpPOB Mep 6E30NaCHOCTM (HU3KMUX - YMEPEHHbIX - N BbICOKMX BO34EWCTBUI Ha
MHPOPMAUMOHHbBIE CUCTEMbI) PEaNIN30BaHbl AN NAAHMPYIOTCA ObITb PeasIN30BaHHbIMM, MepPbI
6e3onacHOCTH, coepkaBunecs B 6a3oBbix Habopax, fOMKHbI ObITb MEePEeCMOTPEHbBI U BO3MOXKHO
afanTupoBaHbl. [1na onpeaeneHna NpUMMeEHMMOCTM UAK aAanTauumn OTAeNbHbIX Mep 6€30MacHOCTMH,
[O0J/I}KHO UCNOIb30BaTbCA PYKOBOACTBA MO YYETY 06BbEKTOBbIX 0COBEHHOCTEN, 310XKeHHOoe B Paspene
2.5.1. lononHUTeNbHO, AONXKHbI ObITb ONpeaeneHbl U 3aTemM 3a,0KYMEHTUPOBAHbI B NAaH Mepbl
6€e30MacHOCTH, KOTOpPble ABAAIOTCA 0OLWMMM ANA MHOFUX CUCTEM UM O/1A BCEro areHTcTBa. CmoTtpute
Paspen 2.5.3 ans pykoBoACTBa O TOM, Kak obLime mepbl 6€30MacHOCTU A0NXKHbI BbITb ONpeaeneHsl,
3340KYMEHTUPOBaHbI U KOOPAMHMPOBATbLCA. [poLecc BbI6Opa COOTBETCTBYOLWMX Mep 6e30MacHOCTH 1
NPUMeEHEHNA PYKOBOACTB N0 YY4ETY 06beKTOBbIX 0COBEHHOCTEN, YTObObI AOCTUTHYTb d0eK8amHoU
6esonacHocmu’’, ABNAETCA MHOroacneKTHbIM, 6asupyemble Ha prcke paboTbl, MCNOb3YIOLME
yNpaBAeHYEeCKUI W IKCNNYaTaLMOHHbIN NepCcoOHaN areHTCTBa, A0/KHbI OblTb NPOBeAeHbl NpeXae, Yem
YyacTb mep 6e30MacHOCTM BKAOYEHA B NAAH.

—  [OnAa MHOOPMALMOHHbIX CUCTEM HU3K020 8030elicmaus areHTCTBO, KaK MUHUMYM, AOIXKHO
MCNONb30BaTb Mepbl 6e3onacHOCTU HU3KOro 6a3oBoro Habopa mep 6e3onacHocTH,
onpegeneHHoro B NIST SP 800-53, 1 A0/1XKHO rapaHTUPOBaTb, YTO MMHUMa/bHbIE TPeboBaHUSA
[0BepUsA, CBA3AHHbIE C HU3KMM Ha30BbIM Habopom mep, YA0BNETBOPEHDI.

—  Ana nHGOPMaLMOHHbBIX CUCTEM YyMepeHHO20 8030elicmeusA areHTCTBO, KaK MUHUMYM, LOIKHO
MCM0ab30BaTb Mepbl 6e30NacHOCTM ymepeHHoro 6a3oBoro Habopa mep 6e3onacHoOCTH,
onpegeneHHoro B NIST SP 800-53, 1 f0/1XKHO rapaHTUPOBaTb, YUTO MUHUMA/bHbIE TPeboBaHUSA
[0Bepus, CBA3AHHbIE C yMepeHHbIM 6a30BbiM HABOPOM Mep, YA0BAETBOPEHDI.

—  Ana nHGoOpMaLMOHHbBIX CUCTEM 8bICOKO20 8030€elicmauUsA areHTCTBO, KaK MUHUMYM, JONIKHO
MCNonb30BaTb Mepbl 6€30NacHOCTM BbICOKOro 6a3oBoro Habopa mep 6e3onacHoOCTH,
onpegeneHHoro B NIST SP 800-53, 1 f0/1XKHO rapaHTUPOBaTb, YUTO MUMHUMAa/bHbIE TPeboBaHUSA
[0BepUs, CBA3AHHbIE C BbICOKMM 6a30BbIM HABOPOM Mep, YA0BNETBOPEHDI.

3.14 MuHMmanbHble Mmepbl 6e30MacHOCTU

Mocne Toro, Kak mepbl 6e30MacHOCTU BbibpaHbl, a4anTMPOBaHbI U onpeaesieHbl 06Llme mepbl
6e30MacHOCTK, ONMUCbIBAETCA KarKaan mepa 6esonacHocTn. OnucaHne A0NXKHO coaepsKaTtb: 1) 3aronosok
mMepbl 6e3onacHocTH; 2) Kak mepa 6e30nacHOCTU peannsyeTca UK Kak naaHnpyeTca bbiTb

v ) Unpkynap A-130, Mpunoxkenue Il MuHucTepcta ynpasnexus n 6iogxeta (OMB), onpeaenseTt agekBaTHyt0 6€30nacHOCTb Kak

6e30MacHOCTb, COPa3MepPHYHO C PUCKOM 1 BEIMUYMHOI Bpeaa, CedyoLLero U3 noTepu, HenpaBuAbLHOro ynotpebaeHus, nam
HeCcaHKLMOHUPOBAHHOIO AOCTyNa K UAn moaudukaumm nuHdopmaumm.
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peann3oBaHHOM; 3) pyKOBOACTBA MO YYETY 06 BEKTOBLIX 0COBEHHOCTEN, KOTOPOE 6bII0 NPUMEHEHO U
KaKol BMA, pacCMOTPEHMS; U 4) yKasaHue, ABNAETCA I Mepa 6e3onacHoCTM obLiet mepoi 6e3onacHoCTH
M KTO OTBETCTBEHEH 33 ee peasnnsauyio.

Y mep 6e3onacHocTuM B KaTasnore mep 6esonacHocTu (NIST SP 800-53, MpunoxkeHue F) ecTb YeTKO
onpeaeneHHas opraHM3auma U CTPyKTypa. 14 NpocToTbl MCNO/Ib30BaHMA B NpoLecce Bbibopa u
cneundmkaumm mep 6esonacHocTH, mepbl 6e30MacHOCTM OPraHM30BaHbI B KAaccbl M cemeiicTea. EcTb Tpu
06LUMX Knacca mep 6€30MacHOCTM (TO ecTb, yNpaBaeHYecKue, SKCM/yaTalMOHHbIe, U TexHUYecKkne ™).
Kaxkpoe cemeincTBo coaepuT mepbl 6€30MacHOCTH, CBA3aHHble ¢ GyHKUMel 6e3onacHOCTM ceMelicTBa.
CTaHOapTU3NPOBAHHbIN, ABYXCUMBO/IbHbIA AEHTMOMKATOP NpeaHa3HayvYeH A1A O4HO3HAYHOTO
onpeaeneHnn Kaxkaoro cemeiictea mep 6esonacHoctn. Tabanua 2 cymmupyeT Knaccbl U ceMencTBa B
KaTasiore mepbl 6€30MacHOCTU U COOTBETCTBYOLIME NAEHTUDUKATOPLI CEMENACTB.

K/NACC CEMEMCTBO WOAEHTUDPUKATOP
YnpasneH4yeckue OueHKa pucKa RA
YnpasneHyeckune MnhaHnposaHue PL
YnpasneHyeckune 3aKynKu cucTem 1 cepsmcoB SA
YnpasneHyeckune ATTEeCTauMOHHbIe UCNbITAHUA, aTTeCTaLMA N OLEHKa CA

6e3onacHocTn

JKcnnyaTaumoHHble be3sonacHocTb NepcoHana PS
JKcnnyaTaumoHHble dusnyeckan 3alWMTa U 3aLLMTa OKPYXKEHNA PE
JKcnayaTaunmoHHble MnaHnpoBaHWe AeNCTBUI B Ype3BblYaliHbIX CUTYaLMAX CcP
JKcnayaTaunmoHHble YnpasneHue KoHoUrypaumen CcM
JKcnayaTaunoHHble MNopaepka MA
JKcnayaTaunmoHHble LlenocTHOCTb cucTem 1 MHPopmaLmn Sl
JKcnnyaTaumoHHble 3awwTa HocuTenen MP
JKcnnyaTaumoHHble PearnpoBaHue Ha MHUMAEHTbI IR
JKcnnyaTaumoHHble OcBoeHMe 1 NoAroToBKa AT
TexHuyeckune NaeHTMdUKaLmMA u ayTeHTUdUKauma 1A
TexHunyeckune KoHTponb goctyna AC
TexHunyeckune AyauT N NOAKOHTPONbHOCTb AU
TexHuyeckmne 3alumTa cucTeEM U KOMMYHUKALLUIA SC

Tabnuua 2: Knaccbl, cemeiictBa u ugeHtTuduKaTopbl mep 6e3onacHocTu

HasBaHusA KiaccoB mep 6e30nacHOCTH (TO ecTb, ynpaBieHYecKne, SKCNIyaTauMOHHbIE U TEXHUYECKUE),
onpeaeneHbl HUXKe ANA pasbACHEHMA NPU NOAroTOBKe NAaHoB obecneyeHna 6€30NacHOCTU CUCTEM.
YnpaeneHyeckue mepbl 6€30n1acHOCMU COCPea0TaunBatoTCA Ha ynpaBaeHum MHGOpPMaLMOHHOM
CUCTEMOW U YNPaBAEHUM PUCKOM AR CUCTEMBI. ITO TEXHONOMMU U MHTEPECHI, KOTOPble 06bIYHO
OTHOCATCA K YNpaBAeHUI0. IKCNAYyamayuoHHble Mepbl 6@30NacHOCMU OTHOCATCA K MeTo4am

'8 Cemeiictea mepbl 6e3onacHocTy B NIST SP 800-53 cBfizaHbl C O4HUM M3 TPEX KNaccoB mep 6e30nacHOCTM (To ecTb,
ynpaBieHYecKne, 3KCryaTaLlMoHHbIE, TEXHUYECKKe). CemelicTBa CBA3bIBAOT C COOTBETCTBYHOLMMM KACCaMM OCHOBBIBAACH Ha
AOMUHUPYIOLLMX XapaKTepucTuKax mep 6e30nacHoCcTU B 3TUX cemeitcTBax. MHorne mepbl 6€30nacHOCTU, O HAKO, MOTYT 6bITb
JIOrMYecKm cBA3aHbl ¢ bonee yem oaHMM Knaccom. Hanpumep, mepa CP 1, nosnTuKa 1 npoLeaypbl KOHTPONA U3 ceMeicTBa
MnaHnpoBaHWe AeiNcTBMI B UpesBblyaiHbIx cuTyaumax (Contingency Planning), ykasaHa KaK aKcniyaTalMoOHHas mepa
6e30MacHOCTH, HO KPOME TOFO UMEET XapaKTEPUCTUKM, KOTOPbIE TaKXKe HEMPOTUBOPEUMBDI C yNpaB/ieHMemM 6€30NacHOCTbIO.
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6e30MacHOCTH, COCPEAOTOYEHHBIM Ha MEXAaHU3MAX, PeasiM3yembiX U BbIMOJHAEMBIX, NPEXKAE BCErO,
MoabMu (B MPOTUBOMO/OMKHOCTb CUCTEMAM). DTN Mepbl 6e30MaCHOCTN NPUMEHSAIOTCA AR TOro, YTO6bI
yNy4wmnTb 6€30NacHOCTb onpeaeneHHon cuctemsl (MM rpynnbl cuctem). OHM YacTo TpebyroT
TEXHUYECKOW UM CNEeLMann3npoBaHHON KOMNETEHTHOCTM M YaCTO NOAratoTcs Ha yrnpaB/ieHYeckue
[AeNCTBMSA, a TaK e Ha TexHUYeckme mepbl besonacHocTn. TexHuyecKue mepol 6esonacHocmu
cocpenoTauMBaloTca Ha Mepax 6e30MacHOCTM, KOTOPbIE BbIMNOJHAET KOMMbIOTEPHan cuctema. Mepbl
6e3onacHOCTM MOryT 06ecneynTb aBTOMaTU3MPOBAHHYIO 3aLLUTY OT HECAHKLUMOHUPOBAHHOIO A40CTyNa
WM HENPaBUIbHOMO MCNO/b30BaHMA, 061erunTb 0BHapyKeHNe HapyLIEHMIA 3aWNTbI U NoaAepKaTb
TpeboBaHMA 6€30MNacCHOCTU AN NPUNONKEHNIA U AAHHBIX.

3.15 [laTtbl 3aBepLIEHUA U CAHKLMOHUPOBaHUA

JonxHa 6bITb onpeseneHa AaTa OKOHYaHUA NaaHa obecneyeHma 6e30nacHOCTM cucTemsl. [JaTa
OKOHYaHUA AO/MKHA YTOUHATLCA BCAKMIA pa3, KOrAa naaH nepmoanyecky nepecmaTpusaeTca u
obHoBnsAeTca. Korga cuctema obHoBAsieTcs, A0KeH BbiTb A06aBaeH HoMep Bepcun. MnaH obecneyeHnn
6€30NacHOCTM CUCTEMDI AO/IKEH TAKMKE COAEPKaTb AaTy OPULMANbHOTO CAaHKLMOHNPOBAHMA NN
04,006peHuns NaaHa HasHa4YeHHbIM OpraHom o406peHuA. [LJoKymeHTauma 0400peHus, To eCTb, JOKYMEHT
Mo aTrecTaumm, MEMOPaHAYM 0A00peHNs, AOMKHA HAXOANUTLCA B AeNe UM bbITb NpUCOeaNHEHA KaK
YyacTb NJaHa.

3.16 Tekywan nogaep:KKa naaHa obecneueHuns 6e3onNacHOCTU CUCTEMDI

MnaH obecneyeHns 6e30MacHOCTU MHGOPMALIMOHHOW CUCTEMbI Pa3pabaTbiBAeTCA O4HAMKAbI, BAXKHO
nepuoanYecKkm oLLeHNBaTb NJIaH, paccMaTpuBas Ntobble M3MeHeHUA B CcTaTyce, GYHKLMOHANIBHOCTH,
NPOEeKTe U T.A. CUCTEMbI, U TAPAHTUPOBATD, YTO M1aH NPOAO/INKAET COAEPKATb KOPPEKTHYIO MHPOPMaLLMIO
0 cucteme. ITa JOKYMEHTALUMA U ee KOPPEKTHOCTb ABAAIOTCA KPUTUHECKUMM AN AeACTBUI NO
aTTeCTaLMOHHbIM UCNbITAHMAM CUCTEMbI. Bce NiaHbl 40MKHbI BbITb NEpecMaTPUBaTLCA M 0BHOBAATLCS,
KaK COOTBETCTBYIOLLE, MO KpaHel mepe, exxerogHo. HeKoTopbiMKM COBLITUAMM, KOTOPbIE BKNHOYAIOTCA B
NepecmoTp, ABNAIOTCA:

e /I3meHeHMe BnagenbLa MHGOPMaLIMOHHOW CUCTEMbI;

e /I3meHeHMe npeAacTaBMTENA NO UHPOPMALIMOHHOM
be3onacHocTy;

e  /I3meHeHMe B apXMTEKType CUCTEMbI;

e /I3MeHeHue B cTaTyce CUCTEMbI;

e [lononHeHua/yaaneHns B3aMMoCBA3EN CUCTEMbI;

e  /I3MeHeHue B PacnoIOKeHUN CUCTEMBI;

e  M3MeHeHMe CaHKLMOHUPYIOLLLErO AONKHOCTHOMO ANLA; U

e M3MeHeHue cTaTyca aTTecTalMOHHbIX UCMbITaHWUIA U
aTrecTauumu.
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MNpunoxeHue A: Tunosoii WabnoH nnaHa obecneyeHnsa 6e3onacHOCTU MHPOPMALMOHHOM
CUCTEMDI

Cneaytowmin obpasey, npusegeH TOJIbKO Kak npumep. AreHTcTBa MoryT 6biTb MCNO/1b30BaATb Apyrue
dopmaTbl 1 BbIBUPATbL UX AN MOANDUKALUK, YTOBbI YCTPAHUTb N1t0bble UMetoLMeca HeJOCTaTKMY,
OCHOBbIBAACb Ha 3TOM pyKoBoacTBe. OH He siBAaeTca obasaTesbHbiM GOPMATOM; eCTb MOHUMaHME TOoro,
YTO MHOTMeE areHTCTBa M NOCTABLLMKN ycayr MHGOPMaLMOHHOM 6e30MacHOCTM, MOTyT pa3pabaTbiBaTh U
peann30BbIBaTb Pas3/IMYHbIE NOAXOAbl ANA Pa3pPaboTKKM U NpeacTaBAeHUs NaaHa obecneyeHus
6e30nacHOCTM MHGOPMALMOHHOM CUCTEMBI, YTOObI YA0BAETBOPUTL MX COBCTBEHHBLIM NOTPEOHOCTAM B
rmbKocTu.
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LLabnoH nnaHa obecneyeHna 6e3onacHOCTM MHGOPMALMOHHOWN CUCTEMDI

1. HassaHue/HanmeHoBaHune MHGOPMALMOHHOK CUCTEMDI:

®  YHUWKaNbHbIN NOEHTUPUKATOP M HAa3BaHME, AAHHbIE CUCTEME.
2. Kateropua MHGOpMaLMOHHOM CUCTEMDI:

e Onpeaennte COOTBETCTBYIOLWYIO KaTeroputo ns FIPS 199.

HU3KO I I YMEPEHHO BbICOKO I

3. Bnageneu, UHPoOpmaLMOHHOM cucTeMbl:

o  MmA, AONKHOCTb, areHTCTBO, agpec, agpec 3J'IEKTp0HHOI\;1 no4Tbl N HOMEP Tened>0Ha 4ye/si0BEKa,
KOTOprVI ABNAETCA BNlage/ibLemM CUCTEMbI.

4. CaHKUMOHMpYloLee A0NKHOCTHOE NL0:

e /IMmA, AOMKHOCTb, areHTCTBO, aApec, aApec 3/IEKTPOHHOM MoYTbl U HOMep TenedoHa Auua u3
BbICLLETO PYKOBOACTBA, ODULUMANABHO OMNPeAeNEHHOr0 Kak CaHKLMOHMPYHOLWEE A0/MKHOCTHOE
nuo.

5. [ipyrue KOHTaKTbl:

e [lepeuncnure Apyrux BeaylMx CNeumasnctos, eCnm MMEIOTCA; BKAKOYaA UX UMSA, agpec, aapec
3NEKTPOHHOM NoYTbl U HoMmep TenedoHa.

6. Ha3HaueHHbIl OTBETCTBEHHbIN 3a 06ecnevyeHne 6e3onacHOCTU:
e /msA, AO/MKHOCTb, agpec, aapec 31eKTPOHHOW MoyTbl U HOMep TenedoHa YenoBeKa, KOTOpPbIN
ABNAETCA OTBETCTBEHHbIM 33 6e30MacHOCTb CUCTEMBbI.

7. dKcnayaTaLMOHHbIN CTaTyc UHGOPMaLMOHHOM CUCTEMDI:

o YKaxuTe Ha 3KCI’IJ'IY3T3LI,VIOHHbIﬁ CTaTyC CUCTEMDI. Ecau Bbl6paH bonee uem OoAuUH CTaTycC,
onnuwnTe Kakaa 4aCtb CUCTEMbI HaXO0AUTCA NOoA KaXXAblM CTaTyCOM.

dKcnayatauma B paspaboTke 3HauuTenbHan
moaudukauma

8. Tun nHpopmaLMOHHOM cUCTEMDbI:

e YKauTe, ABNAETCA NN CUCTEMA [N1aBHbIM MPUIOKEHUEM UM CUCTEMON 06LLEN NoaaepKKu.
Ecnn cuctema coaepuUT He3HauUTe IbHbIE NPUIOXKEHUs, nepeuncante nx B Pasgene 9. Obuiee
CuctemHoe OnucaHvne/HasHayeHwe.

FnaBHOe npuaoxeHue Cucrtema obuieii
nogaepXKu
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9. O6Lwwee onncaHue /HazHaYeHMe CUCTEMbI

e  Onuwwute d)yHKLI,MIO NUNIN Ha3Ha4YeHne CUCTembl U MHd)OpMaLI,MOHHbIX npoueccos.

10. Cpepa cucrembl

o [lpuBeauTe obuiee onMcaHME TEXHUYECKOM cucTembl. BKatouyaliTe OCHOBHble annapaTHble
CpeacTBa, NporpammHoe obecneyeHve n 060py0BaHME CBA3MN.
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11. Bsaumoceasu cuctembl /CoBMecTHOE UCNo/ib3oBaHMe MHGOpMaLun

e e [lepeyncnute B3aMMOAENCTBYOLWME CUCTEMBI U MAEHTUUKATOPBI CUCTEM (€CIN MPUMEHUMO),
npuseguTe UMA CUCTEMbI, OPraHM3aunKn, TUN CUCTEMbI (F1aBHOE MPUAONKEHME WU CUCTEMA
obLen Noaaep KK), YKaxnTe, coaepskartca nu B nepevHe ISA/MOU/MOA, aaty cornawieHms o
B3aumogencreum, Kateroputo FIPS 199, ctatyc C&A U MMA CaHKLMOHMPYIOLLErO A0/IXKHOCTHOIO

mua.
HassaHue| OpraHuszauma | Twun CornaweHwue Jata | Kareropwua| Cratyc | CaHKUMOHMpYtOLLEee
cUCTeMbI (ISA/MOU/MOA) FIPS199 | C&A | AOAMKHOCTHOE INLO

12. NpymeHnmble 3akoHbl/HopmaTusHbie goKYMeHTbI/MoAnTUKK

° I'IepeqmchTe Nobble  3aKOHbl UK HOPMaATuBHbIE AOOKYMEHTbI, KOTOpPbl€ YCTaHaB/IMBAOT
KOHKpPETHbIE Tp86OBaHVIFI AanA KOHd)VIAeHLI,VIaI'IbHOCTVI, LEeNOoCTHOCTN UAn AOCTYNMHOCTU OaHHbIX B
cncrteme.

13. MuMHMManbHble mepbl 6e3onacHoCcTU

BbibepuTe COOTBETCTBYIOLMIA MUHUMA/IbHBIM 6a30Bblii Habop mep 6e3onacHOCTU (HU3KOoEe - yMepeHHoe
- Bbicokoe Bo3aeincTane) ns NIST SP 800-53, 3aTem obecneybTe NoOJIHOE ONUCaHNE TOTO, KaK Bce
MWHUMa/IbHble Mepbl 6e30NacHOCTM B NpMeHMMom 6a3oBom Habope peanmsyroTca AU NAAHUPYIOTCS
6bITb peanrM3oBaHHbIMKU. OnNMcaHue AOMKHO coaepyKaTb: 1) 3aroIoBOK Mepbl 6e30NacHOCTH; 2) Kak
Mmepa 6e3onacHOCTU peanusyeTca Uam NaaHnpyeTca bbiTb peannsoBaHHOM; 3) Nloboe PykoBoAacTBo No
YUYETY 06BbEeKTOBbIX 0COBEHHOCTEN, KOTOpOoe BbiNI0 NPUMEHEHO M A5 KAKOro TUNa PacCMOTPeHUsA; U 4)
YKaxuTe, ABNsSeTCa M mepa 6e30nacHoCTM obLiei mepoit 6e€30MacHOCTU U KTO OTBETCTBEHEH 3a eé
peanunsauumio.

14. lata 3aBeplueHns naaHa obecneyeHna 6e3onacHOCTU MHPOPMALMOHHOWU CUCTEMDI:

e Bsepute AaTy 3aBepLleHnNA nNaaHa.

15. lata caHKLUMOHUPOBaHMA NNaHa obecneyeHnA 6e30NacHOCTM MHGOPMALMOHHOM CUCTEMDI:

e Beepute AaTy, Korga njaaH obecneyeHuns 6esonacHOCTN cucTembl Hbin O,CI,OGpEH, N YKaXXute, eCaiu
AOKYMEHTaUMA NO CaHKUMOHNUPOBAHUIO NPUIOXKEHA K NJ1IaHYy W1 HaXo4UuTCA B aene.
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Mpunoxxenue B: Moccapui

OBLUME TEPMWHbBI U ONPEAENEHNA

Accreditation
ATtTectauus
[NIST SP 800-37]

Accreditation Boundary
MpaHWUa aTTecTaumnm
[NIST SP 800-37]

Accrediting Authority
OpraH atrecTauum

Adequate Security
ApeksaTHaA besonacHocTb
[Unprynsap OMB A-130,
Mpunoxenue ll1]

Agency

AreHTCTBO

Authentication
AyTeHTUdUKauma

Authenticity
AyTEHTUYHOCTb

Authorize Processing
CaHKUMOHNPOBaHNE 06paboTKu

Authorizing Official
CaHKUWOoHUpytoLLee
[AO/IKHOCTHOE N1LO
[NIST SP 800-37]

Availability
JocTtynHocTb
[44 U.S.C., Sec. 3542]

OduumanbHoe ynpaBneHYecKoe peLleHne, NPUHMMaeMOoe BbiCLIMM
[OONIKHOCTHBIM JIMLLOM areHTCTBa A1 TOro, YTobbl paspeLmnTb
aKCNAyaTaumMio MHPOPMALMOHHOM CUCTEMbBI U ABHO NMPUHATDL PUCK B
OTHOLUEHUM AeATeNbHOCTU areHTCTBa (BKAoYas npeaHasHayYeHue,
bYHKUMN, UMUK MW PeNyTaLMIO), akTUBOB areHTCTBa, Nt0Aen, Apyrux
opraHusaumit u Hauumn, ocHoBaHHOE Ha peanm3aLlmnmn CornacoBaHHOro
Habop mep besonacHOCTM.

Bce KomnoHeEHTbI HPOPMALIMOHHOM CUCTEMBI, KOTOPAsA aTTeCTOBaHa
CaHKLUMOHMPYIOWMM AOIKHOCTHBIM JIMLLOM, UCKNKOYAA OTAE/IbHO
CaHKLMOHMPOBAHHbIE CUCTEMbI, C KOTOPbIMW COeAMHEHA
UHbOpPMaLMOHHas cuctema. CUHOHMM C TEPMUHOM NepuMeTp
6e3onacHoCcTK, onpeaeneHHbiM B MHcTpyKumm CNSS 4009 1 DCID 6/3.

CMm. CaHKYUOHUpYoujee 00X HOCMHOEe AUY0

BesonacHoCTb, copasmepHasn ¢ PUCKOM U BEANUYMHOW BPeAa, CAeayoLMM
U3 NoTepu, HENPABUABbHOTO YNOTPEBAEHUS AN HECAHKLMOHMPOBAHHOIO
[0CTyna K uav moandukauum nHdbopmaumu.

Cmwm. UcnonHumenobHoe azeHMcmeo.

MpoBepKa naeHTUOMKALMOHHbIX SAaHHbIX NOJ/b30BaTe/IA, Npouecca Uan
YCTpOIiCTBa, 0ObIMHO KaK Npeanocblika K NpeaocTaBNeHnto 40CTyna K
pecypcam B MHPOPMALMOHHOM cucTeMe.

CBolicTBO, onpeaensaiolLee NogJMHHOCTb U BO3MOXHOCTb MPOBEPATL U
[,0BEpPATb; YBEPEHHOCTb B 3aKOHHOCTU Nepenayn, coobLeHns namn aBTopa
coobuweHuns. Cm. AymeHmugukayus.

Cm. Ammecmauyus.

[onKHOCTHOE ML € NosIHOMOo4YMEM Mo GOpMaibHOMY NMPUHATUIO Ha
cebAa OTBETCTBEHHOCTM 33 3KCM/yaTaLMIO UHGOPMALLMOHHOM CUCTEMBI HA
A0MYyCTUMOM YPOBHE PUCKa B OTHOLIEHUWN AeATeIbHOCTU areHTCTBa
(Bkntouasn npesHasHaveHe, GYHKLUUN, UMUOXK AW PEeNnyTaLLMIO), aKTUBOB
areHTCTBa AW N0 AEN.

ObecneyeHne cBOEBPEMEHHOIO U HAAEHKHOTO AOCTYNA K U
NCNo/1b30BaHUA MHPOpMaL K.
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Certification
ATTecTaumoHHbIe UCMbITaHMA
[NIST SP 800-37]

Certification Agent

AreHT No aTTecTaumoHHbIM
ncnbITaHUAM

[NIST SP 800-37]

Chief Information Officer
[OvpekTop no uHpopmauum
[PL 104-106, Pa3zaen 5125 (b)]

Common Security Control
Ob6wan mepa besonacHocTH
[NIST SP 800-37]

Compensating Security Controls
KomneHcupyrowme mepbl
6e3onacHoCTU

Confidentiality
KondnaeHumanbHocTb
[44 U.S.C., Sec. 3542]

BcecTopoHHAA oLeHKa 0praHn3aLMOHHbIX, SKCMAYaTaLMOHHbIX U
TEXHUYECKMX Mep 6e30MacHOCTM B MHPOPMALIMOHHOMN CUCTEME, Aenaeman
B MOAJEPKKY aTTecTaumnm 6e3onacHocTu, YTobbl onpeaennTb cTeneHb, A0
KOTOpOI mepbl obecnedyeHms peannsoBaHbl NPaBUIbLHO,
3KCMNYaTUPYHOTCA KaK NpeaHasHauyeHo 1 NPOU3BOAAT Kenaemblit
pe3ynbTaT OTHOCUTEIbHO BbINOAHEHUA TpeboBaHU 6e3onacHOCTU Ans
cucTembl.

Yenosek, rpynna nnv opraHmM3sauusa, ynoJIHOMOYEHHbIE Ha NpoBeaeHne
aTTeCTaUNOHHDbIX MCMbITaHMI 6e30MacHOCTMK.

[oNKHOCTHOE /IML,0 areHTCTBa, OTBETCTBEHHOE 3a:

(i) npepocTaBneHe KOHCYIbTaLMIA U APYroi NOMOLLY PYKOBOAMUTENIO
WCMOIHUTE/IbHOFO areHTCTBa U APYromy NepcoHasny BbiCLIEro
PYKOBOZCTBA areHTCTBa, YTobbl rapaHTUPOBATb, YTO MHGOPMALMOHHbIE
TexHosorMn npnobpeTatoTca M MHGOPMALMOHHbIE Pecypcbl YyNpaBAAtoTCA
B cnocobe, KOTOPbIV HEMPOTUBOPEUMB C 3aKOHAMMK,
MpaBUTENBCTBEHHBIMW PACTIOPAXKEHUAMN, AUPEKTUBAMM, NOJAUTUKAMMU,
HOPMaTMBHbIMW aKTaMU U NPUOPUTETAMM, YCTAHOBAEHHBIMU
PYKOBOAUTENEM AreHTCTBa;

(i) paspaboTky, NnopaepaHne n obseryeHme peannsaumm oCMbICIEHHOM
W UHTErPUPOBAHHOM apXMTEKTYPbl MHOOPMALMOHHbIX TEXHONOMMIN ANA
areHTCcTBa; U

(iii) npoagukeHne adpdEeKTUBHOIO U PALUOHANBHOTO KOHCTPYMPOBAHUA U
NCMO/1Ib30BaHMA BCEX OCHOBHbIX MHPOPMALMOHHbIX PECYPCOB NPOLLECCOB
ynpaBneHUs ANA areHTCTBa, BKAOYAA y/ydLleHNe NpoLeccoB paboTol
areHTCcTBa.

Mepa 6e30nacHOCTH, KOTOpas MOKeT HbITb NPUMEHEHA K O4HOM NIn
6onee MHGOPMALMNOHHBIX CUCTEM areHTCTBa U UMEET c/ieaytolme
cBoucTea: (i) paspaboTKa, peanmsaums u oueHka mepbl 6e3onacHocTH
MOKeT 6bITb NOPyYeHa OTBETCTBEHHOMY AO/IKHOCTHOMY ULy UK
OPraHM3aLMOHHOMY 3/IEMEHTY (4pyromy, Yem BnageneL,
MHPOPMALMOHHOW cucTembl); U (ii) pe3ynbTaT oLueHKN mepbl
6€e30MacHOCTN MOXKET BbITb MCMOb30BaH A8 NOAAEPHKKN NPOLECCOB
aTTeCTauMOHHbIX VICI'IbIT&HVIVI 6630I'IaCHOCTVI n attecCtauunm
MHOPOPMALMOHHBIX CUCTEM areHTCTBa, rae 3Ta mepa 6e30nacHOCTM MOXKeT
6bITb MPUMEHEHa.

YnpasieHYecKue, IKCNAyaTaunOHHbIe M TEXHUYECKUE Mepbl
6€e30MacHOCTH (T.€., Mepbl 3aLWMTbl UM KOHTPMEPDI), TPUMEHSIEMble
OPraH13aLMAMM BMECTO PEKOMEHAYEMbIX MEP B HU3KOM, YMEPEHHOM
WM BbICOKOM 6a30BbIx Habopax mep 6e30nacHOCTH, onucaHHbIx B NIST
CneumanbHoit MNybanKkaumm 800-53, KoTopble obecneunsatoT
9KBMBAIEHTHYIO MW COMOCTaBUMYHO 3aLMUTY ANA MHGOPMaALMOHHOM
cUCTEMBI.

CoxpaHeHwue YCTaHOBNEHHbIX OFPaHUYEHUI Ha JOCTYN K U packpbiTue
MHpOpMaLLMK, BKOYAn CPeacTBa AR 3aLUUTbI HEMPUKOCHOBEHHOCTH
YaCTHOM KM3HU U KOHOUAEHUNANBHOM MHPOPMaLMK.
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Configuration Control
KoHTponb KoHpUrypawmm
[CNSSI 4009]

Countermeasures
KoHTpmepbl
[CNSSI 4009]

Executive Agency
NcnonHuTenbHoe areHTCTBO
[41 U.S.C., Sec. 403]

Federal Enterprise Architecture
ApxutekTypa deaepanbHoOro
npeanpuaTns

[Oduc ynpasneHua Mporpammoint
FEA]

Federal Information System
depepanbHan MHGOPMaLMOHHanR
cuctema

[40 U.S.C., Sec. 11331]

General Support System
Cuctema obuen noaaepsKku
[OMB Circular A-130, Appendix
1

High-Impact System
Cuctema BbICOKOTO BO34ENCTBUSA
[FIPS 200]

Information Owner
Bnageneu, nidopmanmm
[CNSSI 4009]

Information Resources
NHbopmaumnoHHble pecypchbl
[44 U.S.C., Sec. 3502]

Mpouecc KOHTPoAA MoANIUKALMK annapaTHbIX CPEACTB, BCTPOEHHOro
MUKpPONpOorpaMmHoro obecneyeHuns, NporpaMmHoro obecneyeHmns u
OOKYMeHTaLUMK, YTobbI 3aLUTUTL MHOOPMALMOHHYIO CUCTEMY OT
HeHaanexalmMx moanduKaumin 4o, BO BpemMa 1 nocae peannsaumm
cucTembl.

[elcTBus, ycTpoincTea, npouenypbl, TEXHONOTMU AN ApYrMe Mepbl,
KOTOpble YMEHbLIAOT YA3BMMOCTb MHGOPMaLLMOHHOW cncTemMbl. CUHOHUM
€ Mepamu 6e30MacHOCTU U MepamMm 3aLluThl.

NcnonHuTenbHbIN genapTameHT, onpeaenerHsiii B 5 U.S.C., Pasgen 101;
BOEHHbIN genapTaMeHT, onpeaenénHbiii B 5 U.S.C., Pasagen 102;
He3aBUCUMOE yupexxaeHune, Kak onpegeneHo B 5 U.S.C., Pasgen 104 (1);
NOJIHOCTbIO Haxo4ALWancs B cobcTBeHHOCTM [paBUTENbCTBA KOpnopaLums,
NONHOCTbIO Nonagatowan nog aecreme 31 U.S.C., Fnasa 91.

BasupytoLanca Ha AeATeNIbHOCTM OCHOBA A/18 0DLLEeNpPaBUTEIbCTBEHHOIO
yCOBEpPLUEHCTBOBaHMA, pa3paboTaHHaa MUHUCTEPCTBOM yrNpaBieHNA 1
6roarKeTa, KOTOpasa NpeAHasHayveHa, YTobbl 06aerynTb ycnama no
npeobpaszosaHuio denepanbHOro NPaBUTENBLCTBA K TOMY, KOTOpOe
OpPUEHTUPYETCA Ha rpaXKAaHWHA, OPUEHTUPYETCA HA Pe3ynbTaT U
OCHOBbIBAETCA Ha PbIHKeE.

NHdopMaLMOHHas cucTema, KoTopas UCMOb3yeTcA UK ynpaBaaeTcs
NCMOIHUTE/IbHBIM areHTCTBOM, MOAPAAYMKOM UCMOSIHUTE/IbHOTO
areHTCTBa WM APYrol opraHu3aLmen oT UMEHU UCTIOTHUTENIbHOTO
areHTcTBa.

B3anMmocBa3aHHbIM Habop MHHOPMALMOHHbBIX PECYPCOB MO HEKOTOPbLIM
NPAMbIM aAMMUHUCTPATUBHbIM YNpaBAeHUEM, KOTOPble NPeaoCTaBAAOT
061LYI0 GYHKLMOHANbHOCTb. CMCTeMa 06bIYHO BK/IKOYAET annapaTHble
cpencTBa, NporpamMmHoe obecrneyeHne, MHGOPMaLMIO, AaHHbIE,
NPWUIOXKEHNA, CBA3b U NIIOAEN.

MHbOopMaUMOHHAn cMcTema, B KOTOPOM, MO KpalHen mepe, O4HOM LLenu
6e30nacHOCTM (TO ecTb, KOHOUAEHUNANBHOCTH, LLEJIOCTHOCTU UK
[LOCTYMHOCTU) Ha3HayeHo, B cooTseTcTBMM ¢ FIPS Mybankaumnen 199,
3HauYeHWe NnoTeHUMana BO3AENCTBUA «BbICOKUNY.

JOMKHOCTHOE NNLLO C YCTAHOBNEHHBIMU 3aKOHOM MW UCMONHUTENbHBIMM
NOAHOMOUYMAMM ANA YKA3aHHON MHPOPMaLMM U OTBETCTBEHHOCTbIO 33
yCTaHoB/NeHMe mep 6e30nacHOCTU Mo ee reHepaumu, cbopy, obpaboTke,
pacnpocTpaHeHu o U IMKBUAALNN.

MHdopMauma 1 cBA3aHHbIE pecypcbl, TaKMe Kak nepcoHan,
obopyaosaHue, GoHAbl U UHOOPMALLMOHHbIE TEXHONOTUM.
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Information Security

MHbopmaumnoHHas 6esonacHocTb

[44 U.S.C., Sec. 3542]

Information Security Policy
Monntnka MHGOPMaLLMOHHOM
6e3onacHoOCTH

[CNSSI 4009]

Information System
NHbopmaumoHHan cuctema
[44 U.S.C., Sec. 3502]

Information System Owner
(or Program Manager)
Bnageneuy, HpopmMmaunMOHHOM
CUCTEMDbI (MU MeHeaKep
nporpammbi)

[CNSS Inst. 4009, YTOUHEHHaA]

Information System Security
Officer

CoTpyaHuK BesonacHocTH
MHPOPMALIMOHHOMN CUCTEMDBI
[CNSSI Inst. 4009,YTOYHEHHanA]

Information Technology
NHbopmaLMOoHHas TexHONOMmA
[40 U.S.C., Sec. 1401]

3awmTta uHGopMaLMM U MHGOPMALMOHHbBIX CUCTEM OT
HECaHKLMOHUPOBAHHOMO AOCTYNa, UCMO/b30BaHUA, PaCKPbITHS,
paspyLieHnsa, MOANDUKALMN UAN YHUUTOMKEHUS, C Le/bio obecrnedyeHus
KOHdUAEHUMANbHOCTU, LLENOCTHOCTM U AOCTYMHOCTH.

CoBOKYMHOCTb ANPEKTMB, HOPMATUBHbIX aKTOB, NPaBUA U METOA0B,
KOTOpble NPeAnuCbIBatoT, KaK OpraHM3aLmmn ynpasiaTb, 3alimLiaTh U
pacnpeaenatb nHdopmaumio.

OnCcKpeTHbI Habop MHPOPMaLMOHHbIX PECYPCOB, OPraHM30BaHHbIX AN
cbopa, 06paboTKM, NoAAEPKKU, UCMONb30BAHMA, COBMECTHOIO
MCNONb30BaHUSA, PACNPOCTPAHEHNA AU TNKBUAALUNN MHPOPMALUN.

[LOMKHOCTHOE NNLLO, OTBETCTBEHHOE B LIe/IOM 3a NpuobpeTeHue,
pa3paboTKy, MHTErPaLMIO, MOLUOUKALMIO UK SKCMyaTaALMIO U
noAAepKKy MHGOPMALLMOHHOM CUCTEMDI.

YenoBeK C BO3/IOKEHHOW OTBETCTBEHHOCTbIO BbICLIMM JOKHOCTHBIM
JIMLLOM areHTCTBa No MHGOPMaLNOHHON 6e30MacHOCTH,
CaHKLMOHMPYIOLWMM LOMKHOCTHBIM JIMLOM, SOMKHOCTHBIM JINLLOM
PYKOBOACTBA UM BRaZeNbLem MHGOPMALMOHHOMN CUCTeMbI 3a
noaAepiKaHue COOTBETCTBYHOLLErO KCMIYaTaLMOHHOIO COCTOAHUA
6e3onacHoCcTV g1a UHGOPMALLMOHHOM CUCTEMBI UK MPOrPaMMbI.

Nioboe obopynoBaHMe UM B3aMMOCBA3aHHAA cMcTeMa MK NoACMCTEMA
060pyL0BaHMA, KOTOPOE MUCMO/b3YETCA B aBTOMATU3MPOBAHHOM
NOJIy4YEHUM, XPaHEHUM, MaHUMYIMPOBAHUN, YNIPABAEHUU, MePEMELLEHMM,
KOHTpO/Ie, MOKa3e, NepekatodeHn, obmeHe, nepesaye uam npueme
OaHHbIX MW MHPOPMaLMM UCMONHUTE/IbHBIM areHTCcTBOM. 1A uenei
npeaplayLLero npesioxeHus, obopyfoBaHNe UCNONb3yeTCs
NCMONHUTEIbHBIM areHTCTBOM, ec/iv 06opyaoBaHNE UCMOb3YeTCA
NCMO/IHUTE/IbHBIM areHTCTBOM HEMOCPEACTBEHHO U/IM UCMO/b3YeTCA
NoAPAAYMKOM B COOTBETCTBMM C KOHTPAKTOM C MCMOJTHUTE/IbHBIM
areHTCTBOM KoTopbll: (i) TpebyeT ncnonb3oBaHus Takoro obopyaoBaHUs;
wnu (ii) TpebyeT cnonb3oBaHMA, L0 CYLLECTBEHHOM CTEMEHU, TAKOrO
060py0BaHMA B UCMOSIHEHWUM CEPBUCA UM OCHALLLEHUU NPOAYKTa.
TepMnH MHPOPMALLMOHHAA TEXHONOTUA BKIOYAET KOMMNbIOTEPDI,
BCNomoraTtenbHoe 06opya0BaHWe, NporpammHoe obecneyeHue,
BCTPOEHHOE MUKpPONpPorpaMmmHoe obecneyeHune, U Nofo6Hble
npoueaypbl, CEPBUCHI (BKAHOYAA CAYKOY NOAAEPIKKN) U CBA3AHHbIE
pecypcol.
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Information Type
Tun nHdopmaumnu
[FIPS 199]

Integrity
LenoctHocTb
[44 U.S.C., Sec. 3542]

Label
MeTKa

Low-Impact System
CucTema HM3KOro Bo3aencTema
[FIPS 200]

Major Application

[NaBHOe NpUNoXKeHne

[OMB Circular A-130, Appendix
1]

Major Information System
lnasHaa MHGOPMaLMOHHaA
cmuctema

[OMB Circular A-130]

Management Controls
YnpaBneH4yeckne mepbl
6e30nacHOCTH

[NIST SP 800-18]

Media Access Control Address
AZpec KOHTPOAA AOCTyMNa CeTu
cBA3U

Minor Application
BTopocTeneHHoe nNpuioxeHne

Mobile Code
MobunbHbIN Kog,

KoHKpeTHas KaTeropua uHpopmauum (Hanpumep, NpuBaTHas,
MeaMLUMHCKan, MMyLLecTBeHHan, pUHAHCOBasA, CeaCcTBeHHasn,
YyBCTBMTENbHAA ONA NOAPAAYMKA, yNpasaeHus 6e30MacHOCTbH0)
onpefeneHHas opraHv3aunen uam, B HEKOTOPbIX C/IyYasX, COracHo
KOHKPETHOMY 3aKoHY, [1paBUTeIbCTBEHHOMY PACMOPAXKEHWNIO, AUPEKTUBE,
NOJNTUKE UM HOPMATUBHOMY OOKYMEHTY.

3awuTa NPoTMB HenpaBomMepHON MoandUKaLUM UM YHUUTOKEHMUSA
MHpopMaLMK, BKAKOUaloLLan obecneyeHmne HeoTKa3yemocCTH 1
ayTEeHTUYHOCTU UHPOPMaLINN.

Cm. Memka 6e3onacHocmu.

NHpopmauMoHHas cucTeMa, B KOTOPbIN BCceM TpéM Lensm 6e3onacHocTm
(TOo ecTb, KOHPUAEHLMANBHOCTH, LLENOCTHOCTM U AOCTYMHOCTH)
HasHayeHo, B cooTtBeTcTBMM C FIPS MNybankaumeit 199, sHaueHne
noTeHuUMana Bo3aAeNCTBUSA HUSKUIA.

MpunoxkeHue, KoTopoe TpebyeT ocoboro BHMUMaHUA K 6e3onacHoCTy
BC/IeACTBME PUCKA U BEIMUMHA BPeaa, CNeayloLwero U3 notepu,
HenpaBWAbHOIO yNoTpebieHUsa AN HECAHKLMOHMPOBAHHOMO A0CTyNa K
WU MOAMOMKALMM MHPOPMALMK B MPUNOKEHUN. [TpuMedaHue: Bce
denepanbHble NPUNoKEHUA TPEBYIOT HEKOTOPOTO YPOBHSA 3aLUUTHI.
OfHaKo HEKOTOpPbIe NPUNOXKEHUA, U3-3a MHPOPMALMK B HUX, TPEBYIOT
CreumanbHOro Haa3opa PYKOBOACTBA U AO/TKHbI BbiTb PAaCCMOTPEHbBI Kak
rnaBHble. AgeKBaTHas 6e30NacHOCTb 41A APYIUX NPUNONKEHUI AOMKHA
6bITb 06ecneyeHa 6e30MNacHOCTbIO CUCTEM, B KOTOPbIX OHW paboTatoT.

MHdopMaLMOHHas cucTema, KoTopasa TpebyeT cneunanbHOro BHUMaHUA
PYKOBOACTBaA M3-3a €€ Ba)KHOCTU A/1A NpeAHa3HayeHWsa areHTcTBa;
BbICOKMX 3aTpaT Ha e€ pa3paboTKy, IKCNAyaTaumio UAK NOAAEPKKY; UM
eé CyLLecTBEHHOW PO/iM B aAMUHUCTPUPOBAHMM NPOrpamm, GUHAHCOB,
cob6CTBEHHOCTM MM APYrMX PECYPCOB areHTCTBa.

Mepbl 6e30nacHOCTM (T.e. Mepbl 3aLWLUTbI UM KOHTPMEPbI) ANA
MHPOPMALLMOHHOM CUCTEMbI, KOTOPbIE POKYCUPYIOTCA Ha YPaBAEHUM
PUCKOM U ynpaBieHnn 6e30nacHOCTbO MHGOPMALMOHHON CUCTEMDI.

AnnapaTtHbIii aApec KOTOPbI 04HO3HAYHO MAEHTUPULMPYET Kaxabli
KOMMOHEHT ceTn Ha ocHoBe IEEE 802. Ha ceTax, KoTopble He
cootBeTcTBYtOT CTaHAapTy |IEEE 802, HO COOTBETCTBYIOT 3Ta/IOHHOM
mogenu OSI, yanosoi agpec Bbi3bIBalOT agpecom KoHTpona KaHana
nepenayv gaHHbix (DLC).

MpunoxeHue, Apyroe Yem r1aBHOE NPUIOKEHUE, KOTOpOoe TpebyeT
BHMMaHMA K 6e30NacHOCTM BCAEACTBME PUCK U BEANYMHA Bpesa,
cnenyoLwero U3 NoTepu, HeNPaBWAbLHOTO ynoTpebaeHus nim
HECAHKLMOHMPOBAHHOIO A0CTYNA K UAn moandukaumm nHbopmauum s
NpUNoXKeHUU. BTropocTeneHHble NPUIOXKEHUA, KaK NPaBUIO, BKIOYAOTCA
KaK 4acTb cMCTEMbI 0DLLEN NOAAEPIKKMU.

Mporpammbl UM HaCcTU NPOFPAMM, NMOYYEHHbIX U3 YAA/IEHHbIX
MHODOPMALLMOHHBIX CUCTEM, MEpPeatoLLMECs Yepes CETb, U BbIMOJIHAEMble
Ha NOKaNbHOM MHGOPMALIMOHHOM cncTeme 6e3 ABHOMN YCTaHOBKM MK
BbINOJIHEHWUA MONyYaTENEM.
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Mobile Code Technologies
TexHonormm mobuabHOro Koga

Moderate-Impact System
Cuctema ymepeHHoro
BO34eMcTBuMA

National Security Emergency
Preparedness
Telecommunications Services
TeneKoMMyHMKaLMOHHbIe
CepBu1Cbl NOATOTOBAEHHOCTH K
ypesBblYaliHbIM CUTYyaLUAM
HaLMOHabHOM 6e3onacHoOCTH

National Security Information
NHbopmauma HaumoHaNbHOM
6e3onacHoCTK

National Security System
CucTema HauMoHanbHOM
6e3onacHOCTH

[44 U.S.C., Sec. 3542]

Non-repudiation
HeoTKkasyemocTb
[CNSS Inst. 4009]

Operational Controls
JKcnayaTaumoHHbIe Mepbl
6e3onacHOCTH

[NIST SP 800-18]

Pa3paboTKM NporpammHoro obecneyeHus, KOTopble NPesoCTaBAAloT
MexXaHM3Mbl 410 Pa3paboTKM U MCMOo/b30BaHNA MOBUABHOIO Koaa
(Hanpumep, Java, JavaScript, ActiveX, VBScript).

MHbOopMaLMOHHAn cucTema, B KOTOPOM, MO KpalHen mepe, O4HOM Lienu
6e30nacHOCTH (TO ecTb, KOHOUAEHUMANBHOCTH, LLENOCTHOCTU UK
[O0CTYNHOCTA) Ha3HaveHo B cooTtBeTcTBUM ¢ FIPS Myb6ankaumei 199
3HayeHue NnoTeHUMana BO34ENCTBUA YMEPEHHbBIN U HET Lenun
6e30nacHOCTW, KOTOPOK Ha3HayYeHo B cooTBeTCTBUM ¢ FIPS MNybaunKaymeit
199 3HayeHMe NoTeHLMana Bo3AeNCTBUS BbICOKUNA.

TeNeKoOMMYHUKALMOHHbIE CEPBUCHI, KOTOPbIE UCMO/b3YIOTCA, YTOObI
NoAAep’KMBaTb COCTOAHWE FOTOBHOCTU UM OTBEYATb Ha U YyNpaBAATh
N106bIM COBLITUEM MU KPUSUCOM (NI0KaNbHBIM, HALMOHAabHbLIM UK
MeXAyHapoAHbIM), KOTOPbI BbI3bIBAET UM MOMKET Bbi3BaTb
nospeKaeHne uam yuepb HaceneHuio, yuepb nam notepto
COBCTBEHHOCTU MK YXYALWNTb UAN YIPOXKaTb HaLMOHANbHOW
6e30MacHOCTU MAKM NoAroToBaeHHOCTU CoeanHeHHbIX LLiTaToB K
YypesBbl4alHbIM CUTYyaLMAM.

NHpopmauma, KoTopas bblna onpeneneHa B COOTBETCTBUM C
MpasuTenbcTBEHHbIM pacnopaxkeHnem 12958 n ytouHeHo
MpaBuTeNbCTBEHHbIM pacnopsrKeHnem 13292, namn nobbim
npeaLecTBYOLUM NOPAAKOM, UM 3aKOHOM 06 ATOMHOM 3Heprum 1954,
C YTOYHEHUAMM, KaK TpebytoLlasn 3aWwmTbl NPOTUB
HECAHKLMOHNPOBAHHOIO PACKPbITUA U MAPKMPOBaHa, YTOObI YKa3aTb Ha
eé KnaccMpuumMpoBaHHbIN CTaTyC.

Noban MHPopMaLMOHHasA cucTema (BKAOYas N0byLo
TENEKOMMYHUKALMOHHYIO CUCTEMY) MCNOIb3yeMas UK yNpaBasemas
areHTCTBOM WM NOAPAAYMKOM areHTCTBa, UK APYroi opraHusaumen ot
WUMEHW areHTcTBa - (i) PyHKLMA, AeATEeNbHOCTb UM UCNO/Ib30BaHME
KOTOPOI BKAIOYAET pa3BeblBaTe/IbHYHO AeATENbHOCTb; BKAOYaeT
Kpuntonornyeckme paboTbl, CBA3aHHbIE C HALMOHANbHOM
6€30MacHOCTbLIO; BK/HOYAET PYKOBOACTBO U YNPaB/ieHNE BOOPYKEHHbIMM
cunamu; BKAOYaeT obopy0BaHUE, KOTOPOE ABAAETCA HEOTbEMIEMOM
YaCTbO OPYHKUA UM CUCTEMBI OPYXKUA; UAW ABASAIOTCA KPUTUYECKMMUN MO
OTHOLLEHWIO K MPAMOMY BbINO/IHEHWIO BOEHHbIX 33434 MK 33434
pa3BenKu (MCKAOYAA CUCTEMY, KOTOPas AO/IKHA UCMO/b30BATLCA A
CTaHAAPTHbIX aAMUHUCTPATUBHbIX N BU3HEC-NPUNOKEHUI, HAaNnpUMep,
naatexken, GUHAHCOB, JIOTUCTUKN U NPUIOKEHUI YNPaBAEHUA
nepcoHanom); unu, (ii) NocToaHHO 3awWwmLEHa NpoLeaypPamu,
YyCTaHOBNEHHbIMMU 15 MHPOpMaL MK, KoTopas bblna cneymanbHo
onpegeneHa KpUTEPUAMM, YCTaHOBAEHHbIMU MPaBUTENBCTBEHHBIM
pacnopsyKeHnem Uau 3aKoOHOM KOHrpecca, bbiTb KnaccuduumpoBaHHo B
WHTEepecax HaLMOHaIbHOM 0O0POHbI MU BHELUHEN MOANTUKN.

[loBepue, uTo OTNPaBUTENb MHPOPMALMK NPEAOCTABAAET AOKA3aTE Nb-
CTBO MOCTaBKM M No/yYaTesib NpesocTaBaAeT 40Ka3aTeNbCTBO
NAEHTUPUKALMOHHBIX AAHHbIX OTNPABUTENSA, TaKUM 06pa3oM, HU OAUH He
MOMKET No3xe oTpuLaTe 06paboTky MHGopmaLmm.

Mepbl 6e3onacHOCTM (TO ecTb, Mepbl 3aLWUTbl AN KOHTPMEpPDI) A4
MHPOPMaLIMOHHOWN CUCTEMbI, KOTOPbIE PEeaN3YHOTCA U BbIMOHAKOTCS,
npexae BCero, loAbMu (B MPOTUBOMOJIOXKHOCTb CUCTEMAM).
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Plan of Action and
Milestones

MnaH aencTBMin 1 BeEXM
[Memopanaym OMB 02-01]

Potential Impact
MoTeHuMan Bo3aencTema
[FIPS 199]

Privacy Impact Assessment
OueHKa BO3aenCcTBMA Ha
NPMBATHOCTb
[Memopanaym OMB 03-22]

Protective Distribution System
Cuctema 3alLMLLEHHOTO
pacnpocTpaHeHua

Records
3anucu

Remote Access
YaaneHHbIn goctyn

Remote Maintenance
YaaneHHasa nogaepxka
Risk

Puck

[FIPS 200, yTouHEHHbIN]

[ OKyMeHT, KoTopbli naeHTUOMLMPYET 3a4a4M, KOTOPbIe AOMXKHbI 6bITb

BbiMo/IHeHbl. OH AeTann3npyeT pecypcbl, Tpebyemble A1 BbINOJHEHUA

3/1IeMEHTOB MaHa, Ntobble BEXM, CBA3aHHbIE C 33Ja4amMmn U HaMeuyeHHble
[0aTbl 3aBepLIeHNA ANA BEX.

MNoTepsa KOHONAEHUMANBHOCTH, LLENIOCTHOCTM WU AOCTYMHOCTHU, KaK
0XXMAAeTcs, MOXKeT umeTb: (i) oepaHuyeHHoe oTpuuaTenbHoe
Bo3geiicteume (FIPS NMybankauma 199 Huskoe); (ii) cepbesHoe
oTpuuaTtenbHoe Bosaenctame (FIPS Nybamkauma 199 ymepeHHoe); nnm
(iii) maxcenoe nav kamacmpodguyeckoe oTpuLaTenbHoe BO3aencTane
(FIPS Ny6ankauma 199 BbicoKoe) Ha AeATENbHOCTb OPraHM3aLUumn, akTUBbI
OpraHusaumm uam noaein.

AHanus Toro, Kak MHpopmauma obpabatbiBaeTca: (i), UTobbl
rapaHTMpoBaTb 06PabOTKy, COOTBETCTBYIOLLYIO MPUMEHMMbIM
3aKoHOZaTe IbHbIM, HOPMaTUBHbIM TpeboBaHUAM U TpeboBaHMAM
NOJINTUK OTHOCMTENbHO NPMBATHOCTH; (ii), 4TOObI ONpPeaennTb PUCKA U
pes3ynbTaTbl cbopa, NOAAEPKAHUA U PACNPOCTPaHEHU HGOPMaALUK B
COoOTBETCTBYIOLWEN GOpME B 3/IEKTPOHHOM MHPOPMALMOHHOM CUCTEME; U
(iii), yTOBbI MCCNEOBATL M OLLEHUTL COOTBETCTBME 3ALLUMTDLI U
aNbTePHATUBHbIX NPOL,ECCOB 06PaboTKN MHPOPMALMK ANA CMATYEHMA
NoTeHLMabHbIX PUCKOB NPUBATHOCTY.

MpoBoAHaA UAM ONTOBOJIOKOHHAA CUCTEMA, KOTOPas BKAOYaeT
afleKBaTHble Mepbl 3aLLUTbl U/UAKM KOHTPMEpPDI (Hanpumep, akyCTUYecKue,
3/1eKTPUYECKME, SNIEKTPOMArHUTHbIE U Ppuandeckme), 4tobbl paspeLnTb
eé Ucnosib3oBaHue 414 nepegayn HesawndposaHHON MHbOPMaLUK.

3anucu (aBToMaTU3MpPOBaHHbIE U/UAKN PyYHble) CBUAETENLCTB
BblnonHAEMbIX AeMCTBUIM AN AOCTUTHYTLIX Pe3yabTaToB (Hanpumep,
bopMmbl, OTYETbI, Pe3yNbTaTbl UCMbITaHWIA), KOTOPbIE CNY}KaT OCHOBaHWEM
ON1A TOro, YTOBbI MPOBEPUTb, UTO OPraHn3aLma u MHbopMaLMOoHHan
cMCTeMa MCMOob3YIOTCA KaK npeAHasHadeHo. TakyKe MCMo/b3yoTcs,
4yTO6bl 06PATUTLCA K 3/1eMEHTaM CBA3aHHbIX NOJIei AaHHbIX (TO ecTb,
rpynnbl Moaei AaHHbIX, K KOTOPbIM MOXET NOAYyYMTb AOCTYN Nporpamma
1 KOTOpble CoAep’KaT No/HbIA Habop MHGOPMaLLMM OTHOCUTENBHO
onpegeneHHbIX 31eMEHTOB).

[JocTtyn nonb3sosatenamu (MM UHGOPMALMOHHBIMK CUCTEMAMMU)
B3aMMOZENCTBYIOLWMMUN U3BHE K NepumeTpy 6e3onacHoCTH
MHODOPMALMOHHOM CUCTEMDBI.

[eicTBua noaaepKku, NpoBoAnMblIe N04bMM, B3aUMOAENCTBYHOLLMMU
N3BHE K nepumeTpy 6e30nacHoOCTU MHPOPMALMOHHOMN CUCTEMDI.

YpoBeHb BO34ENCTBUA Ha AeATeIbHOCTb areHTCTBA (BK/toYas
npegHasHayeHue, GyHKLMU, UMUK, UNN PENYTALMIO), aKTUBbI areHTCTBa,
WAn noaen, cnefyowmnin n3 GyHKUMOHUPOBAHMA MHGOPMALMOHHOM
cucTeMbl, 06yCNOBAEHHBIN NOTEHLMANbHBIM BO34ENCTBMEM YIPO3bl 1
BEPOATHOCTbIO NMOABNEHWNA 3TOW Yrpo3bl.

37



PyKkoBoZAcTBO Mo pa3paboTke naaHoB obecneyeHus besonacHocTn ans dpeaepanbHbix UC

Risk Assessment
OueHKa pucka
[NIST SP 800-30]

Risk Management
YnpaBneHue puckamu
[NIST SP 800-30]

Safeguards
Mepbl 3aWmnTbI
[CNSS Inst. 4009, YTOUYHEHHaSA]

Sanitization
OuuncTKa
[CNSS Inst. 4009, YTouHEHHaA]

Scoping Guidance
PykoBoacTtBo no y4éty
06beKTOBbIX 0OCObEHHOCTE M

Security Category
KaTteropwmsa 6e3onacHocTu
[FIPS 199]

Security Controls
Mepbl 6e30nacHOCTH
[FIPS 199]

Security Control Baseline
ba3oBbii Habop mep
6e3onacHoOCTH

Security Control Enhancement
YnyyweHue mep 6e3onacHocTH

Mpouecc naeHTUGUKaLNM PUCKOB K AeATebHOCTU OpraHmn3aLmm
(BkNtouan npeagHasHaveHue, GYHKLUU, UMUK UK PENYTaLMIO), aKTUBaM
opraHu3saLmMm Uan TI0aaM, NyTEM onpeaeneHnUsa BepoATHOCTM Cayyas,
pe3yNbTUPYIOLLEro BO3AENCTBUA U AOMNONHUTENbHBIX Mep 6e30nacHoCTH,
KOTOpble cmariuam 6bl 3To Bo3aencTamne. YacTb ynpasieHUsa PUCKOM,
CMHOHMM C aHaIM30M PUCKa, U BKOYAET aHan3 yA3BUMOCTEN U yrpos.

Mpouecc ynpasaeHns puckamm K [eaTe/IbHOCTU areHTCTBa (BKAoYas
npegHasHadeHne, GyHKUMM, UMUOK UK PenyTaumio), akTMBaM areHTCTBa
WUAK NloAAMm, cnegyowme ns GyHKLUMOHMPOBaHNA MHHOPMALMOHHOM
cuctembl. OH BK/IOYAET OLLEHKY CTEMEeHU PUCKa; aHaNn3 CTOUMOCTU U
3bPEKTUBHOCTU; BbIBOP, peanm3aLmio 1 oLeHKy mep 6e3onacHocTy; 1
dbopmanbHOe CaHKLMOHUPOBaHME IKCNAyaTaumm cuctemsl. Mpouecc
paccmaTpusaeT 3GPEKTUBHOCTb, AeMCTBEHHOCTb M OFpaHUYeHuUs,
06YyCNOB/EHHblE 3aKOHaMU, AMPEKTUBAMU, MOAUTUKAMM UM
HOPMAaTMBHbIMWN aKTaMMU.

3awWwmTHbIE MEpbI, NPeAnUcaHHble AN BbiNoNHEHUs TpeboBaHui 6e30-
NacHOCTU (TO ecTb, KOHGUAEHLMANBHOCTU, LLENOCTHOCTU U AOCTYNHOCTH),
onpeaeneHHbIX 418 MHGOPMALMOHHOM cucTembl. Mepbl 3aLWUTbl MOTYT
BK/IIOYATb CPEeACTBA 3aWUTbl, OrPaHUYEeHUs ynpasBaeHus, 6e3onacHoCTb
nepcoHana u 6e3onacHoCTb PUINYECKMX CTPYKTYpP, o61acTei 1 yCTPOMNCTB.
CMHOHUM € Mmepamm 6e30MacHOCTN U KOHTPMEPaMM.

Mpouecc yaaneHna nHbopmaLmm n3 Hocutens MHGOPMaLUM TaKUM
06pa3om, YTO BOCCTaHOBNAEHWNE MHPOPMALMM CTAHOBUTCA HE
BO3MOXHbIM. OH BK/IHOYAET yAaneHne BCEX METOK, MapKUPOBOK U
YKYPHANoB onepawmii.

MpepocTaBaseT opraHM3aLMAM KOHKPETHbIE PAaCCMOTPEHMSA, CBA3AHHBIE C
TEXHONOINEN, CBA3aHHbIE C UHPPACTPYKTYPOM, CBA3AHHbIE C OTKPbLITHIM
[OCTYNOM, CBA3aHHbIE C PaCIMPAEMOCTbIO, CBA3AHHbIE C YNpaB/ieHNEM
obLeit 6e30MacHOCTbIO U CBA3AHHbIE C PUCKOM, MO MPUMEHUMOCTU U
peanus3aumm oTaeNbHbIX Mep 6e3onacHOCTM B 6a30Bbix Habopax mep
6e3onacHoCTK.

XapakTepuctuka uHdopmaLmm uanm MHGOPMaLMOHHON CUCTEMDI,
OCHOBAHHasA Ha OLLeHKe MOTeHLMaNbHOro BO3AENCTBUSA, KOTOPOE UMENOCH
6bl Ha AeATe/IbHOCTb OPraHM3aLLMN, AKTUBbI OPraHM3aLMK AN naen ot
noTepy KOHGUAEHLNANBHOCTU, LLESIOCTHOCTU UK AOCTYMHOCTM TaKoWM
nHbopPMaLLUN NAN MHPOPMALMOHHON CUCTEMBI.

YnpaBneHYeckue, sKCNAyaTaLMOHHbIE U TEXHUYECKME MepbI (TO ecTb,
Mepbl 3aLLMUTbI UAN KOHTPMEpbI), NpeanucaHHble AnA MHGOPMaLNOHHOM
CUCTEMbI, YTODbI 3aLLUTUTL KOHOUAEHLMANBHOCT, LENOCTHOCTb U
AOCTYNHOCTb CUCTEMbI U ee MHGOopMaLLMK.

Habop MHUHUMaNbHbIX Mep 6e30nacHoCTU, onpeaeneHHbIn ana
MHOOPMALLMOHHOM CUCTEMBI HU3KOTO BO34ENCTBUA, YyMEPEHHOIO
BO34,eNCTBMA UAN BbICOKOTO BO34,EUCTBUS.

YcuneHme mep 6e30nacHoCTU ¢ Lenblo: (i) co3gaHns 4ononHUTEIbHON,
HO cBA3aHHOM, GYHKLMOHaNbHOCTU Mep 6e3onacHocTu; u/uaum (ii)
yBennyeHme CTonkoctm mep 6esonacHocTy.
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Security Impact Analysis
AHanns Bo3aencTBMA Ha
6e30nacHOCTb

[NIST SP 800-37]

Security Label
MeTka 6e3onacHoOCTH

Security Objective
Llenb 6e3onacHocTH

Security Perimeter
MNepumeTp besonacHocTH

Security Plan
MnaH 6esonacHocTn

Security Requirements
TpeboBaHuMA be3onacHOCTH

Senior Agency Information
Security Officer

Bbicliee fOMKHOCTHOE ANLO
areHTCTBa No MHPOPMaLMOHHOM
6e3onacHocTy, [44 U.S.C., Sec.
3544]

Spyware
LLnnoHALwee nporpammHoe
obecneyeHue

Subsystem
Moacucrema

System
Cucrema

System-Specific Security Control
Mepa 6e3sonacHocTy,
cneunduyHan ons cuctembl
[NIST SP 800-37]

System Security Plan
MnaH 6e30nacHOCTM CUCTEMDI
[NIST SP 800-18]

AHanu3, NPoBOAMMbII AOMKHOCTHBIM IULLOM areHTCTBa, 4acTo BO Bpems
HenpepbIBHOM $hasbl MOHUTOPUHTA NpoLecca cepTUudUKaLmMmn uU
aKkkpeauTaumm 6esonacHocT, YyTobbl ONPeaennTb CTeMeHb, 40 KOTOPO
M3MeHeHUA K MHOOPMALMOHHOW CcUCTEME BAUANW Ha NONOXKEHUE
6e30MacHOCTU CUCTEMBI.

AIBHAA MAM HeABHAA MaPKMPOBKA CTPYKTYPbI AaHHbIX NN BbIXOAHOTO
HocuTens MHPopMaUUmM, CBA3AHHbIX C MHPOPMALMOHHOM CUCTEMOWN,
NnpeAcTaBAsAIOLLANA COAEPMKALLYIOCA B HEWM KaTeroputo 6esonacHoCcT no
FIPS 199, nnun orpaHuyeHma Ha pacnpocTpaHeHne Uan npeaynpexaeHus
no obpaboTke MHPopmaLuuu.

KoHbuaeHUManbHOCTb, LEeNOCTHOCTb MM AOCTYNHOCTb.

Cm. MpaHuya ammecmayuu

Cm. lMnaH 6e3onacHocmu cucmemei.

TpeboBaHusA, HaknaabiBaemble Ha MHGOPMALMOHHYIO CUCTEMY, KOTOPbIE
MoJly4eHbl U3 3aKOHOB, NPABUTE/IbCTBEHHbIX PACMNOPAKEHWI, ANPEKTUB,
NONIUTUK, UHCTPYKLMIA, HOPMATUBHbBIX JOKYMEHTOB UM NoTpebHOCTEN
opraHusaumu (npegHasHayeHus) 4ytobbl rapaHTMPOBaTb
KOHOUAEHUMANBHOCTb, Le/I0CTHOCTb M A0CTYNHOCTb 06pabaTbiBaemon,
XpaHWUMOM Unu nepeaaHHbIi MHopMaumu.

[ onKHOCTHOE ML, OTBETCTBEHHOE 33 BbINOJIHEHUE 06A3aHHOCTEN
[OuvpeKkTopa no nHpopmaLmm B oTHoleHne FISMA 1 cnyKalliee 0OCHOBHOM
€BA3bt0 [lMpeKkTopa No MHGOPMALUK C CAHKLUOHUPYIOLWMMHA
OOIKHOCTHBIMM IMLLAMM areHTCTBA, BNaenbLlamm MHPOPMALMOHHOM
CUCTEMbI U COTPYAHNKaMK 6e30nacHOCTU MHHOPMALIMOHHOM CUCTEMBI.

MporpammHoe obecrneyeHne, KOTOPOe TalHO UAU CKPbITHO YCTaHOBAEHO
B MHOOPMALMOHHYIO CUCTEMY, YTOBbI cOBMpaTb MHPOPMaLMIO O Nt04AX
WKW OpraHM3aumsax 6es ux segoma.

OcHoBHOe noapasaeneHue UM KOMMNOHEHT MHPOPMaLMOHHOM CUCTEMDI,
cocrosee 13 MHGopmaLnmn, MHPOPMaLMOHHBIX TEXHONOTUIA U
nepcoHana, KOTOPOE BbIMONHAET OAHY UK 60o/1ee KOHKPETHbIEe GYHKLMN.

Cm. MHdpopmayuoHHas cucmema.

Mepa 6e3onacHocTV Ana MHOOPMALMOHHOM CUCTEMBI, KOTOPas He
onpeaensnacb Kak obwas mepa 6esonacHocTy.

dopmanbHbI LOKYMEHT, KOTOPbLIN NPeacTaBAAEeT onMcaHue TpeboBaHUM
6e3onacHOCTK Ans MHGOPMALMOHHOM CUCTEMbI U ONUChbIBAET
peannsoBaHHbIe UK NAaHUPYEeMble mepbl besonacHocTu gnn
YA0BNETBOPEHUA 3TUM TpeboBaHUAM.
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Technical Controls
TexHuyecKkme mepbl
6e3onacHocTH
[NIST SP 800-18]

Threat
Yrposa
[CNSSI 4009, yTo4HEeHHbIN]

Threat Agent/Source
AreHT/MCTOYHUK Yrpo3bl
[NIST SP 800-30]

Threat Assessment
OueHKa yrposbl
[CNSSI 4009]

Threat Source
NCTOYHMK yrpo3sbl
[FIPS 200]

Trusted Path
JoBepeHHbIN nyTb

User
[Monb3oBaTtenb
[CNSSI 4009, yTo4HEHHbI]

Vulnerability
YA3BMMOCTb
[CNSS Inst. 4009, YTo4HEHHaA]

Vulnerability Assessment
OugeHKa yasBumocTen
[CNSSI 4009]

Mepbl 6€30MacHOCTH (TO eCTb, Mepbl 3aLUUTbl UM KOHTPMEpPbI) ANA
MHPOPMaLIMOHHOWN CUCTEMbI, KOTOPbIE NPEXKae BCEero peasn3osBaHbl 1
BbIMNO/IHEHbl MHDOPMALMOHHOM CUCTEMOW Yepes MexaHU3Mbl,
cofepKaBLUMecs B annapaTHbIX CpeacTBax, NPorpaMmmHOM obecnedyeHmm,
WX KOMMOHEHTaX BCTPOEHHOIO MUKPOMNPOrpaMMHOro obecrnevyeHms
cucTembl.

Jioboe 0b6cToATENLCTBO MU COBbLITUE C MOTEHLMANIOM K
HebaronpuUATHOMY BO3AEMCTBMIO HA AeATE/IbHOCTb OPraHmn3aLum
(BkNtovas npeaHasHaueHne, GYHKUUKN, UMUOXK MU PENYTALLMIO), aKTUBbI
opraHu3aumm uam naen Yyepes HGOPMaLMOHHYIO CUCTEMY
nocpeacTBOM HECaHKLMOHMPOBAHHOIO 4OCTYNa, pa3pyLleHus,
packpbiTna, moauduKaumm nHGopmaumm n/uam otTkasa cepsuca.

Joboe: (i) HamepeHMe 1 meToa NpeaHa3HaYeHHble AN HaMepeHHOoM
aKCnAyaTauum yasBMMOCTU; uau (i) cuTyaumsa n metoa, KoTopble MoryT
CNYYaHO UHULIMMPOBATb YA3BUMOCTb.

dopmanbHoe onmncaHme 1 oueHKa yrpo3bl UHGOPMaLMOHHOMN cucteme.

HamepeHue 1 meToa, UMetoLLMe LesIblo HAMepPeHHOE UCNO/b30BaHNe
YA3BMMOCTM UM CUTYaLMU, U METOZL, KOTOPbI MOTYT CTy4aiHO
WMHULMNPOBATb YA3BUMOCTb. CUHOHWMM C areHTOM Yrposbl.

MexaHn3m, NoCPeACTBOM KOTOPOro Nosib30BaTe b (Yepes yCTPOMCTBO
BBOAA AaHHbIX) MOMET CBA3ATbCA HENOCPEACTBEHHO C PYHKLUMAMMU
6e3onacHOCTM MHGOPMALMOHHOM CUCTEMBI C HEOBXO0AMMOM
00BEpPUTENIbHOCTbLIO, YTOBbI NoAAepKaTb NOANTUKY Be3onacHoCTH
cUCTEMbI. ITOT MEXaHMU3M MOXKeET BbITb aKTUBMPOBAH TOJIbKO
nosib3oBatenem unmn GyHKUMaMmmn 6e3onacHoCcT MHPOPMaLLMOHHOM
CUCTEMbI U HE MOXKET BbITb UMUTUPOBAH HELO0BEPEHHbBIM NPOTPAMMHbIM
obecneyeHunem.

YenoBeK, Unu (CUCTEMHBIN) NPOLECC, YNONHOMOYEHHbI Ha AOCTYN K
MHPOPMALMOHHOM cucTeme.

CnabocTb B MHGOPMALMOHHOM cUCTeMe, Npoueaypax 6e3onacHoCcTH
CUCTEMBI, BHYTPEHHUX Mepax 6€30MacHOCTM UK peannsaunm, Kotopasn
MOXeT ObITb MCMOJIb30BaHA NN MHULMUPOBAHA MCTOYHUKOM Yrpo3bl.

dopmanbHoe onucaHue 1 oLeHKa yasBumocTel B MHGOPMaLMOHHOM
cucTeme.
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MpunoxxeHue C: Ccbinkn

MNy6ankauma 199 ctaHaapToB 06paboTkKn deaepanbHoO MHPopmaunmn HauMoHaNbHOro MHCTUTYTA
CTaHOAPTOB U TEXHONOMMIN, CmaHAapmel 018 Kame2opuposaHus besornacHocmu gedepasibHoli
UHhopMayuu u UHOPMAUUOHHbIX cucmem, aekabpb 2003.

My6amnkauma 200 ctaHaapToB 06paboTkKn deaepanbHoit MHPopmaunmn, Mepsl 6esonacHocmu 04
hedepanbHbIX UHPOPMAYUOHHBIX cucmem, (NnaHnpyeTca K nybankaummn B dpespane 2006).

3aKkoH 06 ynpasneHum 6esonacHocTbio deaepanbHon nHdopmaumm (P.L. 107-347, 3aronosok ),
nekabpb 2002.

HaLumMoHanbHbIA MHCTUTYT CTaHZAPTOB U TexHonornn CneunansHan Mybamkauusa 800-26, Pykosodcmeo
o camoouyeHKe be3onacHocmu 08 cucmem UHGOPMAYUOHHbIX mexHosoaul, Hoabpb 2001.

HaumMoHanbHbIA MHCTUTYT CTaHAAPTOB U TexHonormnin CneunansHan Mybamkauusa 800-30, Pykogsodcmeo
10 YNpasneHuto puckamu 0715 cucmem UHGOPMAUUOHHbIX mexHosnoaud, nons 2002.

HaunoHanbHbIN MHCTUTYT CTaHAAPTOB U TexHonormin CneumanbHaa Nybankauma 800-37, Pykosodcmeo
10 ammecmayuoHHbIM UCAbIMAHUAM U ammecmayuu gedepasbHbix UHBOPMAUUOHHbIX CUCMEM,
mai 2004.

HaLumMoHanbHbIM MHCTUTYT CTaHAAPTOB 1 TexHoornin CneunanbHan Mybamkauma 800-47, Pykosodcmeo
o obecneveHuto 6ezonacHocmu 05 CoeduHeHusa Cucmem MIHGopMayUuoHHOU mexHo02uu, aBryct
2002.

HaumoHanbHbIA MHCTUTYT CTaHAAPTOB W TexHonorni CneupnanbHas Mybankauma 800-53,
PekomeHOyembie mepbi be3zonacHocmu 014 ¢hedepasbHbiX UHOPMAUUOHHbIX cucmem, deBpanb
2005.

HauMoHanbHbIM UHCTUTYT CTaHAAPTOB 1 TexHoormin CneunansbHan Mybamnkauma 800-59, Pykosodcmeo
1o uéeHmMuUKayUU UHGOPMAYUOHHBIX CUCMEM KAK cUCmeM HAUUOHasbHoU 6e3onacHocmu, aBryct
2003.

HaumMoHaNbHbIM MHCTUTYT CTaHAAPTOB M TexHonormin CneunanbHan Mybamkauma 800-60, Pykosodcmeo
10 0MObpPaMCEHUI0 MUM08 UHPOPMAUUU U UHOPMAUUOHHbIX cUCmeM K Kamezopusam bezonacHocmu,
nioHb 2004.

HaumoHanbHbIM UHCTUTYT CTaHAAPTOB M TexHoormin CneunanbHan Mybamkauma 800-64, Bepcua 1,
PaccmompeHus 6e30nacHoCcmMu 8 #U3HeHHOM YUK/e pa3pabomkyu UHpopMayuoHHoU cucmemel,
ntoHb 2004,

HaunoHanbHbIN MHCTUTYT CTaHAAPTOB M TexHonorui CneymanbHan Mybankauma 800-65,
UHmezpuposaHue bezonacHocmu UT-cucmem 8 MPoYEecc yrnpassaeHUs OCHOBHbIM MAAHUPOBAHUEM U
uHeecmuyuamu, aHeapb 2005.

HaunoHanbHbIN MHCTUTYT CTAaHAAPTOB M TexHonornn CneunanbHas Mybankaumna 800-70, MTpoepamma
KOHMPOsbHbIX CIIUCKO8 KOHGhu2ypayuu bezonacHocmu 014 npodykmos UT - Pykosodcmeo 015
nosns3osameneli u pa3pabomyuxKo8 KOHMPOsbHbLIX Criuckos, mai 2005.

MuHucTepcTBO ynpaBneHus u broaxketa, Unpkynap A-130, Mpunoxenue lll, NMepexogawmmn
memopaHaym #4, YrpasneHue pecypcamu gpedepasnbHoli uHghopmayuu, Hosbpb 2000.
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