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UHGbopMayUoOHHOM yKadamersie "HayuoHarnbHble cmaHOapmbl”, @ mekcm us3MeHeHuU U rorpasok - 8
exeMecs4YHo usdasaeMbix UHGhOPMaUUOHHbIX yKka3amernsx "HayuoHanbHble cmaHOapmel”. B criyyae
nepecmMompa (3aMmeHbl) unu ommeHbl Hacmosiu,e2o cmaHdapma coomeemcmaytoujee yeedoMmreHue
6ydem orybriukosaHo 8 exxeMecsiHHO uzdasaeMoM UHGOopMayUOHHOM yKa3amersie "HayuoHarbHble
cmaHOapmel”. Coomeemcmeyrouwasi UHghopmayusi, yeedoMieHuUe U meKcmabl pa3mMew,atomces makxe
UHGbopMayUOHHOU cucmeme obuie2o rornb308aHusl - Ha oguyuanbHoM catime PedeparibHo20
azeHmcemaa ro mexHU4eCcKoMy pe2ynuposaHuro U Memporoauu 8 cemu MIHmepHem

BBeageHue

Beenenue

YCTaHOBMEHHbIE HACTOSLLIAM CTaHOapTOM TEPMUHbLI pacnosoXXeHbl B CUCTEMaTU3INPOBAHHOM
nopAagke, otTpaxarLiemMm CucTtemy NOHATWU B AA@HHOM 00nacTu 3HaHUA.

[1ns1 KaXkaoro NoHATUS yCTaHOBJ1EH OANH CTaHD,apTVI3OBaHHbIIZ TEPMUH.

Hannune kBagpaTHbIX CKOHOK B TEPMMHOSOMMYECKON CTaTbe O3HAYaEeT, YTO B HEe BXOOAT ABa
TepMUHa, NMeroLLMX 0bLme TeEpMUHO3NEMeHThI. B andaBiTHOM ykasaTene AaHHble TEPMUHbI NPUBEAEHDI
otaensHo. Lindpa, 3aknoveHHas B kBagpaTHble CKOOKW, O3HAYaeT CCbISIKY Ha OKYMEHT, NPUBEAEHHbIN
B CTPYKTYpPHOM anemeHTe "bubnuorpadmsa”.

3akntoyeHHas B Kpyrible CKOOKM YacTb TEPMMHA MOXET ObITb OnyLLEeHa Npy UCMOSIb30BaHUN TEPMUHA
B [OKYMEHTax Nno cTaHgapTv3auun, Npy 3TOM He BXOASALWAs B Kpyriible CKOOKM YacTb TepMuHa obpasyeT
€ro KpaTkyto goopmy. 3a cTaHO4apTU30BaHHBIMW TEPMUHAMU NPUBEAEHbI OTAESIEHHbIE TOYKOM C 3ansTon
NX KpaTkmne popMbl, NpeacTaBneHHble abbpeBnaTypon.

anBeﬂeHHble onpeneneHna MOXXHo rnpu H806XO,EI,I/1MOCTI/I M3MEHATb, BBOOA B HUX MPON3BOAHbIE
NPpuU3HaKKn, packpbiBad 3Ha4eHNA UCMNOoJb3yeMbiX B HUX TEPMUHOB, YKa3biBas 00beKkTbl, BXoAsLME B
o6bem onpenendemMoro nNnoHATUA.

N3meHeHns He [omkHbI HapyLwaTh 06 bEM 1 coaepXKaHUe MOHATUI, onpeaerieHHbIX B HAaCTOSLLEM
cTaHpapTe.

CTaHaapTr3oBaHHble TEPMUHBI HabpaHbl NONYKUPHBLIM LLPUCTOM, UX KpaTKue dhopMbl,
npeacTaBneHHble abbpeBnaTypon, - CBETIbIM, @ CUHOHWMbI - KYPCUBOM.

TepMI/IHbI nonpeneneHuna 06U_l,eTeXHI/I‘-IeCKI/IX NMOHATUN, KOTOpble H806XOLI,I/IMbI AnAa NoOHMMaHunA TeKCTa
OCHOBHOW YaCTu HaCTOSLLEro CTaHaapTa, npuBeaeHbl B NpUioXeHnn A

1 O6nacTtb npuMeHeHus



1 O6nacTb NpUMeEHeHNs

HacTosawmn CTaHOapT yCTaHaBiMBaE€T OCHOBHbIE TEPMWHbI C COOTBETCTBYHOLLMMU OrnpeaeneHnamMmu,
npuMeHdemMble npu nposeaeHnn pa60T no ctaHgapTu3auum B obrnacTu 3almThl VIHC*)OpMaLI,VII/I.

TepMuHbI, yCTAHOBMNEHHbIE HACTOSLLMM CTaH4ApTOM, PEKOMEHAYETCS UCMNOMb30BaTh B NPaBoOBOWA,
HOPMAaTMBHOW, TEXHNYECKOWN N OpraHn3aLMOHHO-PaCNoPSANTENBHON AOKYMEHTaL MK, HAay4HOW, y4ebHON n
CnpaBOYHOM NuTepatype.

2 TepMUHbI U onpeaeneHus

2 TepMuyHbI 1 onpegenexHns

2.1 O6wume noHATUSA

2.1 O6wme noHATUNA

2.1.1 sawmTa nHcpopmauum; 3V: [leatenbHOCTb, HaNpaBneHHasa Ha NpeaoTBpaLLeHne yTeuku
3awmaemon nHdopmaL M1, HeCaHKLMOHMPOBAHHbIX N HENpeaHaAMEePEHHbIX BO3AENCTBUN Ha
3awmLgemyo nHopmaumio.

2.2 TepMUHbI, OTHOCSALLMECSH K BUAAM 3alLmUTbl UHOpMaLumn

2.2 TepMUHbI, OTHOCALLMECS K Buaam 3amTbl MHopmau mm

2.2.1 npaBoBas 3awmTa MHd opmaumm: 3amta nHopmaumm NpaBoBbIMM METOAAMM, BKIIKOUaKOLAs
B cebs pa3paboTky 3akoHOoAaTeNbHbIX M HOPMATUBHbBIX MPABOBbLIX AOKYMEHTOB (aKTOB), PErynmpyoLLmX
OTHOLLEHMS CYOBEKTOB NO 3aLmTe UHopMaLmm, NPUMEHEHNE 3TUX LOKYMEHTOB (aKTOB), a Takxe Hag30p
N KOHTPOIb 3@ UX UCMONTHEHUEM.



2.2.2 TexHu4eckas 3awumTta uHcopmaumm; T3W: 3awwmrta nidopmaumm, 3aknoyarwasncs B
obecneveHun HekpunTorpadm4eckumm metogamm 6e3onacHoCTy MHGOPMaLMK (aHHbIX), NOANEXaLlen
(nognexawwx) sawmre B COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOA4ATENbCTBOM, C NPUMEHEHNEM
TEXHUYECKMX, NPOrPaMMHbIX N MPOrPaMMHO-TEXHUYECKUX CPEACTB.

2.2.3 kpunTorpadnyeckasa 3awmra MHd opmauum: 3aumra nHdopmarmm ¢ NOMOLLbHO ee
KpunTorpadmyeckoro npeobpasoBaHus.

2.2.4 pmanyeckasn 3awmTta uHdp opmaumm: 3awmTa nHdopmMalmm nytemMm NnpuMeHeHnst
OpraHu3aLMOHHbIX MEPONPUATUI N COBOKYMHOCTU CPEACTB, CO34at0LLMX NPENATCTBMA A1
NMPOHMKHOBEHWSI UMM JOCTYMa HEYNOSIHOMOYEHHbIX (M3NYECKUX UL, K OO BEKTY 3aLLmThI.

MpumevaHua

1 OpraH13aunoHHbIE MEPONPUSATUS MO obecnedyeHnto M3nYeckon 3allmTbl MHopMaL Mn
npeaycmaTpuBatoT YCTAHOBIIEHME PEXUMHbIX, BPEMEHHBIX, TEPPUTOPUAIbHBIX, MPOCTPaHCTBEHHbIX
OrpaHMYeHUIN Ha YCOBKS MCMONMb30BaHUSI U pacnopsiiok paboTbl 06bekTa 3almThl.

2 K obbekTam 3awmTbl MHGopMaumMm MoryT 6biTb OTHECEHBI: OXpaHAeMas TEPPUTOPUS, 34aHNEe
(coopyxeHue), BblaeneHHoe NoMeLleHne, MHopmaumna n (Mnm) nHopMaLMoHHbIE pecypchbl 06 beKTa
NMHpopmaTU3aLn.

2.3 TepMuHbI, OTHOCSALMECSH K cnocob6am 3awmTbl MHopmMaumm

2.3 TepMUHbI, OTHOCSILLMECS K cnocobam 3alumTbl MHdopmauum

2.3.1 cnoco6 3awmTbl Hd opmaumm: MNMopsaok 1 NpaBunia NPUMEHeHUs onpeaeneHHbIX MPUHLMMNOB U
CPEACTB 3aWmTbl MHopMaL MW,

2.3.2 3awmTa i opmMaLmm oT yTeuku: 3awmra nHopmaumm, HanpasieHHasa Ha NpPeaoTBpaLleHne
HEKOHTPOSIMPYEMOro pacnpoCTpaHEHNs 3aLLmLLaeMon NHGopMaL M B pesyrnbTaTe ee pasrfalleHns u
HECaHKLMOHNPOBAHHOIO AOCTYMNAa K HEN, a TaKXe Ha UCKIOYEHMe (3aTpyaHEHME) NonyYeHns
3awmLaemMon MHopmauum [MHOCTPaHHbIMKU] pa3BegkaMmu U ApyruMmmn 3aMHTepecoBaHHbLIMU CyObeKTamu.

MpumeyvaHue - 3anHTepecoBaHHbLIMM CyGbeKTamMu MOryT ObITb: FOCy4apcTBO, opuanydeckoe nuuo,
rpynna ¢msmnyecknx nuuy, oTaensHoe omsndeckoe nuuo.

2.3.3 3awmTa nHhp opmMmaLmm oT He CaHKLMOHUpoBaHHoro Bo3gemncteua; 3/ ot HCB: 3auwmra
WH(popmaL M1, HanpaBneHHas Ha NpeaoTBpaLleHNe HECaHKLMOHUMPOBAHHOMO A0CTYrNa U BO34ENCTBUS Ha
3awmLaemMyo MHopMau Mo ¢ HapyLLeHNEM YCTaHOBSEHHbIX NpaB U (M) NpaBuIl Ha U3SMEHeHNe
NHGOPMaL MK, NPUBOASLLMX K Pa3pPYLLEHNIO, YHUYTOXEHWUIO, UCKaXEHUIO, OO0 B paboTe, HE3aKOHHOMY
nepexsaTty 1 KONMPoBaHWo, BNOKMPOBaHMIO A0CTYNa K MHpOpMaLnUK, a TakKe K yTpaTe, YHUHTOXEHUIO
nnm c60t0 PYHKLIMOHMPOBAHMS HOCUTENS MHOPMaLLUN.



2.3.4 3awmTa nHhopmMmaLmm oT HenpeaHaMme peHHOro Bo3aencTBus: 3awmra nHgopmamu,
HanpaBfieHHasi Ha Npe4oTBpaLLeH/e BO34ENCTBMS Ha 3alumaemyto nHopMaLmio oumbok ee
nornb3oBarerns, c60s TEXHUYECKMX U NPOrPaMMHbIX CPEACTB MHPOPMALIMOHHBLIX CUCTEM, NPUPOAHBLIX
SABJIEHWIN NN UHbIX HELeneHanpaBlieHHbIX HA U3MEHEHNE MHApOpMaLLIUM COBbITUIA, NPUBOLSLLMX K
NCKAKEHNIO, YHUYTOXEHMIO, KONMMPOBaHWUIO, BIIOKMPOBaHMIO 4OCTYNa K MHGpopMaLmMu, a Takxke K yTparTe,
YHUYTOXEHNIO MK c60t0 (PyHKLIMOHMPOBAHMS HOCUTENST MHApOpMaLLUNA.

2.3.5 3awmTa nHpopmaumm ot pasrnaweHuma: 3awmrta nHbopmMaLmm, HanpaeneHHasa Ha
npegoTBpaLleHne HeCaHKLIMOHMPOBAHHOMO A0BeAEHMS 3amLaeMon nHdopmMauum oo
3anHTEpeCcoBaHHbIX CyOBEKTOB (NOTpebutenein), He UMELLMX NpaBa JOCTyNa K 3TON MHdopMaLmu.

2.3.6 3awmTa uHh opmMmaLmm oT He caHKLMoHUpoBaHHoro aoctyna; 3/ ot HC: 3aumrta
NHGOPMaLLMK, HanpasBlieHHas Ha NpeoTBpaLleHMe NOSyYeHNs 3almLiaeMon nHgopmMadm
3anMHTEpPEeCcoBaHHbIMU CYyObEKTAMM C HApyLLUEHMEM YCTAHOBIIEHHbLIX HOPMATUBHLIMW U MPaBOBbLIMMA
AOKyMeHTamu (akTamum) unm obnagarensmm nHgopmalmm Npas Ui npaeBun pasrpaHnyYeHnsa 4ocTyna K

3awmgaemMon MHpopmauun.

MpumeyaHmve - 3anHTepecoBaHHbIMM CYObeKTamMu, OCYLLECTBSIOLLMMMN HECaHKL MOHNPOBaHHbI
AOCTYN K 3alyLLiaeMon MHGopMaL M, MoryT ObITb: rocyaapcTBO, OPUANYECKOEe NULLO, rpynna
m3nyeckunx i, B TOM Yncrne obLIeCcTBEHHAs opraHM3auus, oTAellbHoe M3NYeCcKoe nLo.

2.3.7 3awmTa nHcpopmaumm ot npegHame peHHoro Bosgenctsus; 3M ot MNOB: 3auwmTa
NHdOpPMaL MK, HanpaBeHHas Ha NPeaoTBpaLLEHe NpeaHaMEPEHHOrO BO3AENCTBMS, B TOM Yucne
3IIEKTPOMArHUTHOro 1 (UNn) BO3AenCcTBMA Opyron msndeckon Npupoabl, OCYLLIECTBSEMOro B
TEPPOPUCTUHECKUX UITN KPUMUHATBHBIX LIENSIX.

2.3.8 3awmTa nHcpopmauum ot [MHocTpaHHOM] pa3BeaKu: 3amTa MHopMaLmn, HanpasBneHHasa Ha
npeaoTBpaLLeHVe NonyYyeHns 3awmwaemMon MHgopmaunum [MHOCTPaHHOW] pa3BeaKOoWN.

2.4 TepMM1HbI, OTHOCALUMECA K 3aMbICIy 3aWmTbl UHPOPMaL UK

2.4 TepMUHbI, OTHOCALLMECS K 3aMbICIy 3awMTbl MHCopMaL um

2.4.1 3ambicen 3awmTbl MHP opmaymmn: OCHOBHas Maesi, packpbiBatoLLiasi COCTaB, CoAepKaHue,
B3aMMOCBSA3b 1 NOCeA0BaTENbHOCTb OCYLUECTBNEHNA TEXHUYECKNX N OpraHn3auMOHHbIX MEPOIPUATUN,
HeobXoAUMbIX ANst AOCTWPKEHUS LLeNn 3awmTbl MHopMaumn.

2.4.2 uenb 3awmTbl MHP OpMaLMKn: 3apaHee HaMeYeHHbIN pe3ynbTaT 3aWwmTbl MHOPMaL K.

MpumeyaHue - PesynstaTtomM 3awmTbl MHGOpPMaL MM MOXET ObITb NpefoTBpalleHme yuwepba
obnagatento nHopmaL M n3-3a BO3MOXHOWN YTEYKM MHOpMaLLUM 1 (Mnn) HECaHKLMOHMPOBAHHOTO U
HenpegHamMepeHHOro BO34eNCTBUS HA MHGOPMaL L.



2.4.3 cucrema 3awmTbl UH( opmanmm: COBOKYNHOCTb OPraHoB U (UN) UCNOMHUTENEN,
NCMNOMNb3YeMON MU TEXHWKW 3aLLMTbl MHCPOPMaL MK, a Takke 06 beKTOB 3amMTbl MHGOPMaLLUK,
OpraHM3oBaHHas 1 yHKLMOHMPYIOLLAs Mo NpaBuriam 1 HopMaMm, yCTaHOBIIEHHbIM COOTBETCTBYHOLLMMN
AOKYyMeHTamu B 06riacTu 3awmTbl MHGopMaLmn.

2.4.4 nonumka 6e3onacHoc (MH¢ opmaLmm B opraHm3aummn): COBOKYNHOCTb
AOKYMEHTUPOBaHHbIX NpaBun, Npoueayp, NPakTU4eCcKMX NpUemMoB U pyKoBoAALLMX NPUHLUMOB B
obnactn 6e30nacHOCTU MHGOPMaL MU, KOTOPbIMU PYKOBOACTBYETCH OpraHu3aums B CBOEN AesTeNbHOCTH

2.4.5 6e3onacHocTb MH opMaumm [aaHHbIX]: COCTOsSHME 3aLUMLLEHHOCTU MHGOPMaLMK [AaHHbIX],
npu KOTOpPOM obecneyeHbl ee [Ux] KOHMAEHLMANBHOCTb, AOCTYMHOCTb U LLENOCTHOCTb.

2.5 TepMUHBI, OTHOCALLMECS K 0O BEKTY 3almTbl MHopMaLumn

2.5 TepMuUHbI, OTHOCALLMECS K OO BEKTY 3almThbl MHCpopMaLum

2.5.1 06beKT 3awmTbl UH( opmaumm: NHdopmaums nnum Hocuterns MHopMaLun, Unu
NHPOPMALMOHHBIV NPOLLECC, KOTOPble HEOHXOAMMO 3aLLMLLATE B COOTBETCTBUM C LIENbIO 3amThl

nHdopMaLmu.

2.5.2 3awmwae mas uHd opmaumsa: Vindopmauums, saenstowasca npegMeToM CO6CTBEHHOCTU K
noanexailast 3awmTe B COOTBETCTBUMN C TpebOBaHNSIMM NPaBOBbLIX JOKYMEHTOB 1 TpeboBaHMsMMU,
yCTaHaBNMBaeMbIM1 COOCTBEHHUKOM MHCOpMaLUN.

MpumeyvaHue - CobCcTBEHHMKaMM HopMaL M MoryT BbiTh: rOCYAapCTBO, OpUANYECKoe Nmuo, rpynna
dmM3nYeckmx nnu, oTaensHoe manyeckoe nuuo.

2.5.3 HocuTenb 3awmwae Mon nHg opmaumnmn: Grnsmnyeckoe NULO UNn MaTepuanbHbiin OO BEKT, B TOM
yucne duranyeckoe nore, B KOTOPOM MHopMaL st HaxoAUT CBOE OTPaXkeHe B BUae CMMBOJIOB,
06pa3oB, CUrHanoB, TEXHUYECKNX PELLEHNI N MPOLLECCOB, KONMMYECTBEHHBLIX XapakKTEPUCTMK M3NYECKIMX
BENTMYKH.

2.5.4 3awmuwae Mbi 06beKT MH opmamsaumm: O6bEKT MHdopMaTU3aUnK, NpegHa3HaYeHHbIN ANns
06paboTKM 3awmLIaeMon MHopMaLum ¢ TpebyeMbiM YPOBHEM €€ 3aLUMLLEHHOCTH.

2.5.5 3awmwae mas MH opmaLMoHHas cuctema: VIHopmaumnoHHasa cuctema, npegHasHavyeHHas
Anst 06paboTky 3amaemon nHgopmarmm ¢ TpebyembiM ypoOBHEM €€ 3aLLMLLIEHHOCTW.



2.6 TepMUHbI, OTHOCSILLUMECA K Yrpo3am 6e3onacHOCTU MHopmMaLum

2.6 TepMuUHbI, OTHOCALLMECS K yrpo3amM 6esonacHOCTU nHdopMaLmm

2.6.1 yrpo3a (6e3onacHoc nHd opmMaummn): COBOKYNHOCTb YCMOBUIN 1 baKTOPOB, CO34aroLLmMX
NOTEHLMAsbHYIO UM peasibHO CYLLECTBYHOLLYO ONAacHOCTb HapyLLeHNs 6e3onacHOCTN MHGopMaL M.

2.6.2 ¢pakTop, BO3AEMCTBYIOLMM Ha 3aluMLLiae Myto UHG opMauuio: ABrneHve, JencTBrue unm
npouecc, pe3ynbTaTtoM KOTOPOro MOryT ObITb yTeuka, UCKaKeHNEe, YHUUTOXEHME 3aLmLLgaeMom
nHdopmMaL M1, 6rokMpoBaHue 4ocTyna K Hen.

2.6.3 UCTOUYHUK Yrpo3bl 6e3onacHoc™ UHc opmaumumn: CyobekT (mandeckoe NULo, MaTepuarnbHbIn
0OBEKT UNM M3n4ecKkoe ABMeHNe), ABNAIOLLMNCS HENOCPEACTBEHHON NPUYNHON BO3HUKHOBEHUS YIPO3bl
6e3onacHOCTU MHpopMaLmn.

2.6.4 yasBumocTb (MH opMaLMOHHOMU cucTeMbl); 6pews: CBOMCTBO MHGPOPMALMOHHON CUCTEMBI,
obycriosnmsatoLLiee BO3MOXHOCTb peanuaaumm yrpo3 6esonacHocTn obpabaTtbiBaeMoi B Hel
NMHcpopmaLmn.

Mpumevanua

1 Ycnosuem peanusauum yrpossl 6e3onacHocTv obpabatbiBaemorn B cucteMe MHGopMaL M MoxeT
ObITb HEQOCTaTOK MK criaboe MecTo B MHGOPMAaLMOHHOM CUCTEME.

2 Ecnm ya3BUMOCTb COOTBETCTBYET Yrpo3e, TO CYLUECTBYET PUCK.

2.6.5 BpeaoHocHas nporpamma: lNporpamma, npegHasHayvyeHHas 45 OCYLLECTBIEHUS
HeCaHKLMOHNMPOBAHHOIO A0CTYNa K MHopmaLum n (1nm) BO34eNCTBUSA Ha MHGOPMaL IO Uin pecypebl
NH(pOpMaLMOHHOW CUCTEMBI.

2.6.6 HecCaHKLMOHUpPOBaHHOE BO3AenCcTBME Ha MH opmaumio: Bo3gencteme Ha 3awmaemyro
MHCGOPMALMIO C HAapYLLEHNEM YCTaHOBIEHHbIX MPaB M (M) NpaBun 4OCTyNa, NPUBOASLLEE K YTeuke,
NCKaXKeHWIO, MOAAENKE, YHUUTOXEHMIO, BITOKMPOBaHMIO JOCTYNa K MHGopMaLmMu, a Takxke K yTparTe,
YHUYTOXEHNIO UK c60t0 (PyHKLIMOHMPOBAHMS HOCUTENS MHApOpMaLLUN.

2.6.7 npegHamMepeHHOEe CUNOBOE 3NIeKTPOMarHMTHOEe BO3aeMCTBME Ha MH opMaLunio:
HecaHKLMOHMPOBaHHOE BO34eNCTBME HA MHGOPMaLMIO, OCYLLECTBIIAEMOE NyTeM NPUMEHEHNS
MCTOYHMKA 3NIEKTPOMArHUTHOrO NoMs AN HaBeaeHNs (reHepUpoBaHUS) B aBTOMaTU3NPOBaAHHbIX
NHGPOPMALMOHHBIX CUCTEMAX 3NIEKTPOMArHUTHON 3HEPTUM C YPOBHEM, Bbi3bliBaOLLMM HapyLLEeHne
HOpMaribHOro (OyHKLMOHMPOBaHKS (CO0M B paboTe) TEXHUYECKNX M MPOrPaMMHbIX CPEACTB 3TUX CUCTEM.



2.6.8 moaenb yrpos (6e3onacHoc uHd opmaumm): dnsmnyeckoe, MatemaTmdeckoe, onvcaTesnibHoe
npeacTaBneHe CBOWCTB UMN XapakTepPUCTUK yrpo3 6e3onacHoCcTy nHGopmaLlmm.

MpumeyaHve - Buoom onuncatensHoro npeacTaBrieHns CBOWCTB UM XapakTEPUCTUK Yrpo3
6e3onacHoOCTH MHGOPMaLIUM MOXET ObiTb crielmarnbHbI HOPMaTUBHBIN OKYMEHT.

2.7 TepMUHbI, OTHOCSALLMECSH K TEXHMKE 3alUTbl MHoOpMauun

2.7 TepMUHbI, OTHOCALLMECS K TEXHUKE 3aLLMTbl MHpopMaLmn

2.7.1 TexHMKa 3awmTbl MHP opmMaummn: Cpeactsa 3amTbl MHGOPMaL MK, B TOM YnUCTe cpeacTBa
dm3n4eCcKon 3amTbl MHGOPMaLMK, KpunTorpadmyeckme CpeacTsa 3awmTbl MHGopMaLu M1, CpeacTaa
KOHTPONs 3dEeKTUBHOCTUN 3aLLUMThl MHCpOpMaL MK, CPEACTBA N CUCTEMBI YNpaBreHus, NpeaHa3Ha4yeHHbIe
Ana obecneverHns 3awmTbl MHGOPMaL UK.

2.7.2 cpeactBO 3aWwmTbl MHG opMaLmmn: TexHnyeckoe, NporpaMMHoOeE, NporpaMmMHO-TEXHUYECKOE
CpeacTBo, BELWECTBO U (Mn) matepuan, npegHa3Ha4YeHHbIe U UCNOSb3yeMble ANs 3aLLUUTbI
NMHpopmaLmn.

2.7.3 cpeacTtBO KOHTpONA 3t heKkMBHOCTM 3awmThbl UH( opmaumn: CpeaCTBO 3aLLMThI
nHdopmMaL M1, npegHasHa4eHHOE UM UCMNorb3yemoe A58 KOHTPOrsA 3ddeKTUBHOCTH 3aLLMThI
nHdopMaL mu.

2.7.4 cpepcTtBO hM3nyeckon 3awmTbl MHG opmaumm: CpeacTBO 3amThbl MHGOPMaL MK,
npegHasHa4YeHHoe uUnum ncnosnb3dyemoe Ana obecneyveHns urandeckon sawmTbl o6 beKTa 3awmThl
NHpopmaLmn.

2.7.5 kpunTorpadnyeckoe cpeacTBo 3awmTbl MH( opmauumn: CpeacTBo 3aWwmThl MHGOPMaL UK,
peanuayloLLlee anropuTMbl KpunTorpadmyeckoro npeobpasoBaHns MHoOpMaLun.

2.8 TepMuHbI, OTHOCSALLMECSH K CNOCOO6aM OLLeHKN COOTBETCTBUSA
TpeboBaHUAM No 3awmTe MHpopmaumum

2.8 TepMuHbI, OTHOCALLMECS K cnocobam OLEeHKM COOTBETCTBUSI TpebOBaHMAM Mo 3alumTe
NHpopmau mm



2.8.1 oueHKa cooTBeTCTBUSA Tpe boBaHMAM Nno 3awmTte nHg opmaumm: lNpsimoe nnm KOCBEHHoOE
onpegerneHne cteneHn cobrnogeHns TpedbosaHm No 3almTe nHgopMaLmu, NpeabaBNsSeMblX K 00 beKTy

3aWwmThl MHOPMaL UK.

2.8.2 nuueH3upoBaHMe B o6rac 3awmTbl MHG opMaumn: [leaTenbHOCTb, 3aKMoYaloLLasacs B
NnpoBepKe (aKcnepTr3e) BO3MOXHOCTEN IOPUANYECKOrO NNLA BbINONMHATE paboThl B 061acTu 3awmThbl
NHGOPMAaLMM B COOTBETCTBUN C YCTAHOBMEHHbIMU TpEOOBAHUSAMY U Bbl4aye paspeLleHms Ha
BbIMOMHEHME 3TUX PaboT.

2.8.3 cepmdmkauma Ha cooTBeTCTBME TpeboBaHMAM no 6e3onacHoc™ uHd opmaumm: Popma
OCYLLECTBIIIEMOIO OpraHoM Mo cepTudmKaLum NoATBEPKAEHNSA COOTBETCTBUSA OO HEKTOB OLLEHKM
TpeboBaHusM no 6e3onacHOCTV MHGOPMALINA, YCTAaHOBEHHBIM TEXHUHECKUMN perfiameHTamu,
CTaHgapTamun Unm ycroBMsMn JOroBOPOB.

MpumevaHue - K o6bekTam oL eHKM MOTYT OTHOCUTBLCS: CPEACTBO 3amTbl MHGOPMaL MK, CPEACTBO
KOHTPOSA 3¢ppeKTUBHOCTM 3aLLMTbl MHGPOPMaL M.

2.8.4 cneunanbHoe nccnepoBaHue (06bekTa 3awmTbl MHG opmaummn): ViccnegoBarue,
NPOBOAMMOE B LLeNsAX BbISABMEHUS TEXHUYECKNX KaHamNoB yTeYku 3almLigeMon NHopmMaL M 1 oL eHKN
COOTBETCTBUA 3aLMThbl MHpopMaLum (Ha 0O bekTe 3awmThbl) TpeboBaHMAM HOPMATUBHBIX U MPaBOBbIX
AOKYMeHTOB B obriactu 6e3onacHOCTy MHopMaLLun.

2.8.5 cneunanbHas npoBepka: [poBepka ob6bekTa MHopmaTn3aunm B LENSX BbISBNEHNS U
N3bATUA BO3MOXHO BHEPEHHbIX 3aKNaf04HbIX YCTPONCTB.

2.8.6 aynutopckas npoBe pka MHg opMaumMoHHON 6e30nacHOCTM B opraHu3auum; ayoum
UHg opmayuoHHoU besoracHocmu 8 opaaHu3ayuu: Neprognyeckuin HesaBUCUMbIN U
AOKYMEHTUPOBAHHbIV NPOLLECC MOSyYEeHNs CBMOETENLCTB ayamTa n 06 bEKTMBHON OLLEHKU C LeNblo
OnpeaenuTb CTeneHb BbIMOMHEHMS B OpraH3aLmm yCTaHOBEHHbIX TpeboBaHu no obecneyeHnto
NMHpopmaLMoHHON 6e30nacHOCTM.

Mpumeyvanue - AyauT nHdopmMaLMoHHoM 6€30MacHOCTM B OpraHmn3aLmnm MOXeET OCYLLECTBNSATLCSA
He3aBUCMMOW opraHu3aumnen (TpeTben CTOPOHON) NO JOroBOPY C NMPOBEPSEMON OpraHM3aLmen, a Takxe
nogpasgeneHvemM Unn 4omKHOCTHBLIM ML,OM OpraHM3au My (BHYTPEHHUI ayauT).

2.8.7 MOHUTOPUHI Ge3onacHoc™ uHo opmaumm: NocTossHHOe HabrtogeHre 3a NPoLLEeCCoM
obecneveHna 6e3onacHOCTM MHGOpPMaL MM B MHCPOPMALIMOHHOM CUCTEME C LieNblo YCTaHOBUTb €ro
cooTBeTCcTBUe TpeboBaHNsAM 6e30MacHOCTU MHGpopMaL UK.

2.8.8 akcnepm3a AOKyMeHTa no 3awmTte uHc opmaumum: PaccmoTpeHne JoKyMeHTa no sawmre
NHGOpPMaL MM U3NYECKUM UINN LOPUOUYECKUM NULLOM, UMEIOLLMM NPaBOo Ha NpoBeAeHne paboT B JaHHOM
obnacTtu, ¢ Lenbio NOAroTOBUTE COOTBETCTBYIOLLEE 3KCNEPTHOE 3aKIIOYEHME.

MpumeyvaHue - SkcnepTm3a JOKYMEHTa No 3awmTe MHopMaL M MOXeT BKtoYaTb B cebs Hay4Ho-
TEXHUYECKYI0, NPaBOBYH, METPOSIOMMYECKYHO, MATEHTHYO U TEPMUHOSIOMMYECKYI0 SKCMEepTU3y.

2.8.9 aHanu3 nHc¢ opmMaunoHHoro pucka: CuctemaTnyeckoe NCnosnb3oBaHne Hopmauum ans



BbIsIBIEHNs yrpo3 6e30nacHOCTM MHopMaLum, yasBumocTen MHOPMaLMOHHOW CUCTEMBI U
KONM4eCTBEHHOM OLLEHKM BEPOSITHOCTEN peanu3aLum yrpo3 ¢ UCMNOMb30BaHMEM YS3BUMOCTEN U
nocneacTBUN peanusaunm yrpos 4ns nHgopmanm n MHopMaLMOHHOM CUCTEMBI, NpeaHa3HaYeHHOM
Ansa 06paboTkun 3Ton nHopmauun.

2.8.10 oueHKa nHp opmaumoHHoro pucka: O6uwmi npouecc aHannsa UHgopmaLMOHHOIO puUcka 1
€ro OLeHMBaHMS.

2.9 TepMuHbl, oTHOCALWMeECA K 3P PEeKTUBHOCTU 3aLUnTbl MH(popMaLnm

2.9 TepMuHbI, oTHOCALLMECS K 3GEKTUBHOCTHM 3alLmTbl MHopmaL mm

2.9.1 acppekmBHOCTL 3aWmTbl MHD opMaumm: CTeneHb COOTBETCTBUS pe3ySibTaToB 3aLLUUTbI
NHOPMaL MK Lenu 3almTbl MHGopMaLni.

2.9.2 Tpe60BaHue No 3awmTe MH opMaLmun: YCTaHOBNEHHOE NPaBUIIO UM HOpMa, KOTopasi 4OPkHa
ObITb BbINOSIHEHA NPU OPraHN3aLnm 1 OCYLLECTBNEHNM 3aLLUTLI MHGOPMAaL MK, UK ONYCTUMOE 3HaYeHne
nokasatens 3(peKTMBHOCTI 3aLLMTbl MHPOPMaLUN.

2.9.3 noka3satenb 3¢ ¢peKMBHOCTM 3aWmTLI MHGp opMmauumn: Mepa unu xapakTepucTuka 4N OLEeHKN
3GdPeKTUBHOCTM 3aLmThbl MHOPMaL K.

2.9.4 Hopma 3h heKTMBHOCTU 3aLmTbl MH opMaLummn: 3HaveHre nokasaTtens addeKTMBHOCTH
3aWmTbl MHGOPMAaLINK, YCTaHOBMEHHOE HOPMAaTUBHBLIMU U NPaBOBbIMU JOKYMEHTaMM.

AndaBunTtHbIN yKa3aTesrib T PMUHOB

AndaBuUTHLIN ykasaTernb TEPMUHOB™

* 3aecb 1 aanee kpatkue hopMbl TEPMUHOB BblAENEHbI CBETMbIM LLPUGITOM.
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cepTMdMKaLMA Ha cooTBeTCTBUE TpeBGoBaHMAM No 6e30nacHOCTM MH( opMaLmK

cucTeMa 3aWwmTbl MHd opmaumm

cucteMma uHd opMmaLMOHHasA 3awmilae Mas

cnoco6 3awmTbl MHh opMaLmm

CpeAcTBO 3aWMUTLI MH(p opMaLun

CpeACTBO 3aWmTbl MH( OpMaLmm KpunTtorpadg myeckoe

cpeacTBO KOHTponA 3t cheKTMBHOCTU 3almTbl MHp opMmaLmumn

cpeAcTBO (hpM3nYeCKON 3awmTbl MH opmaLmm

TeXHUKa 3allunTtbl I/IHCb opmMauumn

T3

Tpe6oBaHMe No 3awmTe MHG opmaLmum

yrposa

yrpo3a 6e3onacHOCTM MH OpMaLK

YA3BUMOCTb

N
[o¢]
[O¥]

N
SN
[O¥]

N
(92}
(63}

N
RN

N
N
N

N
N
(63}

N
N
[O¥]

N
N
~

N
N
N

N
N
N

N
N

N
RN

N
N

N
~


http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320
http://docs.cntd.ru/document/1200058320

N
o))
~

YA3BMMOCTbL UH(p OPMaLIMOHHOWN CUCTEMbI

c¢hakTOp, BO3AEUCTBYIOLUMIK Ha 3awymLLae Myto MHd opmauumio 2.6.2
uenb 3awmTbl MH¢ opmalmmn 24.2
3Kcnep™3a AOKYMeHTa No 3awmte uHo opmaumm 2.8.8
3¢ heKMBHOCTL 3aWmTLI MH opmauum 29.1

NMpunoxeHune A (cnpaBo4yHoe). TepMUHbI N onpeaeneHus
ooLweTexHU4YeCKuX NoHATUN

MpunoxeHne A
(cnpaBoyHoeE)

TepMuHbI 1 onpeaeneHusi OB LLETEXHUYECKUX MOHATUI

A.1 nugopmaums: CeegeHns (CoobLeHns, AaHHbIe) He3aBUCMMO OT dropMbl UX NpeacTasneHus [1].

A.2 [OKyMeHTUpoBaHHast MHpopMauumst: 3admKCMpoBaHHasi Ha MaTepuanbHOM HOCUTENE NyTEM
AOKYMEHTUPOBAHUA MHOPMaLIMA C pEKBU3UTaMU, MO3BOMNAOLLMMUN ONPEeAEnUTb TaKyto MHopMaumio,
WUNM B YCTaHOBIIEHHbIX 3aKoHOoAaTeNLCTBOM Poccuiickon ®eaepaunm criydasix ee matepuarnbHbIi
HocuTens [1].

A.3 nHopmaLus, COCTaBNAOLLAA KOMMEPYECKYIO TarlHy: HaydHo-TexHu4eckasi, TexHorornyeckas,
nNpon3BoACTBEHHAs, (MIHAHCOBO-3KOHOMUYECKasA UMK MHas HAopMauns (B TOM YMCne cocTaBnsaoLwas
CeKpeTbl MponsBoacTBa (HOy-xay)), KoTopas UMeeT 4eNCTBUTENbHYIO UMK NOTEHL MaNbHYHO
KOMMEPYECKYIO LLEHHOCTb B CUITy HEM3BECTHOCTU ee TPeTbMM NnLiam, K KOTOpon HeT cBobogHOro
A0CTyna Ha 3aKOHHOM OCHOBaHWM U B OTHOLLEHMW KOTOPOW obriagatenem Takon nHopmMaumm BBeaeH
pEXUM KOMMEPYECKOWN TanHbl [2].

A4 naHHble: ®aKTbl, MOHATUSI UMM KOMaHAbI, NPeACTaBneHHbIE B (hOpMan13oBaHHOM BUAE U
NO3BONAOLLYME OCYLLECTBIATL MX Nepeady unm obpaboTky Kak BPyYHYH0, Tak U C NOMOLLLI0 CPEACTB
aBTOMaTM3aL M.

A.5 HocuTenb MHopmauun: MaTepmanbHbii 06 BEKT, B TOM Ymcrie dmanyeckoe nosne, B KOTOPOM
NHGOPMaL s HAXoAUT CBOe OTobpaxeHne B BUAE CMMBOSOB, 00pa3oB, CUrHaroB, TEXHUYECKUX PELLEHNI
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M npoLeccoB, KONMMYECTBEHHbIX XapaKTEepPUCTUK cbm3mqe0|<v|x BeInn4nH.

A.6 nHdopmaumoHHas cuctema: CoBOKYMHOCTb coaepalleics B 6a3ax gaHHbIX MHopMaum 1
obecneymBatoLLyx ee 06paboTKy MHPOPMAaLIMOHHBIX TEXHOIOMMIN U TEXHUYECKNX cpeacTs [1].

A.7 obnapgaTternb nHgopmaumu: JInuo, camocToaTeNbHO co3aasluee MHopmMaumo nbo nosnyymeLlee
Ha OCHOBaHWM 3aKOHa MK 4OroBopa NpaBo pa3peLlaTb U OrpaHNYnBaTh AOCTYN K MHdopmMaumu,
onpeaensieMon no Kakum-nmbo npmaHakam [1].

A.8 nonb3oBaTenb nHgopmauum: CyebekT, Nonb3yLWMNCA MHGopMaLMen, Nory4eHHoM oT ee
cobCTBEHHVWKA, BriagenbLua unm nocpeaHvka, B COOTBETCTBUM C YCTaHOBIIEHHBIMY NpaBamun 1
npasunamm 4ocTyna K uHdopmauum nmbo ¢ nx HapyLLeHEM.

A.9 pocTtyn K nigopmaumn: BoamMoXXHOCTb nonyveHus nHopmMaLmm u ee ucnosnb3oBaHus [1].

A.10 npaBo gocTyna K 3awmiiaemon nHpopmarumm; npaeso goctyna: CoBOKYNHOCTb NpaBumi gocTyna K
3awmgemMon MHGoOpMaLMK, YCTaHOBEHHbIX MPaBOBbIMWU AOKYMEHTaAMU U COBCTBEHHMKOM,
BnagenbLem nHgopmadmu.

A.11 npaBuIo AocTyna K 3almiaeMon nHcopmaunm; npasusio goctyna: CoBOKYNHOCTbL NpaBu,
yCTaHaBMMBaOLLMX MOPSAOK U YCIOBMS OCTYNa cybbekTa K 3alpaemMor MHGopMaLMn U ee HOCUTENSIM

A.12 KoHgwmaeHUnanbHOCcTb MHpopMmauun: Ob6a3aTensHoe ANnst BbIMONHEHNS NINLLOM, NOSYyYNUBLUNM
AOCTYN K onpeaerieHHon nHgopmaummn, TpedboBaHne He nepegasaTb Takyto MHGOPMaL MO TPETbUM
nmuam 6e3 cornacus ee obnagatens [1].

A.13 npegocTtasneHue nHgopmauyun: [lenctsus, HanpasneHHble Ha NoryYyeHne nHdopmanm
onpegerieHHbIM Kpyrom nvu, unu nepegadvy nHopmauum onpegerneHHomy Kpyry nuy, [1].

A.14 pacnpocTpaHeHue nHgopmaumn: encteus, HanpasneHHble Ha NonyyYeHe nHdopmMarmm
HeonpeaerneHHbIM Kpyrom vy, unu nepegadvy nHopmauum HeonpegeneHHomy Kpyry nnd [1].

A.15 onepatop UH(OPMaLMOHHON CcUCTEMBI: [paxxgaHUH v pUanYecKoe N1Lo, OCYLLECTBNAIOLLME
AEATENbHOCTb MO 3KCnnyaTaun NHAOPMaLMOHHOM CUCTEMbI, B TOM Ynce no obpaboTke nHgopmaumu,
coaepxawencs B ee 6asax gaHHbIx [1].

A.16 gocTynHOCTb MHGOPMaLMK [pecypcoB MH(OpMaLMOHHOM cucTembl]: CocTosiHME MHGopMaL M
[pecypcoB MHOPMALIMOHHOM CUCTEMBI], NPV KOTOPOM CYOBbEKTbI, MMetoLLMe NpaBa 4OoCTyna, MOryT
peanusoBaTb Nx 6ecnpenaTcTBEHHO [3].

Mpumeyanue - K npaBam JoCTyna OTHOCATCS: NPaBo Ha YTeHne, U3MeHeHWe, KonMpoBaHue,

YHUUTOXEHUE I/IH(*)OpMaLI,I/IVI, a TakKXxe npaso Ha N3aMeHeHune, UCMnoJib3oBaHne, YHU4TOXXEeHUNE pecypcoB [3]

A.17 uenocTtHocTb: CocTosiHMe nHdopMaL MK, NPy KOTOPOM OTCYTCTBYET toboe ee nameHeHne nmbo
N3MEHEHME OCYLLECTBNSETCS TOMNbKO NpegHaMepPEHHO CYObeKTaMm, MMEIOLLMMN Ha HEro Npaso.
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[11  Poccumnckas denepaums.
®enepanbHbIn 3akoH oT 27.07.2006 r. N 149-93
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PepeparnbHbin 3aKoH oT 29.07.2004 r. N 98-93

[3] PekomeHgauum no ctaHgaptusauymm P 50.1.056-
2005

OnEKTPOHHbIN TEKCT AOKYMEHTA
nogrotosnieH 3A0 "Kogekc" 1 cBepeH no:
odmumanbHoe nsgaHune

M.: CtaHgapTuHdgopm, 2008

06 nHdopmaL K1, NHGOPMaLMOHHBIX
TEXHONOrMsAX 1 0 3aLmTe MHdopMaLum

O KommepuyecKoi TarHe

TexHnyeckas 3awmTa nHgopmalun.
OCHOBHbIE TEPMUHbI 1 ONpeaeneHns
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